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TECHNICAL EDITORIAL BOARD MEMBERS
Meet the 2025 Editorial Board

DAVID A. WESTON
iNARTE EMC Engineer

David A. Weston is an electromagnetic compatibility (EMC) consultant and certified National Asso-
ciation of Radio and Telecommunications Engineers (iNARTE) EMC engineer at EMC Consulting Inc.
Merrickville, Ontario, Canada. A life member of the Institute of Electrical and Electronics Engineers,
Weston has worked in electronic design for over 50 years, specializing in the control, prediction,
measurements, problem solving, analysis, and design aspects of EMC for over 40 years.

He is the author of the third edition of the 1,157-page book Electromagnetic Compatibility, Methods, Analysis, Circuits,
and Measurement published by CRC press in 2017, as well as numerous papers of a practical nature.

ZACHARIAH PETERSON

PCB Design Expert & Electronics Design Consultant

Zachariah Peterson earned multiple degrees in physics from Southern Oregon University and Port-
land State University, and he received his MBA from Adams State University. In 2011, he began
teaching at Portland State University while working towards his Ph.D. in Applied Physics. His re-
search work originally focused on topics in random lasers, electromagnetics in random materials,
metal oxide semiconductors, sensors, and select topics in laser physics; he has also published over
a dozen peer reviewed papers and proceedings. Following his time in academia, he began working
in the PCB industry as a designer and technical content creator. As a designer, his experience focuses on high-speed digital
systems and RF systems for commercial and mil-aero applications. His company also produces technical content for major
CAD vendors and consults on technology strategies for these clients. In total, he has produced over 2,000 technical articles
on PCB design, manufacturing, simulation, modeling, and analysis. Most recently, he began working as CTO of Thintronics,
an innovative PCB materials startup focusing on high-speed, high-density systems.

He is a member of IEEE Photonics Society, IEEE Electronics Packaging Society, American Physical Society, and the Printed
Circuit Engineering Association (PCEA). He previously served as a voting member on the INCITS Quantum Computing
Technical Advisory Committee working on technical standards for quantum computing and quantum electronics. He now
sits on the IEEE P3186 Working Group focused on Port Interface Representing Photonic Signals Using SPICE-class Circuit
Simulators.
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MIKE VIOLETTE
iNARTE Certified EMC Engineer

Mike is CEO of Washington Laboratories and Director of American Certification Body. He has over 35
years of experience in the field of EMC evaluation and product approvals and has overseen the devel-
opment of engineering services companies in the US, Europe and Asia. Mike is currently on the Board
of Directors of the IEEE EMC Society.

He is a Professional Engineer, registered in the State of Virginia. He has given numerous presentations
on compliance topics and is a regular contributor to technical and trade magazines.

DEAN LANDERS
E3 Engineer

Dean Landers is an Electromagnetic Environmental Effects (E3) engineer for a major defense contractor,
working with the testing, simulations, and program management of all things involving E3 amongst
several programs. Previously, he was the Supervisor of Applications Engineering for AR RF/Microwave
Instrumentation. He was actively engaged in new application and product development, system de-
velopment and integration, customer support, and training with hardware demonstrations for both
customers and AR personnel. Prior to working at Amplifier Research, Dean spent 9 years as an EMC
Test Engineer at Retlif Testing Laboratories, managing military, commercial aviation, and commercial
test programs, writing customer test procedures, and working with customers to help them understand their compliance needs
and requirements. He also serves on the [EEE EMC Society Executive Committee, Philadelphia Chapter.
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EDITORIAL:
THE IMPORTANCE OF EMC EDUCATION

Dean Landers
E3 Engineer | landers.dean@gmail.com

As most readers of Interference Technology know, our industry is aging, and the youth movement is due to catch up
at some point. Until that happens, we rely on the tribal knowledge of a few select experts to guide the youth along
the way.

But if | take a step back and look, | ask the question, “Who guided those who came before me?” And the answer is
usually nobody. The likes of Henry Ott and Don Heirman are no longer with us, and many others are approaching
retirement or are already there.

Thus, as an industry, we need to come to grips with taking our industry into the future with the younger generation via
lab experience and education in EMI/EMC as a discipline. At the risk of sounding like a curmudgeon: Back in my day,
there wasn’t much in the way of educational programs at universities on EMI/EMC, unless | was completely oblivious
to it. Today, you can find programs and professors around the country involved in EMC education and furthering the
science, which is dearly needed.

With a changing economic landscape and an aging core of members approaching retirement, the time is now (or
hopefully not past) to educate and train younger engineers and technicians on EMC. This includes the technical
writing aspect of procedures and reports, specification development, understanding requirements and their intent,
and performing testing. In the world of military and commercial aviation testing, now, more than ever, education and
training for MIL-STD-461 and RTCA/DO-160 is needed by the manufacturers as product development continues to
ramp up with a rolling landscape of engineering in these areas.

And yes, a lot can be learned by searching the web and reading, but the execution of the tasks is a bit of a craft. Also,
the move towards digital engineering has sparked the need for MODSIM execution for understanding the behavior of
equipment in certain environments (radar, lightning, wireless coexistence, etc.), and these answers cannot be found
on Google. Not easily, anyway.

So, to the young people out there who may have engineering degrees but little direction or employment opportu-
nities, look into a career in EMC. It might just be your ticket into a future in a niche industry. | implore those looking
for careers in this area to start with articles in this publication, as they aim to educate, train, and instruct those within
our collective to increase knowledge and awareness. Also, find meetings in your local area to network, discuss, and
learn more about who is involved in our subject matter.
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EMC AND RELIABILITY
IN FLEX PCB CABLES VS.
CABLE ASSEMBLIES

Zachariah Peterson
Owner, Northwest Engineering Solutions LLC | zmp@nwengineeringllc.com
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In military and aerospace systems, interconnect failure
isn’t just an inconvenience; it can mean mission fail-
ure, equipment loss worth millions of dollars, or in the
worst case, loss of life. Every connection between cir-
cuit boards represents a potential point of failure that
must withstand extreme environmental conditions while
maintaining signal integrity and EMC in increasingly
compact systems. Traditional cabling solutions face
routing and mounting challenges in modern defense
applications where devices are placed in smaller pack-
ages, with the most recent examples being miniaturized
UAV flight control systems, densely packed phased ar-
ray radar modules, and wearables for personnel on the
battlefield.

Flexible printed circuit (FPC) interconnects can be de-
signed as custom components that can replace a much
larger cable assembly or wiring harness. The choice
between FPCs versus custom cabling creates trade-
offs that directly impact system reliability, electromag-
netic performance, and mission success in defense ap-
plications. Understanding these trade-offs is essential
for engineers developing the next generation of military
and aerospace electronic systems.

MIL-AERO INTERCONNECT DESIGN CHALLENGES
Military and aerospace electronic systems operate
in environments that would destroy most commercial
electronics. Temperature extremes ranging from -55°C
in high-altitude reconnaissance missions to +125°C in
engine bay applications create thermal cycling stresses
that can cause solder joint failure and material degra-
dation. Humidity, salt spray, and chemical exposure in
naval applications add corrosion challenges, while ra-
diation exposure in space-based systems can degrade
insulation materials and cause single-event upsets in
sensitive circuits.

e Bend radius control: Minimum 6x cable thickness
to prevent copper fatigue

e Vibration resistance: Must withstand 0.01-2 kHz
per MIL-STD-810

e Current density: Limit to 1000 A/in? for flex circuits
vs. 3000 A/in? for wire

e Impedance tolerance: +10% maximum variation
across temperature range

e Shielding effectiveness: >40 dB required for sen-
sitive RF applications

bnfmit] Commercial Spec it Design Impact
Parameter p Requirement gn fmp
Operating 0°C 1o +70°C 5590 10 +125°C Requires polyimide
Temperature substrates
Shock Resistance | 106 1006+ R cinforced connecor
interfaces
EMI Shielding 20 dB typical >40 dB required Hatched ground

planes needed

Mechanical stresses present equally demanding chal-
lenges. Aircraft and missile systems must survive shock
loads and continuous vibration across broad frequency
spectrums as defined in MIL-STD-810. These condi-
tions can cause wire fatigue, connector loosening, and
intermittent connections that are difficult to diagnose
and potentially catastrophic in operation. Supply chain
security requirements further limit component choices,
requiring ITAR-compliant fabrication vendors and com-
ponent sources.

EMI/EMC DESIGN COMPARISON

EMC presents one of the most challenging aspects of
interconnect design in military and aerospace systems,
where standard commercial approaches often fall short
of meeting stringent defense requirements. The unique
construction of flexible printed circuit cables requires
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careful consideration of hatched ground plane design
to achieve adequate EMI shielding while maintaining
mechanical flexibility.

e Hatch opening size: Often taken to be A4 to A/20
at highest frequency of concern

e Pattern offset: Stagger openings between layers
for improved shielding effectiveness

e [Edge rate limitation: Sub-nanosecond signals
may exceed hatched plane capabilities

Shielding
Type Effectiveness

Power Best
Handling Application

Flexibility

Off-the-shelf High Low power,
FPC 20:30 d (single axis) <2 perfrace digital
Good
E:::‘I:::I fex 3545 dB (dynamicor  <5A per trace Moovclleermctl? il
stafic bend) power, 9
Shielded wire High .| High power,
harness 5070 dB (multi-axis) > 204 per wire RF

Mating connectors represent another critical EMI vul-
nerability point in flex cable systems. Standard FPC
connectors often lack sufficient ground pins to maintain
consistent reference planes across the interface, cre-
ating impedance discontinuities that can radiate emis-
sions or allow external interference to couple into the
system.

e Ground pin interleaving: Place ground pins
around digital pins in the pinout to ensure a refer-
ence return path

¢ Impedance matching: Inputimpedance through the
connector should match the input trace impedance

e Shield termination: 360° shield termination pre-
ferred over pigtail connections

e Ferrite placement: Common mode chokes within
1” of connector interface

Custom flex PCB designs become necessary when
standard solutions cannot achieve required hatch den-
sity or when specific impedance matching is needed for
sensitive RF applications.

e Ferrite cores: Type 31 material for 1-300 MHz,
Type 43 for 25-300 MHz

e Filter modules: Multi-stage higher order LC filters

¢ Common mode chokes: Impedance >1 kQ for
common-mode nhoise

e Shielding gasket: High shielding effectiveness for
enclosure interfaces

Power distribution through flex interconnects presents
additional challenges, as switching supplies can inject
common mode noise that radiates from inadequately

shielded connector interfaces. Custom cable assem-
blies allow strategic placement of EMI suppression
components that standard flex ribbons cannot accom-
modate.

DESIGN GUIDELINES AND DECISION
FRAMEWORK FOR MISSION-CRITICAL
APPLICATIONS

Selecting the optimal interconnect solution for military
and aerospace systems requires systematic evaluation
of mission requirements against technical capabilities
and risk factors. The decision framework must prioritize
reliability and performance over cost considerations, as
field failures in defense applications carry consequenc-
es far beyond component replacement costs.

Application Standard Hatched Ground Wire
Requirements Flex Ribbon Flex PCB Harness
H.Igh pin density (>100 Excellent Excellent Poor
pins)
bl Gy Poor Fair Excellent
flexibility
High power (>10A) Poor Fair Excellent
Extreme temperature .
(55°C 10 +125°() Fair Good Excellent
Feld r.n.mmenunce Poor Poor Excellent
capability
EMI shielding (>50 dB) ' Poor Good Excellent
Space consirins Excellent Good Poor

(<5mm height)

Risk Mitigation Strategies:

¢ Redundancy planning: Design dual-path inter-
connects for critical signal paths

e Qualification testing: Perform accelerated life
testing beyond standard commercial requirements

e Supply chain management: Maintain approved
vendor lists with multiple sources

e Design margin: Derate current and voltage speci-
fications by 50% minimum

e Environmental protection: Specify conformal
coatings and sealed connectors for harsh environ-
ments

Progress towards higher power density and data rates
is driving use of newer flex materials, such as liquid
crystal polymer substrates. Interconnects on these ma-
terials can operate with higher bandwidth and thus sup-
port higher data rates compared to traditional polyimide
due to their lower Dk value for the flex materials. How-
ever, these components still cannot support the very
high data rates found in some high-density connector
and cable systems, where supported data rates reach
into the 10’s of GHz.
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AN OVERVIEW OF COAX LIMITERS

FOR USE IN HF SYSTEMS

George Kauffman
PE & CTO, NexTek, LLC

An Overview of Coax Limiters for use in HF Systems Designed to Protect against High Intensity Radiated Fields (HIRF)
and other External Electromagnetic Environmental (EME) Elements Using a 20dBm 1-100MHz Limiter
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OVERVIEW

Critical communication and instrumentation lines sub-
jected to very high energy RF pulses require RF limit-
ers with exceptionally high pulse power capability. A
discussion of a typical high frequency (HF) commercial
off the shelf (COTS) limiter manufactured and tested by
NexTek is presented to provide insight and understand-
ing of specifications. Data will be presented from an SMA
limiter shown in Figure 1 that has an in-band operating
range of 1MHz to 100MHz and is capable of handling
pulse RF currents of more than 50 amperes for 10 mi-
crosecond pulses.

Bulkhead mountable shielded enclosure approxi-
mately 2 inches long with stainless steel SMA Fe-
male — SMA Female connectors. VSWR ~1.1; In-
sertion Loss ~0.5dB with power rating of 20dBm
and a max peak pulsed power rating of 10kW at
0.5% duty cycle and 26dBm Flat Leakage.

Figure 1: HF Limiter SMA-SMA

RF limiters are used to limit the RF power on a circuit.
They are also used to protect sensitive receivers from
damage due to excessive input power. Receive circuits,
including LNAs, are very susceptible since they are de-
signed for very low-level input signals which are then
amplified.

In normal operation, the limiter represents low inser-
tion loss to the in-band signal. However, when there is
a higher power level at the input of the LNA (in-band
and out-of-band), particularly one that could damage the
LNA, the limiter reduces the power level so that the LNA
and other components on the receiver are not damaged.

There are several common causes of higher than de-
sired electrical energy on an RF circuit. These include
antenna exposure to high RF fields, which is usually due
to colocation or proximity to radar under boresight condi-
tions or other high-power transmitters, RF or circuits that
normally handle high RF power, such as manufacturing
heating, welding, surface treatment, or non-destructive

testing, and environments where there is research us-
ing plasma physics, accelerators, fusion, and magnetic
diagnostics can present out of band energy that can cou-
ple into systems.

The electric field exposure varies by application and en-
vironment, and the magnitude of those levels are outside
the scope of this discussion. Typically, an electric field
value in V/m is specified by the environment and then
a coupling current factor is derived to get a direct cur-
rent pulsed injection value. How HIRF exposure direct
current injection values are derived are complex in na-
ture and subjective as assumptions and specific systems
vary widely. A simple example of estimating the coupled
energy into a system due to lightning strikes has been
presented previously (Kauffman & Raina, 1996) and can
be used as a guide into more complex electric field cou-
pling calculations.

A commonly high electric field value referenced is MIL-
STD-464 Table 2 (Mil-Std-464C) which has an electric
field level of 27kV/m fields at 2.7GHz. An exposed anten-
na could generate over 50kW of power, provided the an-
tenna is rated at or below this frequency. In other cases,
a measurement device might be connected to a circuit
capable of similar power. A limiter should protect the re-
ceiver or other instruments exposed to high energy fields
that are in-band or out-of-band (10kHz-18GHz).

A simplified circuit of a limiter is shown in Figure 2. The
high power enters on the left side and is connected to
a primary diverter. This diverter predominately protects
the DC block capacitor. This DC block capacitor forms a
high pass circuit, defining the lower frequency range of
the limiter. There is a second stage limiter after the DC
block. There are further impedances in series, followed
by a final limiter stage. This final limiter is shown con-
sisting of two diodes. The resulting action of the limiter
circuit is reducing the RF voltage and power at the low
power output side. In general, the stages are coordinat-
ed, so that the voltage levels are reduced for each sub-
sequent stage of the circuit.

oe
BLOCK

HICH IMPEDANCE Low
T ] POWER
INPUT | VAVAY O ouTPUT
PRIMARY 57 L ond oL r
DIVERTER % E‘f STAGE N tMiTER
LIMITER
Ve

Figure 2: Simplified Schematic

interferencetechnology.com

Interference Technology Guide Series


https://interferencetechnology.com/

2025 MILITARY & AEROSPACE EMC GUIDE

GENERAL CHARACTERISTICS

Steady State Parameters

In normal operation, the limiter should have a good
VSWR, low Insertion Loss (IL) and not degrade signals
that are under the max operational power rating. Howev-
er, limiters often have higher insertion loss than typical
surge protectors and loses should be included in the sys-
tems RF link budget accordingly. Figure 3 and Figure
4 show the VSWR and IL for the HF and have similar
signatures to that of a band pass filter.

HLF-SFSF-MA2001-G Limiter
1 to 100MHz 20Bm

WEWER

Freauency in Mega-Hertz, MHz

Figure 3: VSWR vs Frequency Plot

HLF-SFSF-MA2001-G Limiter
1 ta 100MHz 20Bm

Inzertion Loss in deci-Bels, dB
U
it

i0 i ]

Freguency in Mega-Hertz, MHz

Figure 4: Insertion Loss vs Frequency

DEFINITIONS
Common terms and definitions associated with limiters
are presented as an introductory discussion.

Frequency Range: Limiters operation is usually defined
by the frequency band. Some RF parameters, including
Insertion Loss and VSWR are not defined out of band,
however a good limiter will provide limiting functionality
significantly out of band to protect against co-located ad-
jacent band transmitters.

RF Rated Power (RF Watts CW): The maximum power
rating in this example is 20dBm. This level of power is
power can continuously flow through the limiter to the
LNA. The RF is single frequency and within the operat-
ing band.

Insertion Loss: Within the operating band, the insertion
loss is usually less than about 0.5dB, this insertion loss

is only seen in the operation band and at RF powers
below the RF Rated Power rating.

1dB (-1dB) Compression Power: The input power lev-
el where the output power has decreased by 1dB from
the normal operating loss. This additional signal loss is
called signal compression.

Flat Leakage: Indicates the steady state energy that ap-
pears at the output of the limiter and is approximately
constant.

Spike Leakage: Indicates the short duration and higher
level of energy that appears at the output of the limiter
that is substantially elevated above the flat leakage re-
gion.

Transition Region: The region above the max operat-
ing power that includes the 1dB compression point. The
transition region starts with the rated power and contin-
ues until the limiter is fully activated by high RF energy.

Pulse Operation Region: When the pulse duration for
a current pulse exceeds maximum time, requiring puls-
ing at a maximum duty cycle. This power level is usually
about 6dB to 10dB above the rated power.

Flat response is the somewhat steady state output power
level, while spike leakage is a much shorter duration out-
put. Since flat leakage is nearly constant, the units used
most often are dBm into a 50 Ohm load. Spike leakage
is best referred to as the energy deposited into a 50 Ohm
output load and is usually in nano-Joules. Spike leakage
can also be reported in peak volts, but this lacks the time
element that is captured better in energy.

Pulse Performance

The power transfer function of a typical limiter is shown
in Figure 5. There are usually three modes of operation.
The continuous operation region up to the rated power
level, shown in the figure below as 20dBm (~6.33 Vpeak
to peak). In this region, the VSWR and Insertion loss
parameters are substantially constant. As more power
is applied, the limiter begins functioning, and the inser-
tion loss can increase by and additional 1dB. The limit-
ing circuits are just beginning to work at this level of RF
voltage. This response is similar to the knee in a Zener
diode. The 1dB compression power is usually about 2dB
or 3dB above the maximum rated RF power. The lim-
iter might be operated for the long term at this level of
power, but it is not advised, since there is no margin for
additional power RF power fluctuations or temperature
variations.
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Limiter Power Transfer Function

dBIL and
15 4 Compression

Spike and
Flat Leakage — -

dBm
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Transition Response

~ PulsingOperation

Output Power in deci-Bel ra ITmW,

_/ Continuous |
Operatiunai -gr

-
1] i} 20 30 40 50 B0 0 an

Input Power in deci-Bel re 1nW, dBm

Figure 5: RF Power Transfer Function

When power is dramatically increased, above about
32dBm (~25V pk-pk) the limiter is usually fully function-
ing. Substantial increase in input power will have mini-
mal effect on the limited output power. There is a region
between the rated power and the full limiting operation,
where response is transitional, sharing both character-
istics.

High Input RF Energy Response Details

The output response of the 20dBm rated limiter with a
700MHz 100W Signal is shown in Figure 6. The Flat
Response voltage is the average of the plateau of power
(and voltage) that is about 3.3 Vpeak or about 0.22W
peak. The spike leakage is where the power exceeds
the flat leakage by a factor of 2.5, or where the power
exceeds 0.55W peak (or the voltage exceeds 10.5Vpk-
pk). The spike leakage signature can vary with different
frequency units and can be expressed in terms of power
or energy.

The energy curve (in red) shows a well-defined flat leak-
age of 0.22Wpeak (20.8 dBm) after about 1.5 microsec-
onds. A spike leakage is energy above 0.55Wpk, and
most energy is confined to the 0.2 to 0.4 microsecond
time interval.

1MHz TO 100MHz Limiter Response

-6 INPUT: 700MHz 100W
QUTPUT: 20.4dBm Flat Leakage
72n) Spike Leakage

Output Energy into 5002 in Watts, W .

Output Voltage Into 5002 in Volts, V
A

13 Spike power - above 2.5x0.22W or >0.55Wpk | '
14 | Flat Power 0.22Wpeak
168 0
2 1 i} i r 3 4 5 [ 7 B

Time in micro-seconds, ps

Figure 6: Output Voltage (100W-700MHz Input)

A look at the output voltage signatures and voltage lev-
els of the limiter at different power levels provide further
examples of transient response characteristics. Figure
7 through Figure 10 show the output response as the
power level increases from normal operation and incre-
mental power increases. A 10usec pulse of 700MHz is
used for these increasing power pulses example. While
Figure 11 shows the output response of a 10usec
2.2GHz input pulse.
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Figure 9: Output 48dBm Input
Figure 7: Output - 30dBm Input Increasing the 700MHz pulse power to 48dBm, the out-
put power pulse magnitude stays nearly constant, how-

The curve shows a 1MHz to 100MHz 20dBm rated lim- ever the 18.5 dBm flat leakage duration increases.

iter, with a 700MHz input pulse of 30dBm, limited to
about 27.3 dBm (~14.6Vpk-pk) at the output, or about
2.7dB compression.

Figure 10: Output 50dBm Input

Increasing the 700MHz pulse power further to 50 dBm,
the initial spike and flat leakage magnitudes are similar
to lower input pulses, but the pulse duration is shorter.

Figure 8: Output 33dBm Input

If the 700MHz power is increased to 33dBm, the flat
leakage region just begins to form, as shown by the
voltage reduction in the middle of the pulse. The initial
response of about 14.6Vpk-pk is followed by a region of
about 18.5dBm flat leakage.
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Pulsing the limiter with 50dBm at 2.2GHz, we see an out-
put of 21.1dBm. The spike leakage and transition phe-
nomena do not occur at this test condition.

Figure 11: Output 50dBm 2.2GHz Input

Limiters have a maximum pulse width versus input pow-
er level that is primarily a function of power dissipation
and resulting temperature rise. This usually assumes a
25°C initial temperature. This HF limiter has a maximum
power equivalent level over 100kW for pulses less than
10 microseconds. Figure 12 presents the single pulse
power versus maximum pulse width for this device for
pulse power above the blue curve, duty cycle effects,
or off time, must be used to reduce the average power.
This represents the pulse limitation where off time needs
to be used to prevent excessive temperature rise of the
limiter. The concept of pulse current is introduced here.
To best capture the quality and effectiveness is to rate
the limiter to input current. While the RF power might
usually be measured at 50 Ohms, the limiter is not close
to 50 Ohms when in the limiting mode. In addition, RF
amplifiers or other sources can usually have much low-
er impedance than 50 Ohms. Therefore, the current can
vary, depending upon the source or generator, and the
limiter. To provide predictable performance, the capacity
of the limiter is best related to the input pulse current
levels. This figure can also be used to convert RF Watts
to Current. The cumulative effects of a series of several
pulse currents needs to be considered and modeled.

HLF-SFSF-MA2001-G
1MHz to 100MHz 20dBm Limiter

RF Amperes or Wegivalent versus Maximum Pulse Width
1000
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0.001 0.01 0.1 1 10 100 1000 10000
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Figure 12: Power versus Pulse Width

The limiter duty cycle versus injected pulse current is
shown in Figure 13. This graph is another way to view
the need to modulate or allow quiescent time for the lim-
iter. Pulse currents must be limited by the duty cycle (the
pulse duration divided by the usually longer off time).
The cumulative effects of pulse trains of varying currents
and pulse widths needs to be considered and modeled.

HLF-SFSF-MA2001-G
1MHz to 100MHz 20dBm Limiter
Duty Cycle versus Pulse Current
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Figure 13: Duty Cycle versus Pulse Current
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SUMMARY

The information presented along with measured lab re-
sults provide an introductory explanation of the perfor-
mance of Nextek’s high-performance HLF series limiters
designed for high energy environments. A systems en-
gineer needs to consider many variables to fully deter-
mine the threat level and protection level requirements
to ensure the limiter is providing the protection desired.
Direct current injection testing is a good indicator of how
a device will perform. Testing across duty cycle, pulse
widths, frequency and power levels can be expensive
and time consuming. The results presented in this paper
provide a glimpse into what one would expect to see as
they do their own testing.
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CubeSats are relatively inexpensive when compared to
traditional vehicle-size satellites. Since their inception,
CubeSat spacecraft have shown functional success
rates ranging from 40% to 75% for launch and deploy-
ment phases.

Figure 1: Tu-Pod in Space'

According to the International Journal of Aerospace
Engineering, CubeSat deployment success rates now
exceed 75%. In 2017, mission failures stood at 50%.
Closing the gap from 25% to 0% may be achieved by
implementation of electrostatic discharge (ESD) control
measures. One must ask whether NASA-STD-8739.6B,
Section 7, protocols for ESD compliance in low relative
humidity (RH) and extreme conditions are sufficiently in
place to ensure best value for the taxpayer.

Since 2022, the manufacture of vertical transport field
effect transistors (VTFETs) has exponentially increased
transistor count for devices, now commercially available.
Apple’s M1 Ultra contains 114 billion transistors com-
pared to Intel’'s 4004 microprocessor introduced in 1971
(see Table 1) at 2,300 transistors.?
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Table 1: Historical Transistor Count Comparison

GOES-R Satellite weighs 6,299 Ibs., compared to a
CubeSat 1.0 at 3 Ibs., as shown in Figures 2 and 3.

GOES-RSPAGECRAFT

Figure 2: GOESR Satellite

Overview of Spacecraft that falls into SmallSat Category
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{Calbesat)

MASATP-2015-21654 8REVT

Figure 3: CubeSat 1.0

Due to microprocessor densification via VTFET-manu-
factured ESD-sensitive devices (ESDS), a swarm of 5 to
8 CubeSats in less than 10 years could replace a 2 to-
3-ton satellite. Traditional ESD protective mechanisms
for ESDS will require strengthening of ESD procedures
in the EPA to safely handle Class 0Z (<+50 volts) com-
ponents.

Without a doubt, “speed kills” with microprocessor den-
sification. One can no longer rely upon internal ESDS
protection mechanisms without implementing an ESD
control program. Moreover, the author has reviewed
CubeSat design specifications that incorporate ESD-sen-
sitive devices, and often these requirements have over-
looked ESD procedures to safeguard Class 0Z devices.

" Courtesy Amin Djamshidpour, Co-Founder Teton Aerospace.

2NASA STD 8739.6; 6.1 TEMPERATURE AND RELATIVE HUMIDITY (RH).
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JPL has taken cleanliness and ESD control for their in-
terplanetary CubeSats to a different level by redesigning
a dedicated 1,250 square foot room — comparable to
a modern high bay inspired by Moore’s Law — from an
existing program. Many governmental, university, and
commercial SmallSat manufacturers appear to have
overlooked ESD procedures during CubeSat construc-
tion by using desktop or non-flight hardware surfaces
without implementing static control safeguards.

CubeSat builds placed on charge-generating Plexiglas
or Lexan platforms can facilitate field-induced model
(FIM) discharges. Incorporation of an ANSI/ESD STM4.1
approved work surface (Figure 4) is required to protect
today’s flight hardware Class 0Z devices at <50 volts
(see Table 2).

Tu-Pod (SmallSat) on Workstation Space

Overhead
lonizar

Static Dissipative
Solder lron Stand

Shielding Bag

Circuit Card

Figure 4: ANSI/ESD STM4.1-compliant ESD work surface

ANSI-ESDA-JEDEC JS-001

HBM Classification Voltage (£ V)

0z <50 [Space & Defense]
0A 50-<125

0B 125-<250

1A 250 - <500

1B 500 - <1000

1C 1000 - <2000

2 2000 - <4000

20 4000 - <8000

28 >8000

Table 2: ESD Susceptibility Classes and Thresholds

Figure 5: Amin Djamshidpour, Teton Aerospace

Adherence to static control protocols in compliance with
NASA-STD-8739.6B, Section 7, is mandatory when
building CubeSats. NASA-STD-8739.6B, Section 7, and
MIL-STD-2073, apply during test, inspection, transport,
and handling of electronic parts, assemblies, and equip-
ment susceptible to ESD damage greater than or equal
to 100 volts HBM, 200 volts CDM, and 35 volts on iso-
lated conductors. NASA-STD-8739.6B, Section 7, along
with the prime contracting community, takes precedence
over other Industry Standards for ESD integrity in low
RH and extreme environmental conditions.

An unfounded belief is that some commercial off-the-
shelf (COTS) components are not Class 0Z. Classifi-
cation for ESD-sensitive EEE parts has been equally
applied to COTS and government off-the-shelf (GOTS).
COTS are ready-made and cheaper to use, whereas
GOTS are intended for internal use by the US Govern-
ment. To comply with NASA-STD-8739.6B, Section 7,
one must have technical justification to downgrade prac-
tices or obtain a waiver.

Product qualification of ESD materials must conform to
NASA-STD-8739.6B, Section 7, using traceable techni-
cal data, in-house or third-party testing with instrumenta-
tion specified by ANSI/ESD Standards or Standard Test
Methods. For in-house qualification, the on-site qualifi-
er must conduct testing of ESD materials at 0% RH in
support of NASA's ongoing academia-funded CubeSat
programs for low earth orbit (LEO) and deep space ex-
ploration.

For aerospace and defense, it is not uncommon to build
and assemble products in Class A (<35 V) ESD protect-
ed areas. This is illustrated in Figures 4 and 6.
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As illustrated (Figure 7), the operator, engineer, or sci-

£ vork I — o entist gowns up and tests the ANSI/ESD S1.1 grounded
statan —t = wrist strap. The wrist strap is connected to ground; the
\ cleanroom ANSI/ESD STM15.1 approved nitrile gloves

250 mesoen P are donned after turning on the ionizer. In this case, an

ESD Type 1 moisture barrier bag is then opened, hous-
ing a Tu-POD circuit card. Upon completion, the static
ESD-sensitive device (circuit card) is placed into a Type
| bag (Figure 9).

Work Station

Figure 6: RMV Laboratory at NASA Ames Research Park

An ANSI/ESD STM4.1 workstation is certified annually
with periodic verification as outlined in the agency’s ESD
Procedures.

Certification labels are affixed to the work surface, ioniz-
ers, flooring mat, static control chair, soldering iron, wrist
strap monitor, and proximity voltage sensing antennas.
Quantitative data must be recorded rather than using
simple pass/fail statements.

Figure 9: Re-sealed circuit card in Type | bag

Figure 7: Operator setup for ESD-sensitive handling
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When CubeSat manufacturers handle Class 0Z items
(<50 volts HBM), additional mitigation techniques
should be adopted:

1. Maintain RH between than 40% and 60%, and mon-
itor RH in the EPA

2. Use groundable ESD garments (overalls) with elas-
tic wrist cuffs

3. Use steady-state DC ionization with offset voltage
<35V

4. Use both dual-cord audio jack wrist strap and ESD-
safe shoe or sole grounding straps

5. Operators seated in ESD chairs must wear wrist
straps

6. Qualify all ESD protective packaging before use on
ESD work surfaces

7. Remove all non-process insulators from the work
area

Special Recognition to Amin Djamshidpour, Co-Founder
Teton Aerospace, amin@tetonsys.com
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2025 EMC SUPPLIERS GUIDE

Here’s a quick guide to some of the top suppliers in each EMC category — test equipment, components, materials, ser-
vices, and more. To find a product that meets your needs for applications, frequencies, standards requirements, etc.,
please search these individual supplier websites for the latest information and availability. If you have trouble finding a
particular product or solution, email for further supplier contacts.
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CABLES & CONNECTORS
CERTIFICATION
EMI RECEIVERS
FILTERS / FERRITE'S
LIGHTNING & SURGE
SEALANTS & ADHESIVES
TEST EQUIPMENT
TEST EQUIPMENT RENTALS
TEST EQUIPMENT OTHER
TESTING LABORATORIES
TRAINING SEMINARS & WORKSHOPS

Aaronia AG www.aaronia.com X X X X
ﬁg:’:“{:{'&‘;" e www.atecorp.com X X X X X X X X X X X X
AH Systems, Inc. www.ahsystems.com X X X X X X
A Altair- US www.altair.com X X
American Cerfification Body Inc. www.acheert.com/ X X X X X X
é:;::?otsm Compliance Test www.ametek-cts.com X X X X X
Anritsu Company www.anrifsu.com X X X X X
ﬁﬁ::zl A:::mm’e www.arworld.us X X X X X X
. Bechive Electronics www.beehive-electronics.com X
: Bulgin www.bulgin.com X
| Captor Corporation (EMC Div.) www.captorcorp.com X
C Coilcraft www.coilcraft.com X X
(PI- Communications & Power .
Industries (USA) www.cpii.com/emc X
| Dassault System Simulia Corp www.3ds.com/ X
) Delta Electronics (Americas) Ltd. ~ www.delta-americas.com X
DLS Electronic Systems, Inc. www.dlsemc.com X X
[ Electro Rent www.elecirorent.com X X X X X
Element US Space & Defense www.nis.com X X
Elite Electronic Engineering Co. www.elifetest.com X
EliteRF LLC www.eliterfllc.com X
EMC Live www.emc.live X
E EMC Partner www.emc-partner.com X
Empower RF Systems, Inc. www.empowerrf.com X X
EM TEST USA www.emtest.com X
Exemplar Global (iNarte) www.exemplarglobal.org X
Eﬁ?rlllusn?ci\;?:;:d www.exoduscomm.com X X X X
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SHIELDING

SHIELDED ROOMS

SPECTRUM ANALYZERS
TEST EQUIPMENT

TEST EQUIPMENT RENTALS
TEST EQUIPMENT OTHER
TESTING LABORATORIES
iall TRAINING SEMINARS & WORKSHOPS

F2 Labs www.f2labs.com X X X X
Fair-Rite Products Corp. www.fair-rite.com X X

Fischer Custom

Communications www.fischercc.com X

Frankonia Solutions www.frankonia-solutions.com X X X X
Gauss Instruments www.gauss-instruments.com X X

Gowanda Electronics www.gowanda.com X

Interference Technology www.inferferencetechnology.com X
Intertek www.interfek.com X
ITG Electronics www.itg-electronics.com X X

Keysight Technologies www.keysight.com X X X X X X
Kikusui America, Inc. www.kikusuiamerica.com X X

Krieger Specialty Products www.kriegerproducis.com X

Kyocera AVX www.kyocera-avx.com X X X X

Laird a DuPont Business www.laird.com X X X

Langer EMV-Technik www.Iungiel:;Tv.de/ en/ X

Magnetic Shield Corp. www.magnefic-shield.com X

Master Bond Inc. www.masterbond.com X

Monirose Compliance Services ~ www.montrosecompliance.com X

MVG Microwave Vision Group www.mvg-world.com X X X X X

Narda Safety Test Solutions www.narda-sts.com X X X X X

NoiseKen www.noiseken.com X X X X X
Ohmite www.ohmite.com X

Ophir RF www.ophirrf.com X

Parker Chomerics www.chomerics.com X

Pearson Electronics www.pearsonelecironics.com X X

Polymer Science, Inc. www.polymerscience.com X X

Ell:fnf:::i"g Lehman www.cuminglehman.com X X X

PPG Engineering Materials www.dexmet.com X

Pulse Power & Measurement www.ppmiest.com/ X

Quell Corporation www.eeseal.com X X X X
Radiometrics www.radiomet.com X
R&B Laboratory, Inc. www.rblaboratory.com X
Retlif Testing Laboratories www.retlif.com X X X
RECOM Power GmbH WWW.Iecom-power.com X X X
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SEALANTS & ADHESIVES
TEST EQUIPMENT
TEST EQUIPMENT RENTALS
TEST EQUIPMENT OTHER
TESTING LABORATORIES
TRAINING SEMINARS & WORKSHOPS

RF Consultant www.rf-consultant.com X X
RIGOL Technologies www.rigolna.com X X X X X
& R&K Company Limifed www.rk-microwave.com X X
Rohde & Schwarz GmbH & Co.KG ~ www.rohde-schwarz.com/de | X X X X X X X X
I Rohde & Schwarz USA, Inc. www.rohde-schwarz.com X X X X X X X X
Schaffner EMC, Inc. www.schaffner.com X X
Schurter, Inc. www.schurter.com X X X
Schwarzbeck Mess-Elekironik www.schwarzbeck.com X X
Select Fabricators www.select-fabricators.com X X
Siglent Technologies www.siglentna.com X X X
: Signal Hound www.signalhound.com X X X
Spectrum Control www.spectrumcontrol.com X X X X | X X
Solar Electronics www.solar-emc.com X X X
Spira Manufacturing Corp. WWWw.spira-emi.com X
B Standex Electronics www.standexelectronics.com X
DK www.idk.com X X X X X
Tekironix www.tek.com X X
Teledyne LeCroy www.teledynelecroy.com X
TESEQ Inc. www.teseq.com X
1 Test Equity www.festequity.com X X X X
Thurlby Thandar (AIM-TTi) www.gimtti.com X X X
Toyotech (Toyo) www.toyotechus.com X X X X X
Transient Specialists www.transientspecialists.com X
I TRSRenelCo www.trsrentelco.com X X X X X X X
Vectawave Technology www.vectawave.com X
L V Technical Textiles / Shieldex US www.vtechtextiles.com X
Washington Laboratories www.wll.com X X X X X X X
W Windfreak Technologies www.windfreaktech.com X
\;‘Vu(r(:.hKI:ekiromk eiSos GmbH www.we-online.com X X X X X X X X
T XGR Technologies www.xgrtec.com X
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MILITARY RELATED DOCUMENTS

AND STANDARDS

The following references are not intended to be all inclusive, but rather a representation of available sources of

additional information and point of contacts.

MIL-HDBK-235-1C Military Operational Electromagnetic
Environment Profiles Part 1C General Guidance, 1 Oct
2010.

MIL-HDBK-237D Electromagnetic Environmental Effects
and Spectrum Certification Guidance for the Acquisition
Process, 20 May 2005.

MIL-HDBK-240A Hazards of Electromagnetic Radiation to
Ordnance (HERO) Test Guide, 10 Mar 2011.

MIL-HDBK-263B Electrostatic Discharge Control Hand-
book for Protection of Electrical and Electronic Parts, As-
semblies and Equipment (Excluding Electrically Initiated
Explosive Devices), 31 Jul 1994,

MIL-HDBK-274A Electrical Grounding for Aircraft Safety,
14 Nov 2011.

MIL-HDBK-335 Management and Design Guidance Elec-
tromagnetic Radiation Hardness for Air Launched Ord-
nance Systems, Notice 4, 08 Jul 2008.

MIL-HDBK-419A Grounding, Bonding, and Shielding for
Electronic Equipment and Facilities, 29 Dec 1987.

MIL-HDBK-454B General Guidelines for Electronic Equip-
ment, 15 Apr 2007.

MIL-HDBK-1004-6 Lightning Protection, 30 May 1988.

MIL-HDBK-1195, Radio Frequency Shielded Enclosures,
30 Sep 1988.

MIL-HDBK-1512 Electroexplosive Subsystems, Electri-
cally Initiated, Design Requirements and Test Methods, 30
Sep 1997.

MIL-HDBK-1857 Grounding, Bonding and Shielding De-
sign Practices, 27 Mar 1998.

MIL-STD-188-124B Grounding, Bonding, and Shielding
for Common Long Haul/Tactical Communications-Electron-
ics Facilities and Equipment, 18 Dec 2000.

MIL-STD-188-125-1 High-Altitude Electromagnetic Pulse
(HEMP) Protection for Ground-Based C41 Facilities Per-
forming Critical, Time-Urgent Missions Part 1 Fixed Facili-
ties, 17 Jul 1998.

MIL-STD-220C Test Method Standard Method of Insertion
Loss Measurement, 14 May 2009.

MIL-STD-331C Fuze and Fuze Components, Environmen-
tal and Performance Tests for, 22 Jun 2009.

MIL-STD-449D Radio Frequency Spectrum Characteris-
tics, Measurement of, 22 Feb 1973.

MIL-STD-461F Requirements for the Control of Electro-
magnetic Interference Characteristics of Subsystems and
Equipment, 10 Dec 2007.

MIL-STD-461G Requirements for the Control of Electro-
magnetic Interference Characteristics of Subsystems and
Equipment, 11 Dec 2015.

MIL-STD-464D Electromagnetic Environmental Effects
Requirements for Systems, 24 Dec 2020.

MIL-STD-704F Aircraft Electric Power Characteristics, 12
Mar 2004.

MIL-STD-1275E Characteristics of 28 Volt DC Input Power
to Utilization Equipment in Military Vehicles, 22 March 2013
(MIL-STD-1275F expected in 2021)
http://everyspec.com/MIL-STD/MIL-STD-1100-1299/MIL-
STD-1275E_45886/

MIL-STD-1310H Standard Practice for Shipboard Bond-
ing, Grounding, and Other Techniques for Electromagnetic
Compatibility Electromagnetic Pulse (EMP) Mitigation and
Safety, 17 Sep 20009.

MIL-STD-1377 Effectiveness of Cable, Connector, and
Weapon Enclosure Shielding and Filters in Precluding Haz-
ards of EM Radiation to Ordnance; Measurement of, 20 Aug
1971.
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MIL-STD-1399 Section 300 Part 2 Medium Voltage Elec-
tric Power, Alternating Current 25 September 2018
http://everyspec.com/MIL-STD/MIL-STD-1300-1399/

MIL-STD-1542B Electromagnetic Compatibility and
Grounding Requirements for Space System Facilities,
15 Nov 1991. MIL-STD-1605 Procedures for Conducting
a Shipboard Electromagnetic Interference (EMI) Survey
(Surface Ships), 08 Oct 2009.

MIL-STD-1686C Electrostatic Discharge Control Program
for Protection of Electrical and Electronic Parts, Assem-
blies, and Equipment (Excluding Electrically Initiated Ex-
plosive Devices). 25 Oct 1995.

ADS-37A-PRF Electromagnetic Environmental Effects (E3)
Performance and Verification Requirements, 28 May 1996.

DOD-STD-1399 Section 070 Part 1 D.C. Magnetic Field
Environment, Notice 1, 30 Nov 1989.

DoDI 3222.03 DoD Electromagnetic Environmental Effects
(E3) Program, 24 Aug 2014.

DoDD 4650.01 Policy and Procedures for Management
and Use of the Electromagnetic Spectrum, 09 Jan 2009.

DoDI 6055.11 Protecting Personnel from Electromagnetic
Fields, 19 Aug 2009.
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AEROSPACE STANDARDS

AIAA Standards
www.aiaa.org

$-121-2009, Electromagnetic Compatibility Requirements
for Space Equipment and Systems

RTCA Standards
www.rtca.org/

DO-160G, Environmental Conditions and Test Procedures
for Airborne Equipment

DO-160G Change 1, Environmental Conditions and Test
Procedures for Airborne Equipment

D0O-233, Portable Electronic Devices Carried on Board Air-
craft

DO-235B, Assessment of Radio Frequency Interference
Relevant to the GNSS L1 Frequency Band

DO-292, Assessment of Radio Frequency Interference
Relevant to the GNSS L5/E5A Frequency Band

DO-294C, Guidance on Allowing Transmitting Portable
Electronic Devices (T-PEDs) on Aircraft

DO-307, Aircraft Design and Certification for Portable Elec-
tronic Device (PED) Tolerance

DO-307A, Aircraft Design and Certification for Portable
Electronic Device (PED) Tolerance

DO-357, User Guide: Supplement to DO-160G

DO-363, Guidance for the Development of Portable Electron-
ic Devices (PED) Tolerance for Civil Aircraft

DO-364, Minimum Aviation System Performance Standards
(MASPS) for Aeronautical Information/Meteorological Data
Link Services

DO-363, Guidance for the Development of Portable Electron-
ic Devices (PED) Tolerance for Civil Aircraft

DO-307A, Aircraft Design and Certification for Portable
Electronic Device (PED) Tolerance

SAE Standards
http://www.sae.org/

ARP 5583, Guide to Certification of Aircraft in a High In-
tensity Radiation (HIRF) Environment http://standards.sae.
org/arp5583/

REFERENCES

CONFERENCE DIRECTORIES
AFCEA Events:
www.afcea.org

ASCE Events:
www.asce.org/communities/institutes-and-technical-
groups/

ASD Events:
www.asdevents.com/shopcontent.asp?type=aerospace
defence

Aviation Week Event Calendar:
www.events.aviationweek.com/current/Public/Enter.aspx

Global Edge (MSU):
www.globaledge.msu.edu/industries/aerospace-and-
defense/events/

IEEE AESS Events:
www.ieee-aess.org/conferences

Jane’s Events:
www.janes.com/events

LINKEDIN GROUPS

¢ Aerospace and Defense Subcontractor and Suppliers

» Aerospace and Security and Defence Technology and
Business

» Defense and Aerospace

» EMP Defense Council

« High Intensity RF (HIRF) Professionals

* Radio, Microwave, Satellite, and Optical Communica-
tions

* RF/Microwave Aerospace and Defense Applications

* RF and Microwave Community
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