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WELCOME TO ITEM 2021
JAMES MARENGO

For 50 years, Interference Technology (and ITEM Media before that) has provided engineers with the information they
need to conquer always-prevalent EMI issues. With articles, reference guides, directories, and standards information,
ITEM has been designed to serve as a comprehensive guide for all things EMC.

The tradition continues with our latest edition; ITEM 2021 features articles and content across major markets:
» Design Fundamentals
» Testing Fundamentals
* Wireless/5G/loT EMC
* Automotive EMC
» Military/Aerospace EMC

Not only do deep-dive technical articles provide key considerations for product design, ITEM 2021 also offers engineers
the opportunity to quickly find contact information for a test lab. After all, ITEM stands for Interference Technology En-
gineer’s Master. Having all this information in one place that is easy to refer to will be invaluable to anyone in the world
of EMI and EMC.

Ultimately, ITEM is designed to best serve our readers by providing a comprehensive resource for the EMC community.
Without your support and engagement, none of this would be possible, and we thank you for joining us in celebrating
50 years of service!

We hope you enjoy reading ITEM 2021.

4 www.interferencetechnology.com
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ITEM

Interference Technology Engineers Master (ITEM) has turned 50 this month and is the longest published periodical
dealing specifically with electromagnetic compatibility. Started by Robert Goldblum, R & B Enterprises, in 1971 as an
annual compilation of the latest ideas and testing techniques in EMC with articles by some of the greatest EMC legends.

My dad was an electronics engineer and | became enamored with electronics at an early age. When ITEM started
publishing, | was attending the University of California - Irvine as a biological sciences major, but with a continuing
passion for electronics. Dad received one of the first sample issues and | subscribed a year later, impressed with all
the technical articles with filter design and impedance response curves. Some articles were saved for later study. | later
earned my EE degree.

At the time | subscribed, | didn’t have a clear picture of EMC or what it meant, let alone would | have imagined going into
the field full time! | never would have thought that 45 years later, I'd be serving as senior technical editor!

While | didn’t keep too many of those old back issues, | know several engineers who had good collections. One of those
was Edward Price, who spent most of his engineering career at General Dynamics and Cubic Electronics in San Diego.
During the time | was editing the magazine, Ed shipped me a box full of older back issues, with the earliest dated 1974,
just after | first started subscribing.

Some of the earliest articles in the 1970s were merely reprints from various sources. Some early authors included Ed
Wetherhold (Honeywell), William Duff (Atlantic Research Corp), Robert Goldblum (R&B Enterprises), Richard Schultz (IIT
Research Institute), Don White (Don White Consultants), Hugh Denny (Georgia Tech), William Bakker (Breeze-lllinois),
Charles Anderson (ITEM staff), and Herbert Mertel (EMACO EMC Consultants). Major advertisers included Singer, Andy
Hish, Elite Electronics, Electro-Metrics, Instruments For Industry, Lectro Magnetics, Pearson, Rohde & Schwarz, Solar
Electronics, Don White Consultants, Chomerics and Instrument Specialties.

In the 1980s, some authors included William Curran (Lindgren), John Broderick (Chomerics), Glen Dash (Dash, Straus
& Goodhue), Stephen Halperin (Stephen Halperin & Assoc), and Edwin Bronaugh (Electro Metrics). The number of

Figure 1 - Robert Goldblum, publisher emeritus, and Kenneth Wyatt, senior Figure 2 - A sampling of back issues from 1974 through 2008.
technical editor of Interference Technology taken during the IEEE Symposium
on EMC in Ottawa (2017).

INTERFERENCE TECHNOLOGY 5
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advertisers had doubled and major ones included
A. H. Systems, Amplifier Research, D.L.S. Sys-
tems, EMACO, Fair-Rite, Fischer Custom Com-
munications, Hewlett-Packard, Keytek, Lindgren
RF Enclosures, 3M, Ray Proof, Tech-Etch and
Zippertubing.

Noteworthy, in October 1984, the FCC estab-
lished the new Sampling and Measurements
Branch, to be directed by Art Wall. This new or-
ganization would be the enforcement arm for the
Commission’s regulations and was responsible
for sampling production units of consumer elec-
tronics and other electronic devices. This largely
came about following innumerable complaints to
the FCC of television and radio interference from
the early personal computers introduced in the
late 1970s - primarily, the popular Radio Shack
TRS-80. This event only accelerated the need for
Figure 3 - Janet Ward, markefing manager, and Graham Kilshaw, publisher of ITEM Media, EMC design and test information, for which ITEM
attending the IEEE Symposium on EMCin Long Beach, August 2018. took an early lead.

By the 1990s, authors included George Kunkel (Spira Manf), Mark Nave (EMC Services), Herbert Mertel (now Mertel
Assoc) and many more. By then the publication had added color and slick pages. Major new advertisers included EMCO,
Lindgren, RayProof, FerriShield, Quad Design (one of the early EM simulators), Steward, Chase, Schaffner, CKC and a
host of newer companies now meeting the needs of designers.

By the 2000s ITEM was rebranded as ITEM - Interference Technology and continued with color and slick pages. Authors in-
cluded David Case (Cisco), Kermit Phipps (EPRI EMC Lab), Dr. William Radasky (Metatech Corp), Dan Hoolihan (Hoolihan
EMC Consulting), Gary Fenical (Laird), Lee Hill (Silent Solutions), Ron Brewer (EMC Consultant), Mart Coenen (EMCMCC
BV), Bruce Archambeault (IBM) and Tony DiBiase (Spec-Hardened Systems). Major new advertisers included ARC Tech-
nologies, Com-Power, CST, ETS-Lindgren, Gore, HV Technologies, Intertek, Kikusui, Leader Tech, Liberty Labs, Murata,
Oak-Mitsui, Sunol Sciences, TDK, Teseq, Thermo Fisher, TUV and UL.

Robert later retired and turn over the publication to Graham Kilshaw, who hired me in 2016. As I'd been writing for vari-
ous publications since my college days, it was quite interesting to learn the publishing field from “the other side”. It was a
fantastic opportunity and | enjoyed the three years | served editing the annual ITEM, plus all the spin-off design guides on
various topics.

Graham came over from Disney Engineering and after marrying Robert Goldblum’s daughter, Rebecca, he took over pub-
lishing duties in 2003. Under my term as editor, we expanded the annual ITEM publication (now called the EMC Directory
& Design Guide) to include smaller on-line publications addressing different market segments, such as Automotive, Military
& Aerospace, EMC Test, EMC Fundamentals, EMC Components, Filters and Shielding. We also initiated an annual EMC
Test & Design Guide and a Europe EMC Guide, translated into several languages.

It's been a fun ride with ITEM and I'm happy they’ve managed to bring EMC education to working engineers for 50 years!

6 www.interferencetechnology.com
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TECHNICAL EDITORIAL BOARD MEMBERS

DAVID A. WESTON
iNARTE EMC ENGINEER

David A. Weston is an electromagnetic compatibility (EMC) consultant and certified National Association
of Radio and Telecommunications Engineers (iNARTE) EMC engineer at EMC Consulting Inc. Merrick-
ville, Ontario, Canada. A life member of the Institute of Electrical and Electronics Engineers, Weston has
worked in electronic design for 55 years , specializing in the control, prediction, measurements, problem
solving, analysis, and design aspects of EMC for the last 44 years.

He is the author of the third edition of the 1,157-page book Electromagnetic Compatibility, Methods, Analysis, Circuits, and
Measurement published by CRC press in 2017, as well as numerous papers of a practical nature.

GHERY PETTIT
PRESIDENT, PETTIT EMC CONSULTING LLC

Ghery S. Pettit received the BSEE degree from Washington State University in 1975. He has worked
in the areas of TEMPEST and EMC for the past 44 years. He was with the Naval Electronic Systems
Engineering Center, Vallejo starting in 1976. In 1979 he joined Martin Marietta Denver Aerospace
where he worked on what became the Peacekeeper missile system, as well as other projects, pro-
viding TEMPEST and EMC design and analysis support. In 1983 he joined Tandem Computers in
Cupertino, California providing EMC design, troubleshooting and EMC compliance testing services to a number of projects
and oversaw the construction of Tandem’s 30 meter Open Area Test Site (OATS) and 10 meter RF semi-anechoic chamber.
In 1995 Ghery joined Intel Corporation where he was involved in the construction of EMC test facilities, providing design
guidance and troubleshooting support to various projects and representing Intel on a number of industry committees and
national and international standards bodies. Since retiring from Intel in 1995 he is now continuing his work on national and
international standards development organizations and consulting in the areas of EMC design, troubleshooting, testing,
standards interpretations and laboratory design.

Mr. Pettit is presently serving as Chair of CISPR SC | and is one of CISPR’s representatives on the Advisory Council on
EMC (ACEC) within the IEC. He has been involved in CISPR activities since 1998, both as a member of the US Technical
Advisory Groups to CISPR SC G and CISPR SC | and as an active member of CISPR SC | and its maintenance teams,
CISPR SC | MT7 (CISPR 32 maintenance) and CISPR SC | MT8 (CISPR 35 maintenance). He is also a member of the US
TAG for IEC SC77B and the working group preparing the next edition of ANSI C63.4.

Ghery has written 8 papers and articles for publication and contributed a chapter for the 2nd and 3rd Editions of the ARRL'’s
Radio Frequency Interference Handbook. He is a member of the dB Society and serves as a Technical Advisor for the
ARRL in the area of EMC. He holds an Amateur Extra radio license and is an instrument rated private pilot.

MIKE VIOLETTE
iNARTE CERTIFIED EMC ENGINEER

Mike is President of Washington Laboratories and Director of American Certification Body. He has
over 35 years of experience in the field of EMC evaluation and product approvals and has overseen
the development of engineering services companies in the US, Europe and Asia. Mike is currently on
the Board of Directors of the IEEE EMC Society.

He is a Professional Engineer, registered in the State of Virginia. He has given numerous presentations on compliance
topics and is a regular contributor to technical and trade magazines.
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TECHNICAL EDITORIAL BOARD MEMBERS

PATRICK ANDRE
iNARTE CERTIFIED MASTER DESIGN ENGINEER

Patrick G. André received his physics degree in 1982 from Seattle University, with post graduate work
in Electrical Engineering and Physics. He has worked in the Electromagnetic Compatibility (EMC)
field over 35 years. He is an iINARTE Certified Engineer in both EMC (Electromagnetic Compatibili-
ty — EMC-001335-NE) and ESD (Electrostatic Discharge — ESD-00078-NE). He was honored as an
iINARTE Certified Master Design Engineer - EMCD-00053-ME.

He has worked in the military and aerospace environment for his entire career and worked with commercial electronics for
over 25 years. Projects worked on vary from semiconductors, satellite equipment, industrial and test equipment, cellular
installations, to writing the procedures and reports, and performing or supervising EME testing of many panels for the flight
deck of several aircraft. He has successfully worked with, and given input to, all branches of the military, NASA, the RTCA,
the FAA, as well as several of their subcontractors. He has a strong ability in the test, measurement, and troubleshooting
of EMC, and is president of André Consulting, Incorporated.

He is a third-party auditor for local governments and has provided expert opinions on the use of cellular transmitters, in-
cluding health and safety concerns. Patrick has published numerous articles for a variety of magazines. He is the coauthor
of EMI Troubleshooting Cookbook for Product Designers.

Patrick has been a senior member of the IEEE EMC Society which he joined in 1984, serving as chairman, vice chairman,
secretary, and arrangements chairman of the Puget Sound Section, and has received The Legends of the IEEE Seattle
Section Award in 2010. He also been on the Board of Trustees of the Seattle Gilbert and Sullivan Society where he also
works as the sound engineer and. He enjoys audio and video recording musical groups, mostly in the Seattle area, and
has engineered and mastered several CD’s. And when he is not busy with all this, he can be found hiking somewhere with
his camera.

STEVE FERGUSON
OWNER, COMPLIANCE DIRECTION, LLC | iNARTE EMC ENGINEER

Steven G. Ferguson is the owner of Compliance Direction, LLC and has been working in the com-
pliance test arena for over 40 years at test laboratories and manufacturing companies designing
products, developing procedures and performing tests. He presents various courses on EMI/EMC
compliance including EMC for Nuclear Power Facilities, Architectural Shielding, Environmental qual-
ification and MIL-STD-461 & DO-160 testing at customer facilities on-site for multiple government
and industrial clients. He is versed on Electrical Safety evaluations including Risk Analysis for medical and information
technology equipment. He holds an iINARTE EMC engineer certification. Contact him at stevef@compliancedirection.com
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BOB

GOLDBLUM

Robert “"Bob"” Goldblum
1935 - 2019

In honor of ITEM’s 50th anniversary, we’re re-running Interference Technology'’s creator and founder Bob Goldblum’s
memoriam that originally appeared in ITEM 2020. Through Bob’s vision and direction, ITEM become an industry
standard and essential piece of the EMC community.

In May 2019, the world of EMC lost a “key player"—Bob Goldblum. He was one of the first in the industry and helped
to build the EMC community into what it is today. Even in retirement, he never stopped giving back to it, primarily
through writing, mentorships, and friendships. He founded this publication, Interference Technology (aka ITEM) in
1971, and in 1999, he passed the reins to me. So, for me, | lost not only a father-in-law, but also a mentor and the guy
who gave me a shot at the thing | wanted most in my career—the chance to run a company. At his funeral, | had the
immense privilege to write and deliver his eulogy, which follows here. I'm sure Bob the editor would have had a few
edits, but I'm also sure that Bob the friend and father-in-law would have liked it.

My name is Graham Kilshaw and it is my honor to offer this eulogy in honor of my father-in-law, Bob Goldblum.

It was only 35 degrees outside when Bob was born, December 18, 1935 in Philadelphia, and the economy wasn’t that
warm either. After all, most of the country was considered far from comfortable at that time. The Wall Street Crash had
occurred just six years prior, and the effects of Roosevelt's New Deal were only just beginning to show.

So like many, Bob’s parents, Harry and Rose Goldblum, were not wealthy. From those humble beginnings (Bob even
remembered making ketchup sandwiches for lunch), he went on to become the epitome of the self-made man.

After repeating a year and finally graduating high school in West Philadelphia, he joined the U.S. Air Force in 1954,
and became a Radar Technician, which initiated his lifelong love of electronics. Taking advantage of the Korean War
G.l. Bill, he went to Penn State University. | seem to remember Bob once telling me that he ultimately earned three
things from Penn State:

ABSEE

An MSEE

And a BFG—his wife of over 50 years, Barbara, also a graduate of Penn State.

Like many new graduates, Bob’s early career gained him valuable experience in his chosen field of electronics engi-
neering. He worked at ARK in Willow Grove, Sylvania in Mass., and AEL in Lansdale.

Even by this early stage, Bob was already a recognized specialist in the new, emerging field of electromagnetic inter-
ference (EMI), but this EMI thing was no esoteric, weird subject even if it seemed that way to some.




In the late 1960s the world was beginning to fill with electronics of all kinds—in our houses and homes, in our cars, in
offices and factories, and most critically in the field of military electronics. And interference was everywhere. So, it's
no exaggeration to say that Bob Goldblum, along with a relatively small group of other brilliant young engineers at that
time, made sure that our world of technology today all works together successfully and safely.

While working at GE in King of Prussia around ‘68 on military and space projects, he helped to safely launch some
of the early satellites; he helped to bring some of the monkey space flights safely back to earth; he helped to design
safe systems for the Minuteman missile program and the underground nuclear tests in the Nevada desert at that time.

After a while, he realized that this new field of EMI needed a publication—and that he was the guy to do it. And so, in
1971, he started what ultimately became highly recognized as ITEM—the interference technology publication.

Many great businesses start in a garage; this one started in the family’s spare bedroom in Plymouth Meeting, until my
wife Becky was born. And then Bob was kicked out into the garage. Family members stuffed envelopes with maga-
zines, kids attached stamps and address labels, friends edited articles, printers gave him credit to get started, and a
business was born.

Little did he know at the time that the publication would lead to connections with hundreds of companies looking for
help in this new emerging field. And so, by 1974, he was ready to leave GE to form yet another new business: offering
consulting and engineering services to solve the increasing electronic interference problems in the world.

Working in a 400 square foot office above a local restaurant, Bob formed “Robert and Barbara Enterprises”, aka R&B
Enterprises, which comprised both the engineering business and the publishing company. It's a great testament to
Bob’s first-to-market vision that both of those businesses continue to thrive today.

When you look around your world today, you wouldn’t know that so many of our electronics work because of his
contributions.

He once described to me, after the British destroyer HMS Sheffield was sunk during the Falklands War in 1982, how
he helped to solve the interference problem that caused that fateful attack. He once appeared in a New York court-
room, when the New York Times was wrongly accused by the typesetters’ union of the newspaper’s computers giving
them cataracts. He worked on some really fascinating world-scale problems throughout his life.

But for Bob it wasn’t just about creating a successful business or career, he truly loved what he did. And, he knew he
was solving problems that affected the real world. Bob was an engineer, a teacher, a publisher, a writer, an entrepre-
neur, a speaker, an event producer...even an early video producer. The early video he produced on the subject was
adopted by governments all around the world as one of their key training tools.

He was recognized and admired as a thought leader and an industry pioneer. He launched training companies, ac-
quired an Israeli company, started a testing lab and yet still helped others to launch their own businesses along the
way. He trained thousands of government and military employees from the U.S., NATO, South Africa, India, and Israel
on how to solve interference problems that would ultimately save many, many lives.

He helped to create the society that built an entire industry—the EMC Society. He was the society’s newsletter ed-
itor for 30 years, and was a lifelong member; he received numerous prestigious awards honoring his contributions
to technology in the world today. But if you asked him, he would always credit those around him—his employees at
R&B Enterprises, his mentors, his colleagues in the field, his friends, and the opportunities he was given—but rarely
himself. Like | said, he truly loved what he did.

He once said in an interview that he “never considered himself a good businessman....” | can tell you as the young
guy to whom he gave the opportunity of a lifetime 20 years ago that nothing could be further from the truth. Bob and
Barbara—my family and | owe you a debt of gratitude for my own career. Bob, I'll always remember two simple things
you taught me: “There has to be a need for what you do” and “Guide your people well and then get out of their way.”

Thanks for everything Bob. I'll miss you....

Graham Kilshaw
Publisher — Interference Technology, CEO - Lectrix
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2021 EMC SUPPLIER GUIDE

In this section, we provide a quick guide to some of the top suppliers in each EMC category - test equipment, components,
materials, services, and more. To find a product that meets your needs for applications, frequencies, standards re-
quirements, etc., please search these individual supplier websites for the latest information and availability. If you have
trouble finding a particular product or solution, email james@lectrixgroup.com for further supplier contacts.
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CABLES & CONNECTORS
LIGHTNING & SURGE
SEALANTS & ADHESIVES
TEST EQUIPMENT
TEST EQUIPMENT RENTALS
TEST EQUIPMENT OTHER
TESTING LABORATORIES
TRAINING SEMINARS &

@? AH SYSTEMS, INC.
AH. =

t: (818) 998-0223 x| x X|X|X

e: sales@ahsystems.com
w: www.ahsystems.com

COILCRAFT

t (800) 322-2645 X X
e: sales@coilcraft.com

w: www.coilcraft.com

SPIRA Manufacturing

: Corporation

S SPIRA | (8187648222 X
= ' e: info@spira-emi.com

W: WWWw.spira-emi.com

12 www.interferencetechnology.com


www.interferencetechnology.com
mailto:james%40lectrixgroup.com?subject=
mailto:sales%40ahsystems.com?subject=
http://www.ahsystems.com
mailto:sales%40coilcraft.com?subject=
http://www.coilcraft.com
mailto:info%40spira-emi.com?subject=
http://www.spira-emi.com

ITEM

(OMPANY WEBSITE

AMPLIFIERS
ANTENNAS
CABLES & CONNECTORS
CERTIFICATION
CONSULTANTS
COMPONENTS
DESIGN / SOFTWARE
EMI RECEIVERS
FILTERS / FERRITE'S
LIGHTNING & SURGE
SEALANTS & ADHESIVES
SHIELDING
SHIELDED ROOMS
SPECTRUM ANALYZERS
TEST EQUIPMENT
TEST EQUIPMENT RENTALS
TEST EQUIPMENT OTHER
TESTING LABORATORIES
TRAINING SEMINARS &
WORKSHOPS

Aaronia AG www.aaronia.com
Advanced Test Equipment

Rental (ATEC) www.atecorp.com
AH Systems, Inc. www.ahsystems.com
Altair- US www.altair.com

American Certification Body
Inc.

https://achcert.com/

Ametek- (TS Compliance Test
Solutions

www.ametek-cts.com

Anritsu Company www.anritsu.com
API Technologies www.apitech.com
AR RF/Microwave

. www.arworld.us
Instrumentation
Astrodyne www.astrodyneTDI.com

Beehive Electronics

www.beehive-electronics.com

Captor Corporation (EMC Div.)

www.captorcorp.com

Coileraft

www.coilcraft.com

(PI- Communications &
Power Indusiries (USA)

Www.cpii.com/emc

Dassault System Simulia
Corp

www.3ds.com/

Delta Elecironics (Americas)
Lid.

www.delto-omericas.com

DLS Elecironic Systems, Inc.

www.dlsemc.com

Eleciro Rent

www.electrorent.com

Elite Electronic Engineering
(o.

www.elitetest.com

EMC Live www.emc.live

EMC Partner www.emc-partner.com
Empower RF Systems, Inc. www.empowerrf.com
EMTEST USA www.emtest.com
Exemplar Global (iNarte) www.exemplarglobal.org
EXODUS Advanced

Communications www.exoduscomm.com
F2 Labs www.f2labs.com
Fischer Custom

Communications

www.fischercc.com

Frankonia Solutions

www.frankonia-solutions.com
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6 Gauss Instruments www.gauss-instruments.com X X
Gowanda Electronics www.gowanda.com X
Haefely www.haefely.com X X X
’ Heilind Electronics, Inc www.heilind.com X
Henry Ott Consultants www.hottconsultants.com X
HV TECHNOLOGIES, Inc. www.hvtechnologies.com X X X X X
Instrument Rental Labs www.testequip.com X
Interference Technology | www.inferferencetechnology.com X
|
Intertek www.infertek.com X
TG Electronics www.itg-electronics.com X
Keysight Technologies www.keysight.com/us/en X X X|X
K
Krieger Specialty Products |  www.kriegerproducis.com X
L Laird Electronics www.lairdtech.com/ X X
Langer EMV-Technik www.langer-emv.de/en/index X
Magnetic Shield Corp. www.magneficshield.com X
Master Bond Inc. www.masterbond.com X
MBP Srl www.mbp.it/en/ X X
Microlease www.microlease.com X X X
LN MILMEGA www.ametek-cis.com
Montrose Compliance )
. www.montrosecompliance.com X
Services
MVG Microwave Vision www.mvg-world.com X X XX
Group
Narda Safety Test
1 20tely www.narda-sts.com XX X X X
" Solutions
Noise Laboratory Co., Ltd. www.noiseken.com X
NTS www.nts.com X
[N Ophir RF www.ophirrf.com X
Parker Chomerics www.chomerics.com X
Pearson Electronics www.pearsonelectronics.com X
PPG Cuming Lehman )
g www.cuminglehman.com XX X
Chambers
P
PPG Engineering Materials www.dexmet.com X
Prana www.prana-rd.com X
Pulse Power &
hitps; test.
Measurement Ltd psi//ppmtest.com/ X
(1N Quell Corp. www.eeseal.com X XX X
14 www.interferencetechnology.com
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Radiometrics www.radiomet.com X
R&B Laboratory, Inc. www.rblaboratory.com X
Ret Test!ng www.retlif.com X| X
Laboratories
R RIGOL Technologies www.rigolna.com X X X | X X
R&K Company Limited www.rk-microwave.com X X
st & S bl www.rohde-schwarz.com/de | X | X X X1 X|X|X
& (o. KG
::)chde & Sehwarz USA, www.rohde-schwarz-usa.com | X | X X X1 X[ X|X
Schaffner EMC, Inc. www.schaffner.com X X X
Schurter, Inc. www.schurter.com X X
:ICBI‘('; :;;:]: il www.schwarzbeck.com X
| Select Fabricators www.select-fabricators.com X1|X
Siglent Technologies www.siglentna.com X
Signal Hound www.signalhound.com X X X
Solar Electronics www.solar-emc.com X
Spira Mfg. Corp. www.spira-emi.com X
DK www.idk.com X X X X
Tektronix www.tek.com X
Teledyne LeCroy www.teledynelecroy.com X
TESEQ Inc. www.teseq.com X
Test Equity www.testequity.com/leasing/ | X X X X
I_I;it;rlby Thandar (A1M- www.aimtti.com X X
T : y
www.toyotechus.com/emc-
Toyotech (Toyo) eleciromagnetic-compatibility/ x| X X X
TPl www.rf-consultant.com X
Transient Specialists www.transientspecialists.com X
www.trsrentelco.com/
TRSRenTelCo categories/spectrum- X| X X XXX
analyzers/emc-est-equipment
Vectawave Technology www.vectawave.com X
U \SIhTich:::(chlsTexnles/ www.vtechtextiles.com X
Washington Laboratories www.wll.com XX X X X| X
Windfreak Technologies www.windfreaktech.com X
W
Wiirth Elektronik eiSos '
6mbH & Co. Kg www.we-online.com XX X| X X| X X
Wyatt Technical Services www.wyatt-fech.net X X
)& XGR Technologies www.xgrtec.com X
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2021 EMC TEST LAB DIRECTORY

WHEREVER YOU ARE IN THE COUNTRY you now have access to local testing facilities. We have created an easy-to-
use directory of national labs and their services grouped alphabetically by state and city, so that our readers can identify
labs closest to them. We have strived to make this directory as accurate as possible; our goal is to have the most concise,
informative, and up-to-date information. E-mail any additions, revisions, and suggestions to james@]ectrixgroup.com.

Kio1d9.41q ge 1s9] I

NEE = & =
23| 5 B | |l B lEE
S == S EREEENE
s =2 E| E2lsl E5 55525 <E
mISREEREENEEEEERERNEEE -
CEEENNEEEEEEEEEREEE=
SIS|8|I] _el=|= ES|5| = S|I=|==|=
ATE | COMPANY N2 : oHC = EEEEEEEEEEEEEEEEERE
ALABAMA
Huntsill EMC Complince (256) 6505261 . . .
www.emccompliance.com
Huntsville National Technical Systems (256) 8374411 ol dlololols dlolols ol
www.nts.com
ARIZONA
Chandler DNB Engineering, Inc (480) 405-6160 ool of [ofe]e of [ofe
www.dnbenginc.com
Mesa (ompliun(e_Teinng,.LL(, aka Flom Test Lab (480) 926-3100 ol ool . ol . .
www.compliancetesting.com
Mesa "m:l"::l::si':]g::ﬁz:::'r?sg::;ﬂmn“ (480) 361-2539 Contact lab for testing capabilifies.
Scoftsdale General Dynamics Missions Systems (480) 4413033 ol ol
www.gdeds.com
Lab-Tech, Inc. .
Toimgo www.advancedtechnologieslab.com (480) 317-0700
BT National Technical Systems (480) 966-5517 clalolalalalalolalalol . ol
www.nts.com
CALIFORNIA
" EMCTEMPEST Engineering . . . . . ole
Anaheim hitp://emctempest.com (714) 7781726
Brea CKC Laboratories, Inc. (714) 9936112 = ol . ol .
www.cke.com
Breq Compatible Elgcironics, Inc. (714) 5790500 ool clololols ol .
www.celectronics.com
Carlshad NEMKO (7604443500 | o || o |ofo[o| o] ofo]o|o]o| ||| |o]e
www.nemko.com
Costa Mesa Independent Testing Laboratories, Inc. (714) 662-1011 . . . . .
www.itltesting.net
Dana Point NTS (949) 429-8602 elofofelefe] [o]e] | ol |
https://www.nts.com/locations/danapoint
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El Dorado Hills Sanesi Associates (916) 496-1760 o|e oo e . .
Fremont (K(Luli)orutories, Inc. (510) 249-1170 dlolololols ol ol . ol
www.cke.com
Fremont UndervIJritersluboratories, Inc. (510) 3194000 lole clolalols ol
www.ul.com
Fremont Elma Electronics, Inc. (510) 656-3400 . . .
www.elma.com
HCT America ol . . R R . R
Fremont htp://hctamerica.com (510) 9338848
Fullerton DNB Engineering, Inc (714) 8707781 ool ofefofe of [ofe
www.dnbenginc.com
Fullerfon National Technical Systems (NTS) (714) 8796110 I I I O I dlololols . ol
www.nts.com
Irvine Ilayers, Inc, (949) 716:6512 elo| [ofefe] |o
www.7layers.com
[ Element EMC (949) 861-8918 elo| o] |of |o .
www.nwemc.com
Lake Forest (ompuilible Electronics, Inc. (949) 587-0400 o ol . ol .
www.celectronics.com
e Intertek (Lake Fores) (800) 967 5352 I S S S I oo
www.intertek.com
el Field :ﬂunugemem Services (323) 937-1562 .
www.fms-corp.com
e CKC Laboratories, Inc. (209) 966-5240 ol I . ol .
www.cke.com
Menlo Park Intrtek (Menlo Park) (800) 9675352 | || o |o|o| 0[] |o ol
www.intertek.com
Milpitas CETECOM Inc. (408) 586-6200 elo| fofe]e] |o .|
www.cetecom.com
Moffeit Field RMV Technology'Group LLC - NASA Ames (650) 9644792 . . .
Research Center: www.esdrmv.com
Mountain View | Elecro Magnefc Test, Inc (650) 9654000 elef felelele]e]" .o
www.emtlabs.com
Newark NTS (877) 245.7800 ol o] o .
https://www.nts.com/locations/silicon_valley
North Highlands | Northrop Grumman ESL (916) 5704340 o |e| [o] |e . ol
www.northropgrumman.com
Orunge G&Mcompliu_"ce'lm' (7]4)628.]020 o|o|o|o|e|o|o 0|00 |o|[e e e e oo | e
www.gmcompliance.com
Plegsanton Interek (Pleasanton) (800) 967-5352 efo| [o]ef|e] |o
www.infertek.com
Pleasanton Mi(OM.I.ubsl (925) 4620304 . oo e . .
www.micomlabs.com
Pleasanfon TUV Rheinland of North America, Inc. (925) 2499123 ol I I . olols
www.fuv.com
by APW Electronic Solutions (858) 6794550 . . .
www2.eem.com
Rancho St, Margarita| A20's Labs, Inc (949) 7518089 | o | | ool |o ol

http://uegislabsinc.com
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Redondo Beach Northrop Grumman Space Tech. Sector (310) 812:3162 ol . ol ol ol
www.northropgrumman.com
Riverside DNB Engineering, Inc. (951) 637-2630 of of |efe]e]e]e .
www.dnbenginc.com
Sacramento Northrop-Grumman EM Systems Lab (916) 570-4340 . . . . . ol
www.northropgrumman.com
San Diego Iterte (San Diego (800) 9675352 elef fele]e] e
www.intertek.com
ST TDK-Lambda Electronics (619) 5754400 . . .
www.lambda.com
San Diego TUVSUD Americo Inc (858) 6781400 ofel elelel |olele Lo]- .
www.tuvamerica.com
Santa Clara Momrose(ompliunce:Services, Inc. (408) 2475715 R ol . R
www.montrosecompliance.com
Santa Clra MET Loboratoris, Inc (408) 7483585 | o | o | o || | ] ] ol o o o] |o] []
www.metlabs.com
Santa Clara TUV Rheinland EMC Test Center (408) 4929395 ol ol . ol
www.fuv.com
San Jose Arc Technical Resources, Inc. (408) 263-6486 clolololololols . ol
www.arctechnical.com
San Jose ATLAS Compliance & Engineering Inc. (866) 573.9742 R olole ol ol R
www.atlasce.com
San Jose EMCE quineering, "!(‘ (510) 490-4307 oo oefo|e]e . J o
www.universalcompliance.com
San Jose Safety Engineering Laboratory (408) 544-1890 . R
www.seldirect.com
San Jose UndervllritersLuborulories, Inc. (408) 754-6500 . . dlololols ol .
www.ul.com
S RF Exposure Lab, LLC (760) 4712100 of |o
www.tfexposurelab.com
S Bay Area Compliance Labs. (408) 7329162 clolololalololols ol
www.baclcorp.com
Sunol IT(El!gineeringServices, Inc. (925) 862-2944 R olelolols olols R
www.ifceme.com
Torrance Lyncole XIT Grounding (310) 214-4000 . .
www.lyncole.com
Trabuco Canyon | RF Infermafiona (949) 888-1607 . ofofe .
www.rfiinfernational.com
Union Gty MET Laboratories, Inc. (510) 489-6300 ol dolololols ool . ol
www.metlabs.com
COLORADO
Boulder Ball Aerospace & Technology Corp. (303) 9394618 . . . ol . ol
www.hallaerospace.com
Boulder Intertek (Boulder) (800) 967-5352 oo . P8 P8 1S . o . .
www.intertek.com
18 www.interferencetechnology.com
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Denver E«l:mlmem om (720) 340-7810 Contact lab for testing capabilities. 2
. . -
Electro Magnetic Applications, Inc. ool . .
Lakewood www.ema3d.com/location/ (303) 9800070
NTS L] L] L[] L] L] L] L] L] L] L]
g www.nts.com/location/longmont-co-vista-view/ (303) 7767249
CONNECTICUT
Newlown TUV Rheinland of North America, Inc. (203) 426.0888 o ol . olole
www.tuv.com
FLORIDA
Lake Mary Test Equipment Connection (800) 6158378 R
www.testequipmentconnection.com
Newberry Timco Engineering, Inc. (352) 472:5500 ofe] Lelele]e]" ol
www.fimcoengr.com
Orlando NTS (407) 3134230 elo| [o]efs] [o ol ol |
www.nts.com/location/orlando-fl-emi/
National Technical Systems NTS clolololols . ol . ol
Orlando www.nts.com//location/orlando-fl-environmental / (407) 2935844
Tampo TUV'SUD America, Inc. (813) 2842715 elelolololols ol olele . ole
www.tuv-sud-america.com/us-en
GEORGIA
Alpharefta EMC Testing L.uborulories, Inc. (770) 4758819 . R olole R R .
www.emctesting.com
Alpharetta U.S. Technologies, Inc. (770) 74040717 of [of [ofe]e]ofe]e o ol
www.ustechnologies.com
Duluth Itertek {Duluth) (800) 967-5352 S S S I A
www.intertek.com
Peachiree Panasonic Automoive: hnps://nu.punusonic. (770) 487-3356 . . . .
com/us/automofive-solutions
Suwanee 568 North America (770) 570-1800 . oo e . oo .
WWW.SgSgroup.us.com
ILLINOIS
Downers Grove EIiIeEIFctronicEngineering,Inc. (630) 4959770 el alalalalalalolalalalalalalalolols
www.elitetest.com
Mundelein Midwest EMI Associates, Inc. (847) 3937316 . ol . . . ol
www.midemi.com
Northbrook Underwriters Laboratories, LLC. (847) 272-8800 olole dlololols ol .
www.ul.com
] National Technical Systems NTS (847) 934:5300 clololoalalols ol ol ol
www.nts.com
b e LF Research EMC Design & Test Facility (815) 5665655 clololols ol . . I O I
www.lfresearch.com
Rockford National Technical Systems NTS (815) 3159250 ol olele .
www.nts.com
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Romeoville Rudiome!rics Midwest Corp. (815) 2930772 . clolelols ol ol . ol
www.radiomet.com
Rosell Electr Flex Company (800) 3236174 -
www.electriflex.com
Wheeling D.LS. Electronic Systems, Inc. (847) 537-6400 elelolololols ol olole . ole
www.dlsemc.com
INDIANA
fidfeii Raytheon Technical Services Co., EMI Lab (317) 3064872 . . ol .
www.raytheon.com
E F2 Labs, Inc. ololelololelols ol .
Indianapolis http://F2labs.com (877) 405-1580
KANSAS
vty Ragers Labs, Inc (913) 8373214 ol el [o] |- . |e .
www.rogerslabs.com
KENTUCKY
st Lexmark International EMC Lab (859) 232:2000 .
www.lexmark.com
Lexington Inferte k (Lexington) (800) 976-5352 ofe|o|efe|efe . o e
www.intertek.com
MAINE
Portland Enerdoor (207) 210:6511 ol |eofe .
www.enerdoor.com
MARYLAND
Baltimore MET Laboratories, Inc. PRS0 N 8 I I S I P Y S S B S B S
www.metlabs.com
Columbia Advanced Programs Inc. (410) 312:5800 . . .
www.advprograms.com
Columbia PCTest Engincering Lab (410) 2906652 el ofelo]e]eo]e]e ol |- .
www.pctestlab.com
F2Lubs,|n(. e | o 0o |0 |0 (0|0 e o o °
Damascus http://f2labs.com (301) 253-4500
Elkridge ATEC Industres, L1, (443) 4595080 .. olofe]e .
www.atecindustries.com
. The American Association for .
Frederick Lab Accreditation; www.a2la.org (301) 6443248
Frederick W"‘h‘“ﬁ"’" Labs (301) 216-1500 . .
www.wll.com
Gt Wushinlglton Laboratories, Ltd. (301) 2161500 ol ol clolalolololol, ol
www.wll.com
Rockville P.J. Mondin, P.E. Consultants (301) 460-5864 . . o|e
MASSACHUSETTS
Billerica Quest Engineering Solufions (978) 6677000 .
www.ges.com
20 www.interferencetechnology.com
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Boxboraugh Itertek (Boxborough) (800) 967-5352 elefelo]e]e]e]e elol o] [of |
www.intertek.com
Pl National Technical Systems (978) 266-1001 el alolalalalalolalolols . ol
www.nts.com
: NELCO .
Burlington www.nelcoworldwide.com (781) 9331940
Litfefon TUV Rheinland of North America, Inc. (978) 266.9500 o ol . .
www.tuv.com
Littlefon Compliance Management Group (978) 431-1985 . . olele . ol .
www.cmgcorp.net
Milford Test Site Services, Inc. (508) 634-3444 olele elelelalels olele . ole
www.festsiteservices.com
Newlon EMC Test Design, LLC (508) 292-1833 .
www.emctd.com
Peabody TUV SUD America [nc. (978) 5732500 elolololololse ol olole . ole
www.{uv-sud-america.com/us-en
Pittsfeld National Technical Systems (413) 4992135 dlolololols ol . .
www.nts.com
Woburn Chomerics, Djv.ofPurkerHunniﬁn(orp. (781) 935.4850 clololols clelolololoalols ol
www.chomerics.com
MICHIGAN
Brighton Willow Run Test Labs, LLC (734) 2529785 . . . .
www.wrfest.com
Burfon Trialon'(orporation (810) 742:8500 . . . .
www.trialon.com
Defroit National Technical Systems (313) 8350044 ol ol . . .
www.nts.com
. TUV Rheinland of North America, Inc. ol I I . .
etien www.tuv.com/en/middleeast/home.jsp (734) 2079852
Grand Rapids | !Mertek (Grand Rapids) (800) 967-5352 S S 1 P P ele] |of |o
www.infertek.com
Holland TV SUD America, Inc. (616) 546-3902 elo| [o]e]s] [o .
www.tuv-sud-america.com/us-en
Novi Underwriters Laboratories, Inc. (248) 427-5300 . ol . el ol
www.ul.com
Plymouth Intrtek (Plymouth) (800) 967-5352 efo| [o]efe] |o
www.infertek.com
Plymouth TOVSUD America, Inc (734) 4554841 ofofofelo|o]e] [o]e]| [ofe]e] o .
www.uvamerica.com
s il AHD EMC Lob (269) 313:2433 o [o]-fe] | . | .
www.ahde.com
MINNESOTA
Brookyn Park | Elemen (612) 6385136 efe| o] |of |o .
www.element.com
Glencoe International Cerfification Services, Inc. (320) 8644444 . . ol . ol ol
www.icsi-us.com
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CITY/STATE | COMPANY NAME / WEBSITE | PHONE # S B EEEEE EEEEEEEEEE
Minneapolis EIemer;I (952) 888-7795 .
www.element.com
MISSOURI
§1. Lovis Boeing;St. Louis EMC Lab (314) 2320232 ol . .
www.hoeing.com
NEBRASKA
Lincoln NCEE L“'”l X (402) 3236233 of [ofele]| |o ool .
www.nceelabs.com
NEW HAMPSHIRE
Goffstown Retlif Testing Laboratories (603) 497-4600 clalolalalalalols dlololols ol
www.retlif.com
Hudson Core Complianclg Testing Services (603) 889-5545 . . . ol .
www.corecompliancefesfing.com
Sandown Compliance Worldwide, Inc. (603) 887-3903 . . clolols .
www.cw-inc.com
NEW JERSEY
Annandale MU Laborcaries, I (908) 7139300 . .l .
www.nulabs.com
Bridgewater Lichtig EMC Consulting (908) 541-0213 .
www._lichtigemc.com
Camden 1-3 Communication Systems East (856) 338-3000 Contact lab for testing capabilifies.
www.|3harris.com/
Clifton NIMET (973) 5465393 | o . .
www.njmetmil.com
Edison Metex Corporation (732) 287-0800 .
www.mefexcorp.com
Edison TESEQ, Inc. (732) 4170501 . .
www.feseq.com
Fairfield Intetek (Faifield) (800) 967-5352 efo| [o]e]e] |o
www.infertek.com
Fairfield SGS U.S. Testing Co., Inc. (973) 5755252 . . R ol
WWW.SgSgroup.us.com
ot ol EMC Technologists A Div. of I2R Corp. (732) 919-1100 . . loloalols .
www.emctech.com
Hillshorouh Advanced Compliance Laboratory, Inc. (908) 9279288 . clolole ol
g http://aclab.com ext. 106
Rutherford SGS International Certification Services, Inc.; (201) 508:3000 .
WWW.SgSgroup.us.com
Thorofare NDI Enginsering Company (856) 8480033 .
www.ndieng.com
Tinton Falls National Technical Systems (NTS) (732) 9360800 clelalalalalalolalolalalols . ol
www.nts.com
NEW MEXICO
ARt Advanced Tesfing Services, Inc. (505) 2922032 . . .
www.advanced-fesfing.com
22 www.interferencetechnology.com
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CITY/STATE COMPANY NAME / WEBSITE PHONE # == R E E S B EEHE R EEE a
White Sands USAWSMR, Surqubllny Directorate (575) 678-162] olole ol . ol . o
www.wsmr.army.mil =
<
NEW YORK
College Point Aero Nav Laboratories, Inc. (718) 939-4422 . . . ol ol . olele
www.aeronavlabs.com
Deer Park Universal Shielding Corp. (631) 3924888 .
www.universalshielding.com
Endicoft BAE Systems Controls, Inc. (607) 770-2000 ol . ol . .
www.baesystems.com
Liverpoo Sourcel Solufions (315) 730.5667 of [efele] |- ol |- .
www.source ] compliance.com
Medford American Environments Co. (631) 7365883 . olololols ol R R ole
WWW.0eco.com
Melville Underwriters Laboratories, LLC. (631) 271-6200 olole S O O I ol .
www.ul.com
Source] Solutions
Palmyra . (315) 730-5667 . . . . . .
www.source ] compliance.com
s e IBM (%rp. Poughkeepsie EMC Lab (845) 4331234 . .
www.ibm.com
Webster TUV Rheinland Of North America (585) 6450125 o ol . I
www.tuv.com
Ronkonkoma RetIifTes}ing Laboratories (631) 737-1500 clolalolalalolols clololols ol
www.retlif.com
NORTH CAROLINA
Cary CertiiGroup (919) 466-9283 . . oo
www.certifigroup.com
o MET Laboratories, Inc. (919) 4819319 ol I I O O O ol . ol
www.metlabs.com
Greenshoro Schneider Electric Industrial Repair Services (800) 9509550 .
www.schneidereleciricrepair.com
Greenville Lawrence Behr Associates (LBA) (252) 757-0279 . .
www.lbagroup.com
Res. Triangle Pk Educated Design & Dev., Inc. (ED&D) (919) 4699434 . ol . .
www.productsafet.com
Res Trangle Pk, | 1ot K EMC Test Lobs (800) 426-4968 . of |
www.ibm.com
Res. Triangle Pk. Undervllriiers Laboratories, LLC. (919) 549-1400 olels clololols ol .
www.ul.com
OHIO
Clevolond CSA International (216) 524-4990 . .
www.csa-international.org
Cleveland NASA GRC EMI Lob (216) 4334000 . .
www1.grc.nasa.gov
s Intertek (Colombus) (800) 967 5352 I S S P S I
www.intertek.com
Mason 13 (in‘tinlnuﬁ Electronics (513) 5736100 . . . . . .
www.cinele.com
Mentor EU Compliance Services, Inc. (440) 918-1425 . ol . R .
Www.eucs.com
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i F2|.0b$,|n(. oo |[oe |0 |0 |0 0|0 |e o | o .
3 Middlefield Hin/) 2l om (440) 632:5541
Springboro Pioneer Automofive Technologies (937) 746-6600 . o . . oo
OREGON
e Tekironix (503) 6274133 | » . .
www.tek.com
it Intertek (Fairview) (800) 967-5352 N P S
www.infertek.com
Hillsboro E'e““”]' (503) 648-1818 . . .
www.element.com
. ElectroMagnetic Investigations, LLC . olels R ole .
Hillsboro https://emicomply.com/contact/ (503) 466-T160
Hillsoro Element (503) 844-4066 elol o] |of |+ . N
www.element.com
Portland TOV SUD Americn, Inc. (503) 5987580 elofolelo]e] |o .
www.fuv-sud-omerica.com/us-en
PENNSYLVANIA
Cuming Lehman Chambers . . . .
Chambershurg hity://cuminglehman.com (717) 263-4101
. Electro-Tech Systems, Inc. . R .
Glenside www.electrotechsystems.com (215) 887-2196
s Retlif Testing Laboratories (215) 2564133 clalolalalalalols dlololols ol
www.retlif.com
Hatfeld Laboratory Testing Inc. (800) 2199095 . .
www.labtesting.com
New Castle Keystone Compliance LLC (724) 6579940 of olelelele| [efe]|e]e]e]e]e]e] ||
www.keystonecompliance.com
Potistown B (610) 970-6880 ol |e| |ef | . .
www.bec-ccl.com
State College Videon Centrl,Inc. (814) 235111 of [ofe]e .
www.videon-central.com
West R&B Laboratory ool ol . ol ol
Conshohocken www.rblaboratory.com (610) 8251960
TENNESSEE
Knoxville Global Testing I:ubs LiC (865) 523-9972 . . . .
www.glohaltestinglabs.com
Knoxville AMS Corporation (865) 691-1756 of |o . .
WWW.ams-Corp.com
TEXAS
Austin BAE Systems IDS Test Services (512) 926-2800 . .
www.baesystems.com
Ausfin MET Laboratories, Inc. (512) 287-2500 clelololalalalalolololoalols . ol
www.metlabs.com
Bartonville Ne""“’uslf\ (940) 2947057 S S S I elofefefe] [ofe
www.nemko.com
Codar Park TDK RF Salutions, Inc. (512) 2589478 of fofo|o]e]e .
www.idkrfsolutions.com
Elmendorf Intertek (Emendorf) (800) 967-5352 elo| [o]e]e] |o
www.infertek.com
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Plano National Technical Systems (972) 5092566 clolalalalolololol, ol . ol o
www.nts.com '-<‘
Plano Element (469) 304-5255 elol o] [of |+ .
www.element.com
Plano Inertek (Plano) (800) 967-5352 fole o - PSS o .
www.infertek.com
Round Rock Professional Testing (EMI), Inc. (512) 2443371 . . . ol ol ol
www.ptitest.com
San Anfonio Southwest Research Institute (210) 6845111 . clelalalololalolalolols . ol
WWW.SWri.org
UTAH
Coalville DNB Engineering, Inc (435) 3364433  [o| |o| [o|e|e|e]e .
www.dnbenginc.com
e VPl Technology (801) 495-2310 ‘e B
www.vpitechnology.com
Ogden Little Mountain Test Facility (LMTF) (801) 3152320 oo . o . oo
Salt Lake ity 13 (ommun.icuﬁon Systems-West (801) 5942000 . ol R R
www.|3harris.com
VERMONT
Middlebury Green MouIJnIuin Electromagnetics, Inc. (802) 388-3390 olele ol
www.gmelectro.com
VIRGINIA
Froderichsburg | ELABS INC. (540) 8340372 ol | . o] |[o ol
www.e-labsinc.com
. Vitatech Engineering, LLC . . olols ol .
Frederickshurg hity:/ vitaech.net (540) 286-1984
Herndon RheinTegh Laboratories, Inc. (703) 689-0368 . ol . ool ol
www.rheintech.com
Reston TEMPEST, Inc. (VA) (703) 8367378 of [ofelole]e| [of oo
www.tempest-inc.com
Richmond Technology International, Inc. (804) 7944144 o ol . . .
www.techintl.com
WASHINGTON
Bothell CKC Laboratories, Inc (425) 4021717 IR O I I I I I P O . ol
www.cke.com
Bothel Element (425) 984-6600 ol |e| [o] |- ol .
www.element.com
WISCONSIN
Genoa Giy D.LS. Electronic Systems, Inc. (262) 2790210 ol e . .
www.dlsemc.com
Middleton Intertek (800) 967-5352 ele] |elele] |o
www.intertek.com
Neenah Imerr!uliionul Compliance Laboratories (920) 720-5555 . . . . .
www.icl-us.com
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EMC/EMI CONSULTANTS DIRECTORY

WYATT TECHNICAL SERVICES LLC
Consultancy Serivces: EMC Consultation, EMC Design
Reviews, Pre-Compliance Testing, Training Services
Kenneth Wyatt, principal consultant

56 Aspen Dr

Woodland Park, CO 80863

Phone: (719) 310-5418

www.emc-seminars.com

MICHAEL VIOLETTE, P.E., CEO

Consultancy Serivces: Radio Testing, Global Regulatory
Standards

Michael Violette

Phone: (240) 401-1388

Email: mikev@wll.com

www.wll.com

GHERY S. PETTIT/PRESIDENT,
PETTIT EMC CONSULTING LLC

Consultancy Serivces: EMC standards, product and
laboratory design, and troubleshooting specializing in ITE
related EMC.

Ghery S. Pettit

Phone: (360) 790-9672

Email: Ghery@PettitEMCConsulting.com
www.PettitEMCConsulting.com

PATRICK G. ANDRE/CONSULTANT,

ANDRE CONSULTING, INC.

Consultancy Serivces: Troubleshooting, Design, Training
and Test Support

Patrick G. André

Phone: (206) 406-8371

Email: pat@andreconsulting.com
https://andreconsulting.com

DAVID A. WESTON/EMC ENGINEER
Consultancy Serivces: EMC analysis, circuit and
equipment design for EMC, EMI problem solving, R&D
David Weston

Phone: (613) 269-4247

Email: emcconsO@gmail.com
www.emcconsultinginc.com

STEVEN FERGUSON/OWNER,

COMPLIANCE DIRECTION, LLC
Consultancy Serivces: EMC/Electrical Safety/
Environmental Design, Test and Training, Risk
Assessment, Control Procedures, Test Procedures
Steven Ferguson

Phone: (240) 401-7177

Email: stevef@comliancedirection.com
www.compliancedirection.com
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ANNIVERSARY

When EMI protection is important, top manufacturers choose Spira EMI gaskets. Spira gaskets are
well known for solving EMI shielding problems that no other gasket can solve, and are perfect for
both military and commercial applications. Gaskets are designed to be highly reliable, and built to
last the life of the system. Salt fog, high humidity and RoHS versions are available. Choose Spira
gaskets to pass your shielding tests the first time.

EMI & Environmental Spira-Shield. All Spira Shielded Honeycomb Groundbreaking new book
Connector-Seal Gaskets. gaskets utilize our uniqgue  Air-Vent and Fan Filters. on EMI Shielding Theory.
Superior EMI and environ- patented spiral design High and reliable shielded A new, more accurate and
mental protection for flange- which yields EMI shielding filters at competitive prices efficient way for engineers to
mounted connectors in front quality up to 165 dB with  providing over 80dB of understand electromagnetic
or back mount configurations.  exceptionally long life. shielding at 1GHz. shielding theory and practice.

WWW.spira-emi.com (818) 764-8222 info@spira-emi.com


http://www.spira-emi.com
mailto:info%40spira-emi.com?subject=
http://www.spira-emi.com
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COMMON COMMERCIAL EMC STANDARDS

COMMERCIAL STANDARDS

The following are some of the most common commercial EMC standards. Most standards have a fee associated and most
on the list are linked back to the source where they’re available. If you’re purchasing the printed version of this guide,
then refer to the Standards Organizations in the References section for standards purchase information. Note that many
Euro Norm (EN) versions of IEC standards may be purchased at a considerable discount from the Estonian Centre for
Standardization, https://www.evs.ee.

FCC

https://www.ecfr.gov

Electronic Code of Federal Regulations (e-CFR)
CFR 47 - Part 15 (Radio Frequency Devices)

ANSI

http://webstore.ansi.org

Document Number

Methods of Measurement of Radio-Noise Emissions from Low-Voltage Electrical and

(634 Electronic Equipment in the Range of 9 kHz to 40 GHz

IEC

https://webstore.iec.ch

Document Number Title

Medical electrical equipment—Part 1-2: General requirements for basic safety and essential

IEC 60601-1-2 performance - Collateral Standard: Electromagnetic disturbances - Requirements and tests
Medical electrical equipment—Part 2-2: Particular requirements for the basic safety and
IEC 60601-2-2 essential performance of high frequency surgical equipment and high frequency surgical
accessories
IEC 6060142 Medical electrical equipment—Part 4-2: Guidance and interpretation - Electromagnetic
o immunity: performance of medical electrical equipment and medical electrical systems
IEC 6100032 Electromagnetic compatibility (EMC)—Part 3-2: Limits - Limits for harmonic current

emissions (equipment input current < 16 A per phase)

Electromagnetic compatibility (EMC)—Part 3-3: Limits — Limitation of voltage changes,
[EC 61000-3-3 voltage fluctuations and flicker in public low-voltage supply systems, for equipment with rated
current < 16 A per phase and not subject to conditional connection

Electromagnetic compatibility (EMC)—Part 4-2: Testing and measurement techniques -

IEC 61000-4-2 Electrostatic discharge immunity test

IEC 6100043 Electromagnetic compatibility (EMC)—Part 4-3: Testing and measurement techniques -
o Radiated, radio-frequency, electromagnetic field immunity test

IEC 6100044 Electromagnetic compatibility (EMC)—Part 4-4: Testing and measurement techniques —

Electrical fast transient/burst immunity test
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[EC 61000-4-5

Electromagnetic compatibility (EMC) - Part 4-5: Testing and measurement techniques -
Surge immunity test

[EC 61000-4-6

Electromagnetic compatibility (EMC) - Part 4-6: Testing and measurement techniques -
Immunity to conducted disturbances, induced by radio-frequency fields

IEC 61000-4-7

Electromagnetic compatibility (EMC) - Part 4-7: Testing and measurement techniques -
General guide on harmonics and interharmonics measurements and instrumentation, for
power supply systems and equipment connected thereto

[EC 61000-4-8

Electromagnetic compatibility (EMC) - Part 4-8: Testing and measurement techniques - Power
frequency magnetic field immunity test

IEC 61000-4-9

Electromagnetic compatibility (EMC) - Part 4-9: Testing and measurement techniques -
Impulse magnetic field immunity test

IEC 61000-4-10

Electromagnetic compatibility (EMC) - Part 4-10: Testing and measurement techniques -
Damped oscillatory magnetic field immunity test

[EC 61000-4-11

Electromagnetic compatibility (EMC) - Part 4-11: Testing and measurement techniques -
Voltage dips, short interruptions and voltage variations immunity tests

[EC 61000-4-12

[EC 61000-6-1

Electromagnetic compatibility (EMC) - Part 4-12: Testing and measurement techniques - Ring
wave immunity test

Electromagnetic compatibility (EMC) - Part 6-1: Generic standards - Immunity standard for
residential, commercial and light-industrial environments

IEC 61000-6-2

Electromagnetic compatibility (EMC) - Part 6-2: Generic standards - Immunity standard for
industrial environments

[EC 61000-6-3

Electromagnetic compatibility (EMC) - Part 6-3: Generic standards - Emission standard for
residential, commercial and light-industrial environments

[EC 61000-6-4

Electromagnetic compatibility (EMC) - Part 6-4: Generic standards - Emission standard for
industrial environments

[EC 61000-6-5

Electromagnetic compatibility (EMC) - Part 6-5: Generic standards - Immunity for power
station and substation environments

[EC 61000-6-7

Electromagnetic compatibility (EMC) - Part 6-7: Generic standards - Immunity requirements
for equipment intended to perform functions in a safety-related system (functional safety) in
industrial locations

[EC 61326-1

Electrical equipment for measurement, control and laboratory use — EMC requirements —
Part 1: General requirements

EC 61326-2-1

Electrical equipment for measurement, control and laboratory use - EMC requirements - Part
2-1: Particular requirements - Test configurations, operational conditions and performance
criteria for sensitive test and measurement equipment for EMC unprotected applications

EC 61326-2-2

Electrical equipment for measurement, control and laboratory use - EMC requirements - Part
2-2: Particular requirements - Test configurations, operational conditions and performance
criteria for portable test, measuring and monitoring equipment used in low-voltage distribution
systems

EC 61326-2-3

Electrical equipment for measurement, control and laboratory use - EMC requirements - Part
2-3: Particular requirements - Test configuration, operational conditions and performance
criteria for transducers with integrated or remote signal conditioning

EC 61326-2-4

Electrical equipment for measurement, control and laboratory use - EMC requirements - Part
2-4: Particular requirements - Test configurations, operational conditions and performance
criteria for insulation monitoring devices according to IEC 61557-8 and for equipment for
insulation fault location according to IEC 61557-9

EC 61326-2-5

Electrical equipment for measurement, control and laboratory use - EMC requirements - Part
2-5: Particular requirements - Test configurations, operational conditions and performance
criteria for field devices with field bus interfaces according to IEC 61784-1
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Electrical equipment for measurement, control and laboratory use - EMC requirements - Part
2-6: Particular requirements - In vitro diagnostic (IVD) medical equipment

EC 61326-2-6

Electrical equipment for measurement, control and laboratory use - EMC requirements - Part
[EC 61326-3-1 3-1: Immunity requirements for safety-related systems and for equipment intended to perform
safety-related functions (functional safety) - General industrial applications

Electrical equipment for measurement, control and laboratory use - EMC requirements -
Part 3-2: Immunity requirements for safety-related systems and for equipment intended to

spJepuelg uowwo?d) I

IEC 61326-3-2 perform safety-related functions (functional safety) - Industrial applications with specified
electromagnetic environment
IEC 6134031 Electrostatics - Part 3-1: Methods for simulation of electrostatic effects - Human body model
- (HBM) electrostatic discharge test waveforms
CISPR

https://webstore.iec.ch

Document Number Title

Industrial, scientific and medical (ISM) radio-frequency equipment - Electromagnetic

e disturbance characteristics - Limits and methods of measurement
CISPR 12 Vehicles, boats and internal combustion engines - Radio disturbance characteristics - Limits
and methods of measurement for the protection of off-board receivers
CISPR 13 Sound and television broadcast receivers and associated equipment - Radio disturbance
characteristics - Limits and methods of measurement
CISPR 14-1 Electromagnetic compatibility - Requirements for household appliances, electric tools and
' similar apparatus - Part 1: Emission
CISPR 142 Electromagnetic compatibility — Requirements for household appliances, electric tools and
' similar apparatus — Part 2: Immunity — Product family standard
CISPR 15 Limits and methods of measurement of radio disturbance characteristics of electrical lighting
and similar equipment
CISPR 16.1-1 Specification for radio disturbance and immunity measuring apparatus and methods - Part

1-1: Radio disturbance and immunity measuring apparatus - Measuring apparatus

Specification for radio disturbance and immunity measuring apparatus and methods - Part
CISPR 16-1-2 1-2: Radio disturbance and immunity measuring apparatus - Coupling devices for conducted
disturbance measurements

Specification for radio disturbance and immunity measuring apparatus and methods -
CISPR 16-1-3 Part 1-3: Radio disturbance and immunity measuring apparatus - Ancillary equipment -
Disturbance power

Specification for radio disturbance and immunity measuring apparatus and methods - Part
CISPR 16-1-4 1-4: Radio disturbance and immunity measuring apparatus - Antennas and test sites for
radiated disturbance measurements

Specification for radio disturbance and immunity measuring apparatus and methods - Part
CISPR 16-1-5 1-5: Radio disturbance and immunity measuring apparatus - Antenna calibration sites and
reference test sites for 5 MHz to 18 GHz

Specification for radio disturbance and immunity measuring apparatus and methods - Part

CISPR 16-1-6 1-6: Radio disturbance and immunity measuring apparatus - EMC antenna calibration
Specification for radio disturbance and immunity measuring apparatus and methods - Part
(ISPR 16-2-1 2-1: Methods of measurement of disturbances and immunity - Conducted disturbance

measurements
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Specification for radio disturbance and immunity measuring apparatus and methods - Part

CISPR 16-2-2 2-2: Methods of measurement of disturbances and immunity - Measurement of disturbance
power
Specification for radio disturbance and immunity measuring apparatus and methods -
(ISPR 16-2-3 Part 2-3: Methods of measurement of disturbances and immunity - Radiated disturbance
measurements
Specification for radio disturbance and immunity measuring apparatus and methods - Part
(ISPR 16-2-4 ; . . . )
2-4: Methods of measurement of disturbances and immunity - Immunity measurements
Specification for radio disturbance and immunity measuring apparatus and methods - Part
CISPR TR 16-2-5 . . . . o ) .
2-5: In situ measurements for disturbing emissions produced by physically large equipment
CISPRTR 16:3 Specification for radio disturbance and immunity measuring apparatus and methods - Part 3:
’ CISPR technical reports
CISPRTR 1641 Specification for radio disturbance and immunity measuring apparatus and methods - Part 4-1:
o Uncertainties, statistics and limit modeling - Uncertainties in standardized EMC tests
CISPR 1642 Specification for radio disturbance and immunity measuring apparatus and methods - Part
o 4-2: Uncertainties, statistics and limit modeling - Measurement instrumentation uncertainty
Specification for radio disturbance and immunity measuring apparatus and methods -
CISPR TR 16-4-3 Part 4-3: Uncertainties, statistics and limit modeling - Statistical considerations in the
determination of EMC compliance of mass-produced products
Specification for radio disturbance and immunity measuring apparatus and methods - Part
CISPR TR 16-4-4 4-4: Uncertainties, statistics and limit modeling - Statistics of complaints and a model for the
calculation of limits for the protection of radio services
Specification for radio disturbance and immunity measuring apparatus and methods - Part
CISPR TR 16-4-5 4-5: Uncertainties, statistics and limit modeling - Conditions for the use of alternative test
methods
CISPR 17 Methods of measurement of the suppression characteristics of passive EMC filtering devices
CISPR TR 181 Radio interference characteristics of overhead power lines and high-voltage equipment - Part
' 1: Description of phenomena
Radio interference characteristics of overhead power lines and high-voltage equipment - Part
CISPR TR 18-2 . LT
2: Methods of measurement and procedure for determining limits
Radio interference characteristics of overhead power lines and high-voltage equipment - Part
CISPRTR 18-3 ) . C . . X
3: Code of practice for minimizing the generation of radio noise
CISPR 20 Sound and television broadcast receivers and associated equipment - Immunity
characteristics - Limits and methods of measurement (to be withdrawn July 2020)
CISPR 24 Information technology equipment - Immunity characteristics - Limits and methods of
measurement (to be withdrawn July 2020)
Vehicles, boats and internal combustion engines - Radio disturbance characteristics - Limits
CISPR 25 . X
and methods of measurement for the protection of on-board receivers
(ISPR 32 Electromagnetic compatibility of multimedia equipment — Emission requirements
(ISPR 35 Electromagnetic compatibility of multimedia equipment - Immunity requirements
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MEDICAL EMC STANDARDS

COLLATERAL STANDARDS

https://www.webstore.iec.ch

Document Number Title

[EC60601-1-1 Safety requirements for medical electrical systems

IEC 60601-1-2 Electromagnetic disturbances - requirements and tests

[EC 60601-1-3 Radiation protection in diagnostic x-ray equipment

IEC 60601-1-6 General requirements for basic safety and essential performance - Usability

IEC 60601-1-8 General requirements for basic safety and essential performance - Alarm systems

IEC 60601-1-9 Requirements for environmentally conscious design

IEC 60601-1-10 Requirements for the development of physiologic closed-loop controllers

IEC 60601-1-T1 Medical electrical equipment and medical electrical systems used in the home healthcare
environment

IEC 60601-1-12 Medical electrical equipment and medical electrical systems used in the medical services
environment

OTHER RELEVANT STANDARDS

https://www.webstore.iec.ch

Document Number Title

CISPR 11 Emission requirements for ISM equipment

[EC 60601-1 General requirements for basic safety and essential performance

IECTR 60601-4-2 Electromagnetic immunity performance

[ECTR 60601-4-3 Considerations of unaddressed safety aspects in the third edition of IEC 60601-1
IECTR 62354 General testing procedures for medical electrical equipment

150 14708-1 Active implantable medical devices

For more extensive listings of medical standards, download the 2020 Medical EMC Guide:
https://learn.interferencetechnology.com/2020-medical-emc-guide/
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EMC STANDARDS ORGANIZATIONS
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American National Standards Institute Gosstandart (Russia)
WWW.ansi.org https://gosstandart.gov.by/en/

ANSI Accredited C63 IEC

www.c63.org http://www.iec.ch/index.htm

Asia Pacific Laboratory Accreditation Cooperation IEEE Standards Association
(APLAC) https://standards.ieee.org/

https://www.apac-accreditation.org/
IEEE EMC Society Standards Development Committee

BSMI (Taiwan) (SDCOM)

http://www.bsmi.gov.tw/wSite/mp?mp=95 https://standards.ieee.org/develop/index.html

Canadian Standards Association (CSA) Industry Canada (Certifications and Standards)
WWW.C50.Ca http://www.ic.gc.ca/eic/site/smi-gst.nsf/eng/h_sf06165.himl
CISPR ISO (International Organization for Standards)
http://www.iec.ch/dyn/www/f?p=103:7:0::::FSP_ORG_ID,FSP_LANG_ID:1298,25 http://www.iso.org/iso/home.html|

CNCA (China) RTCA

http://www.cnca.gov.cn/ https://www.rtca.org

Electromagnetic Compatibility Industry Association UK SAE EMC Standards Committee
http://www.emcia.org WWW.Sae.org

FDA Center for Devices & Radiological Health (CDRH) SAE EMC Standards

https://www.fda.gov/MedicalDevices/default.him http://www.sae.org/servlets/works/committeeHome.do?comt|D=TEVEES17
Federal Communications Commission (FCC) VCCI (Japan, Voluntary Control Council for Interference)
www.fec.gov http://www.veei.jp/veci_e/
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REFERENCES & TOOLS

COMMON EMC-RELATED EQUATIONS

OHMS LAW

'R = resistance

Ohms Law “formula wheel” for calculating resistance (R),
voltage (V), current (l) or power (P), given at least two of
the other values.

BANDWIDTH VERSUS RISE TIME

BW (GHz) = 0.35
(GHz) = o7 (nsec)

Empirically derived and applies for a square wave, with rise
time measured at 10 and 90%. Example, for a rise time of 1
nsec, the bandwidth is 350 MHz.

BANDWIDTH VERSUS CLOCK FREQUENCY

BWeiock(GHZ) = 5 X Frjoei (GHZ)

Assuming the rise time of a clock is 7% of the period, we
can approximate the bandwidth as shown.

Example, for a clock frequency of 100 MHz, the bandwidth
is 500 MHz. That is, the highest significant sine-wave fre-
quency component in a clock wave is the fifth harmonic.

PERIOD VERSUS FREQUENCY

1

Fripen(GHZ) = ———————
clock (GHZ) Toroon (ns€0)

PARTIAL SELF-INDUCTANCE OF A ROUND
WIRE (1MM)

25 nH/inch or 1 nH/mm
Example, a 1.5 mm long via has a partial self-inductance of
about 1.5 nH.

IMPEDANCE OF A WIRE
Zywire (Ohms) = 2m f(GHz)L(nH)

Example, a 1-inch wire (25 nH) has an impedance of 16
Ohms at 100 MHz.

SPEED OF SIGNALS

In air: 12 inches/nsec
In most PC board dielectrics: 6 inches/nsec

VSWR AND RETURN LOSS

me /
1+ P

VSWR given forward/reverse power VSWR = —————

_ an-v /
1 P/'wd

VSWR given reflection coefficient (p) yswR = H’L_P‘

Z1_Zz‘

Reflection coefficient (), givenZ,,Z, Ohms P = 7+ 2,

P
Reflection coefficient (p), given fwd/rev power p = P’i
Swd

RETURN LOSS, GIVEN
FORWARD/REVERSE POWER

P
RL(dB) = —10log(—%)
Piy
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RETURN LOSS, GIVEN VSWR

VSWR-1

Return Loss, given reflection coefficient (p)

RL(dB) = —20log(p)

E-FIELD FROM
DIFFERENTIAL-MODE CURRENT

lIp|f2Ls
|ED,max| = 2.63 * 10‘14%

ID = differential-mode current in loop (A)

f = frequency (Hz)

L = length of loop (m)

s = spacing of loop (m)

d = measurement distance (3 m or 10 m, typ.)

(Assumption that the loop is electrically small and mea-
sured over a reflecting surface)

E-FIELD FROM
COMMON-MODE CURRENT

l1c1fL
d

IC = common-mode current in wire (A)

|Ec,ma.t| = 1.257 «10°%

f = frequency (Hz)
L = length of wire (m)

d = measurement distance (3 m or 10 m, typ.) (Assumption
that the wire is electrically short)

TEMPERATURE CONVERSIONS

Celsius to Fahrenheit: °C = 5/9(°F - 32)
Fahrenheit to Celsius: °F = 9/5(°C) + 32

ANTENNA (FAR FIELD) RELATIONSHIPS

: — 1ndBi/10
Gain, dBi to numeric Gainpumeric = 10

Gain, numeric to dBi  dBi = 10log(Gain,ymeric)
Gain, dBito Antenna Factor AF = 20log(MHz) — dBi— 29.79
Antenna FactortogainindBi dBi = 20 log(MHz) — AF —29.79

Field Strength given watts, numeric gain, distance in meters

v 30 * watts * Gainpymeric
/m=

meters

Field Strength given watts, dBi gain, distance in meters

V30 * watts + 10(¢BL/10)
meters

V/m =

Transmit power required, given desired V/m, antenna nu-
meric gain, distance in meters

V/m * meters)?
Watts = ( )

30 * Gain,umeric

Transmit power required, given desired V/m, antenna dBi
gain, distance in meters

(V/m « meters)?
30 « 104BL/10

Watts =

PC BOARD EQUATIONS

1 0z. copper = 1.4 mils = 0.036 mm

0.5 oz. copper = 0.7 mils = 0.018 mm

Convert mils to mm: multiply by 0.0254 mm/mil
Convert mm to mils: multiply by 39.4 mil/mm
Signal velocity in free space: approx. 12 in/ns

Signal velocity in FR-4: approx. 6 in/ns
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WORKING WITH DB

The decibel is always a ratio

Power Gain = Pout/Pin

Power Gain(dB) = 10log(Pout / Pin)
Voltage Gain(dB) = 20log(Vout/Vin)
Current Gain(dB) = 20log(lout/lin)

We commonly work with:

dBm (referenced to 1 mW)
dBuV (referenced to 1 pV)
dBpA (referenced to 1 pA)

FIELD STRENGTH EQUATIONS

dBuV/m to V/m: V/m= 10((@BuVim)-120)20)

V/m to dBuV/m: dBuV/m = 20log(V/m) + 120
dBuV/m to dBuA/m: | dBUA/m = dBuV/m - 51.5
dBuA/m to dBuV/m: | dBuV/m = dBuA/m + 51.5

dBuA/m to dBpT: dBpT = dBuA/m + 2

dBpT to dBuA/m: dBpA/m = dBpT - 2

MT to A/m: A/m = puT/1.25
A/m to pT: MT =1.25* A/m

DBM TO DBUV CHART

Power Ratios dBm dBuv
3 dB = doubl half) th 20 127
= double (or half) the power 10 17
10 dB = 10X (or /10) the power 0 107
-10 97
Voltage/Current Ratios -20 87
6 dB = double (or half) the voltage/current 20 dB - 10X (or -30 77
/10) the voltage/current -40 67
-50 57
-60 47
-70 37
DBM, DBuV, DBuA (CONVERSION) 50 7
Volts to dBV: dBV = 20log(V) -90 17
Volts to dBuV: dBuV = 20log(V) + 120 -100 7
dBV to Volts: V = 1(Q(@BY20)
dBuV to Volts: V = 1Q(dBuV=120)/20)
_ N A common formula for converting default spectrum analyz-
dBV to dBpV: dBuV = dBV +120 er amplitudes (dBm) to the limits as shown in the emissions
dBpV to dBV: dBV =dBpuV - 120 standards (dBuV):

Note: For current relationships, substitute A for V

dBm to dBuV, use: dBpV = dBm + 107
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WAVELENGTH EQUATIONS
(FREE SPACE)

Wavelength(m) = 300/f(MHz)
Half-wavelength(ft.) = 468/f(MHz)

RESONANCE OF STRUCTURES

10000.0 =

1000.0 =

100.0 #

Length (cm)

10.0

1.0 =

0.1 +

1000 10000

Frequency (MHz)

Wavelength (cm) = = -Half-Wave (cm) ====Quarter-Wave (cm)

Use this handy chart for determining the resonant frequency versus cable or slot
length in free space. Half-wavelength slots or cables simulate dipole antennas and
are parficularly froublesome. Image Source: Patrick André.

DIPOLE RADIATION
VERSUS LENGTH

Dipole Radiation vs Dipole Size and Wavelength

Relative Radiation (d8)
&
-]

o 0.1 02 03 04 05 06

Dipole LengthWavelength

Use this chart to for determining the relative radiation versus size in wavelength.
Image Source: Bruce Archambeault.

For example, a wire or slot whose length is 0.2 wavelength
at a particular frequency, would radiate about 15 dB down
from the equivalent half-wavelength wire or slot.
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COMMON SYMBOLS

A Amperes, unit of electrical current
AC Alternating Current
AM Amplitude modulated
dBm dB with reference to 1 mW
dBpA dB with reference to 1 uA
dBuVv dB with reference to 1 uV
DC Direct Current
E "E" is the electric field component of an electromagnetic field.
E/M Ratio of the elgctric field (E) to the magnetic field (H), in the far-field this is the characteristic impedance of free
space, approximately 377 Q
EM Electromagnetic
EMC Electromagnetic compatibility
EMI Electromagnetic Interference
FM Frequency modulated
GHz Gigahertz, one billion Hertz (1,000,000,000 Hertz)
H "H" is the magnetic field component of an electromagnetic field.
Hz Hertz, unit of measurement for frequency
1 Electric current
kHz Kilohertz, one thousand Hertz (1,000 Hertz)
A Lambda, symbol for wavelength
MHz Megahertz, one million Hertz (1,000,000 Hertz)
mil Unit of length, one thousandth of an inch
mwW Milliwatt (0.001 Watt)
mW/cm? | Milliwatts per square centimeter, a unit for power density
Pd Power density, unit of measurement of power per unit area (W/m?or mW/cm?)
R Resistance
RF Radio Frequency
RFI Radio Frequency Interference
\" Volts, unit of electric voltage potential
V/im Volts per meter, unit of electric field strength
W/m? Watts per square meter, a unit for power density, one W/m? equals 0.1 mw/cm?
Q Ohms, unit of resistance

Ref: ANSI/IEEE 100-1984, IEEE Standard Dictionary of Electrical and Electronics Terms, 1984.
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(Antenna Factor) - The ratio of the received field strength to the voltage at the terminals of a receiving antenna.

L Units are 1/m.
ALC (Absorber-Lined Chamber) - A shielded room with RF-absorbing material on the walls and ceiling. In many cases,
the floor is reflective.
AM (Amplitude Modulation) - A technique for putting information on a sinusoidal carrier signal by varying the amplitude
of the carrier.
BCI (Bulk Current Injection) - An EMC test where common-mode currents are coupled onto the power and
communications cables of an EUT.
CE (Conducted Emissions) - The RF energy generated by electronic equipment, which is conducted on power cables.
CE Marking | The marking signifying a product meets the required European Directives.
CENELEC | French acronym for the “European Committee for Electrotechnical Standardization”.
cl (Conducted Immunity) - A measure of the immunity to RF energy coupled onto cables and wires of an electronic
product.
CISPR French acronym for “Special International Committee on Radio Interference”.
Conducted | Energy transmitted via cables or PC board connections.
Co:aptlr:ng A structure or medium that transmits energy from a noise source to a victim circuit or system.
cS (Conducted Susceptibility) - RF energy or electrical noise coupled onto I/0 cables and power wiring that can disrupt
electronic equipment.
cw (Continuous Wave) - A sinusoidal waveform with a constant amplitude and frequency.
EMC (Electromagnetic Compatibility) - The ability of a product to coexist in its intended electromagnetic environment
without causing or suffering disruption or damage.
(Electromagnetic Interference) - When electromagnetic energy is transmitted from an electronic device
EMI to a victim circuit or system via radiated or conducted paths (or both) and which causes circuit upset in
the victim.
EMP (Electromagnetic Pulse) - Strong electromagnetic transients such as those created by lightning or
nuclear blasts.
(Electrostatic Discharge) - A sudden surge in current (positive or negative) due to an electric spark or
ESD secondary discharge causing circuit disruption or component damage. Typically characterized by rise
times less than 1 ns and total pulse widths on the order of microseconds.
(Equivalent Series Inductance) - Generally refers to the parasitic series inductance of a capacitor or
ESL . . T . .
inductor. It could also include the extra series inductance of any connecting traces or vias on a PC board.
ESR (Equivalent Series Resistance) - Generally refers to the parasitic series resistance of a capacitor or
inductor.
EU European Union.
EUT (Equipment Under Test) - The device being evaluated.
Far Field When you get far enough from a radiating source the radiated field can be considered planar (or plane
waves).
FCC U.S. Federal Communications Commission.
FM (Frequency Modulation) - A technique for putting information on a sinusoidal “carrier” signal by varying
the frequency of the carrier.
IEC International Electrotechnical Commission
ISM (Industrial, Scientific and Medical equipment) - A class of electronic equipment including industrial
controllers, test & measurement equipment, medical products and other scientific equipment.
(Information Technology Equipment) - A class of electronic devices covering a broad range of equipment
ITE including computers, printers and external peripherals; also includes, telecommunications equipment,

and multi-media devices.
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(Line Impedance Stabilization Network) - Used to match the 50-Ohm impedance of measuring receivers

LISN :
to the power line.
MLCC (Multi-Layer Ceramic Capacitor) - A surface mount capacitor type often used as decoupling or energy storage
capacitors in a power distribution network.
Near Field | When you are close enough to a radiating source that its field is considered spherical rather than planar.
Noise Source | A source that generates an electromagnetic perturbation or disruption to other circuits or systems.
OATS (Open Area Test Site) - An outdoor EMC test site free of reflecting objects except a ground plane.
(Power Distribution Network) - The wiring and circuit traces from the power source to the electronic
PDN circuitry. This includes the parasitic components (R, L, C) of the circuit board, traces, bypass capacitance
and any series inductances.
PLT (Power Line Transient) - A sudden positive or negative surge in the voltage on a power supply input (DC
source or AC line).
Pl (Power Integrity) - Refers to the quality of the energy transfer along the power supply circuitry from the
voltage regulator module (VRM) to the die of the ICs. High switching noise or oscillations mean a low PlI.
Radiated Energy transmitted through the air via antenna or loops.
RFI Radio Frequency Interference) - The disruption of an electronic device or system due to electromagnetic
emissions at radio frequencies (usually a few kHz to a few GHz). Also EMI.
RE (Radiated Emissions) - The energy generated by a circuit or equipment, which is radiated directly from the
circuits, chassis and/or cables of equipment.
RI Radiated Immunity) - The ability of circuits or systems to be immune from radiated energy coupled to the
chassis, circuit boards and/or cables. Also Radiated Susceptibility (RS).
RF (Radio Frequency) - Afrequency at which electromagnetic radiation of energy is useful for communications.
RS (Radiated Susceptibility) - The ability of equipment or circuits to withstand or reject nearby radiated RF
sources. Also Radiated Immunity (RI).
Spread Spectrum Clock Generation) - This technique takes the energy from a CW clock signal and spreads
SSCG it out wider, which results in a lower effective amplitude for the fundamental and high-order harmonics.
Used to achieve improved radiated or conducted emission margin to the limits.
Si (Signal Integrity) - A set of measures of the quality of an electrical signal.
SSN (Simultaneous Switching Noise) - Fast pulses that occur on the power bus due to switching transient
currents drawn by the digital circuitry.
(Transverse Electromagnetic) - An electromagnetic plane wave where the electric and magnetic fields are
TEM perpendicular to each other everywhere and both fields are perpendicular to the direction of propagation. TEM
cells are often used to generate TEM waves for radiated emissions (RE) or radiated immunity (RI) testing.
Victim An electronic device, component or system that receives an electromagnetic disturbance, which causes
circuit upset.
VRM (Voltage Regulator Module) - A linear or switch-mode voltage regulator. Generally, there will be several
of these mounted to a PC board in order to supply different levels of required voltages.
(Voltage Standing Wave Ratio) - Ameasure of how well the load is impedance matched to its transmission
VSWR line. This is calculated by dividing the voltage at the peak of a standing wave by the voltage at the null in
the standing wave. A good match is less than 1.2:1.
XTALK (Crosstalk) - A measure of the electromagnetic coupling from one circuit to another. This is a common problem

between one circuit trace and another.
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RECOMMENDED EMC BOOKS, MAGAZINES

AND JOURNALS

2020 EMC Testing Guide

This guide offers insights and tools needed to plan for and
prevent EMC failures before even entering the testing lab.
https://learn.interferencetechnology.com/2020-emc-
testing-guide/

2020 Europe EMC Guide

This guide features technical articles, reference materials,
a company directory, and a products and services list for
more than 10 countries.
https://learn.interferencetechnology.com/2020-europe-
emc-guide/

2020 Automotive EMC Guide

This guide features technical articles, reference materials,
and a company directory focused on the EMI challenges that
result from today’s complex connected automotive systems.
https://learn.interferencetechnology.com/2021-automotive-
emc-guide/

2020 EMC Fundamentals Guide

The Fundamentals Guide and keep your project running
smoothly by better understanding how to address EMI and
EMC in the early design phases.
https://learn.interferencetechnology.com/2020-emc-
fundamentals-guide/

2020 loT, Wireless, 5G EMC Guide

The 2020 loT, Wireless, 5G EMC Guide includes content
and reference material focused on providing the information
required for designing and testing EMI-free wireless devices.
https://learn.interferencetechnology.com/2020-iot-wireless-
5g-emc-guide/

André and Wyatt,

EMI Troubleshooting Cookbook for Product Designers
SciTech Publishing, 2014. Includes chapters on product
design and EMC theory & measurement. A major part of
the content includes how to troubleshoot and mitigate all
common EMC test failures.

Archambeault,
PCB Design for Real-World EMI Control
Kluwer Academic Publishers, 2002.

Armstrong,

EMC Design Techniques For Electronic Engineers
Armstrong/Nutwood Publications, 2010. A comprehensive
treatment of EMC theory and practical product design and
measurement applications.

Armstrong,

EMC For Printed Circuit Boards - Basic and Advanced
Design and Layout Techniques

Armstrong/Nutwood Publications, 2010. A comprehensive
treatment of PC board layout for EMC compliance.

ARRL,

The RFI Handbook

(3rd edition), 2010. Good practical book on radio frequency
interference with mitigation techniques. Some EMC theory.

Bogatin,

Signal & Power Integrity - Simplified

Prentice-Hall, 2009 (2nd Edition). Great coverage of signal
and power integrity from a fields viewpoint.

Brander, et al,

Trilogy of Magnetics - Design Guide for EMI Filter Design,
SMPS & RF Circuits

Wiirth Electronik, 2010. A comprehensive compilation of
valuable design information and examples of filter, switch-
mode power supply, and RF circuit design.

Goedbloed,

Electromagnetic Compatibility

Prentice-Hall, 1990. Good general text on EMC with
practical experiments. May be out of print.

Kimmel and Gerke,
Electromagnetic Compatibility in Medical Equipment
IEEE Press, 1995. Good general product design information.

Mardiguian,

Controlling Radiated Emissions by Design

Springer, 2016. Good content on product design for
compliance.

Kunkel,

Shielding of Electromagnetic Waves, Theory and Practice
Springer. 2019. Provides efficient ways for design engineers
to apply electromagnetic theory in shielding of electrical
and electronic equipment.

Hall, Hall, and McCall,

High-Speed Digital System Design - A Handbook of
Interconnect Theory and Design Practices

Wiley, 2000.
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RECOMMENDED EMC BOOKS, MAGAZINES

AND JOURNALS

Joffe and Lock,

Grounds For Grounding

Wiley, 2010. This huge book includes way more topics on
product design than the title suggests. Covers all aspects
of grounding and shielding for products, systems, and
facilities.

Johnson and Graham,

High-Speed Digital Design - A Handbook of Black Magic
Prentice-Hall, 1993. Practical coverage of high speed digital
signals and measurement.

Johnson and Graham,

High-Speed Signal Propagation - Advanced Black Magic
Prentice-Hall, 2003. Practical coverage of high speed digital
signals and measurement.

Ott,

Electromagnetic Compatibility Engineering

Wiley, 2009. The “bible” on EMC measurement, theory, and
product design.

Paul,

Introduction to Electromagnetic Compatibility

Wiley, 2006 (2nd Edition). The one source to go to for an
upper-level course on EMC theory.

Mardiguian,
EMI Troubleshooting Techniques
McGraw-Hill, 2000. Good coverage of EMI troubleshooting.

Montrose,

EMC Made Simple

Montrose Compliance Services, 2014. The content includes
several important areas of EMC theory and product design,
troubleshooting, and measurement.

Morrison,

Digital Circuit Boards - Mach 1 GHz

Wiley, 2012. Important concepts of designing high frequency
circuit boards from a fields viewpoint.

Morrison,

Grounding And Shielding - Circuits and Interference

Wiley, 2016 (6th Edition). The classic text on grounding and
shielding with up to date content on how RF energy flows
through circuit boards.

Sandler,

Power Integrity - Measuring, Optimizing, and Troubleshooting
Power Related Parameters in Electronics Systems
McGraw-Hill, 2014. The latest information on measurement
and design of power distribution networks and how the net-
work affects stability and EMC.

Slattery and Skinner,

Platform Interference in Wireless Systems - Models,
Measurement, and Mitigation

Newnes Press, 2008. The first publication to publicize the
issue of self-interference to on-board wireless systems.

Smith,

High Frequency Measurements and Noise in Electronic Circuits
Springer, 1993. A classic book on high frequency measure-
ments, probing techniques, and EMC troubleshooting mea-
surements.

Smith and Bogatin,

Principles of Power Integrity for PDN Design - Simplified
Prentice-Hall, 2017. Getting the power distribution network
(PDN) design right is the key to reducing EMI.

Williams,

EMC For Product Designers

Newnes, 2017. Completely updated text on product design
for EMC compliance.

Weston,

Electromagnetic Compatibility - Methods, Analysis,
Circuits, and Measurement

CRC Press, 2017 (3rd Edition). A comprehensive text, en-
compassing both commercial and military EMC.

Witte,

Spectrum and Network Measurements

(2nd edition), SciTech Publishing, 2014. The best text
around explaining the theory and usage of spectrum and
network analyzers.

Wyatt and Jost,

Electromagnetic Compatibility (EMC) Pocket Guide
SciTech Publishing, 2013. A handy pocket-sized reference
guide to EMC.

Wyatt and Gruber,

Radio Frequency (RFI) Pocket Guide

SciTech Publishing, 2015. A handy pocket-sized reference
guide to radio frequency interference.
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LINKEDIN GROUPS

Electromagnetic Compatibility Forum
Electromagnetics and Spectrum Engineering Group
EMC - Electromagnetic Compatibility

EMC Experts

EMC Troubleshooters

ESD Experts

Signal & Power Integrity Community

EMI/EMC Testing

For Industry Specific LinkedIn Groups, please see the Featured Industry sections on Wireless/5G/IoT, Automotive, and
Military/Aerospace.
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EMC EQUIPMENT MANUFACTURERS

Introduction

The following chart is a quick reference guide of test equipment and includes everything you'll need from the bare min-
imum required for key evaluation testing, probing, and troubleshooting, to setting up a full in-house pre-compliance or
full compliance test lab. The list includes ampliers, antennas, current probes, ESD simulators, LISNs, near field probes,
RF signal generators, spectrum analyzers, EMI receivers, and TEM cells. Equipment rental companies are also listed.
The products listed can help you evaluate radiated and conducted emissions, radiated and conducted immunity and a
host of other immunity tests, such as ESD and EFT.
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ITEM

EMC Equipment Manufacturers Type of Product/Service

=
Manufacturer Contact Information - URL " E = £ 3 . 5
w5 8 =3 === g &
£EE5Eg2E82Ezsc
AH. Systems www.ahsystems.com XX X X
Aaronia AG www.aaronia.com XX X X
Advanced Test Equipment Rentals | www.atecorp.com XX | X|X[X|X[X]|X XXX |X
Amplifier Research (AR) www.arworld.us XX X XX X X
Anritsu www.anritsu.com X X X
Electro Rent www.electrorent.com X X[X|X]|X X XX
EM Test www.emtest.com/home.php XX
EMC Partner www.emc-partner.com X
Empower RF Systems www.empowerrf.com X X
Fischer Custom Communications www.fischercc.com XX X X
Gauss Instruments www.gauss-instruments.com/en/ X
Haefley-Hippotronics www.haefely-hipotronics.com
Instrument Rental Labs www.testequip.com X XX | X|X]|X X
Keysight Technologies www.keysight.com/main/home.jspx?cc=US&lc=eng X X X
Microlease www.microlease.com/us/home X XXX X]|X X
Milmega www.milmega.co.uk X XX
Narda/PMM www.narda-sts.if/narda/default_en.asp XX X XXX
Noiseken www.noiseken.com X X
Ophir RF www.ophirrf.com X X
Pearson Electronics www.pearsonelectronics.com X
Rigol Technologies www.rigolna.com XX | XX X X
Eogiekgé it B www.rohde-schwarz.com XX | X|X]|X X[ X| XX X
Rohde & Schwarz USA, Inc. www.rohde-schwarz.com X[X[X|X]|X X[ X|X]|X X
Siglent Technologies www.siglentamerica.com X X X X
Signal Hound www.signalhound.com X X X X
Solar Electronics www.solar-emc.com X X X1 X X
TekBox Technologies www.ekbox.net XX X XX
Tektronix www.tek.com X X X
Teseq www.teseq.com/en/index.php X X X X[ X|X|X
Test Equity www.testequity.com/leasing/ X XX | X|X]|X|X XX
Thurlby Thandar (AIM-TTi) www.aimtti.us X X X
Toyotech (Toyo) www.toyotechus.com/emc-electromagnetic-compafibility/ XX X XX X
TPl www.rf-consultant.com X
Transient Specialists www.transientspecialists.com XX X
TRSRenTelCo www.irs-rentelco.com/SubCategory/EMC_Test_Equipment.aspx XX X X[ X| XX X|X
Vectawave Technology www.vectawave.com X
Windfreak Technologies www.windfreaktech.com X

INTERFERENCE TECHNOLOGY 47

s|eyuswepund JIAT I


http://www.ahsystems.com
http://www.aaronia.com
http://www.atecorp.com
http://www.arworld.us
http://www.anritsu.com
http://www.electrorent.com
http://www.emtest.com/home.php
http://www.emc-partner.com
http://www.empowerrf.com
http://www.fischercc.com
http://www.gauss-instruments.com/en/
http://www.haefely-hipotronics.com
http://www.testequip.com
http://www.keysight.com/main/home.jspx?cc=US&lc=eng
http://www.microlease.com/us/home
http://www.milmega.co.uk
http://www.narda-sts.it/narda/default_en.asp
http://www.noiseken.com
http://www.ophirrf.com
http://www.pearsonelectronics.com
http://www.rigolna.com
http://www.rohde-schwarz.com
http://www.rohde-schwarz.com
http://www.siglentamerica.com
http://www.signalhound.com
mailto:/government/uploads/system/uploads/attachment_data/file/401562/pathway-driverless?subject=
http://www.tekbox.net
http://www.tek.com
http://www.teseq.com/en/index.php
http://www.testequity.com/leasing/
http://www.aimtti.us
http://www.toyotechus.com/emc-electromagnetic-compatibility/
http://www.rf-consultant.com
http://www.transientspecialists.com
http://www.trs-rentelco.com/SubCategory/EMC_Test_Equipment.aspx
http://www.vectawave.com
http://www.windfreaktech.com

s|eauswepund DA I

INTERFERENCE TECHNOLOGY ENGINEER’'S MASTER | 2021

COMMON COMMERCIAL, AUTOMOTIVE,
MEDICAL, WIRELESS & MILITARY EMC
STANDARDS

COMMERCIAL STANDARDS

The following are some of the most common commercial EMC standards. Most standards have a fee associated and most
on the list are linked back to the source where they’re available. If you’re purchasing the printed version of this guide,
then refer to the Standards Organizations in the References section for standards purchase information. Note that many
Euro Norm (EN) versions of IEC standards may be purchased at a considerable discount from the Estonian Centre for
Standardization, https://www.evs.ee.

FCC

https://www.ecfr.gov

Electronic Code of Federal Regulations (e-CFR)
CFR 47 - Part 15 (Radio Frequency Devices)

ANSI

http://webstore.ansi.org

Document Number

Methods of Measurement of Radio-Noise Emissions from Low-Voltage Electrical and

(634 Electronic Equipment in the Range of 9 kHz to 40 GHz

IEC

https://webstore.iec.ch

Document Number Title

Medical electrical equipment - Part 1-2: General requirements for basic safety and essential

IEC 60601-1-2 performance - Collateral Standard: Electromagnetic disturbances - Requirements and tests
Medical electrical equipment - Part 2-2: Particular requirements for the basic safety and
IEC 60601-2-2 essential performance of high frequency surgical equipment and high frequency surgical
accessories
IEC 6060142 Medical electrical equipment - Part 4-2: Guidance and interpretation - Electromagnetic
o immunity: performance of medical electrical equipment and medical electrical systems
IEC 6100032 Electromagnetic compatibility (EMC) - Part 3-2: Limits - Limits for harmonic current

emissions (equipment input current < 16 A per phase)

Electromagnetic compatibility (EMC) — Part 3-3: Limits — Limitation of voltage changes,
IEC 61000-3-3 voltage fluctuations and flicker in public low-voltage supply systems, for equipment with rated
current < 16 A per phase and not subject to conditional connection

Electromagnetic compatibility (EMC)- Part 4-2: Testing and measurement techniques -

IEC 6100042 Electrostatic discharge immunity test

Electromagnetic compatibility (EMC) - Part 4-3 : Testing and measurement techniques -
[EC 61000-4-3 . : o :

Radiated, radio-frequency, electromagnetic field immunity test
IEC 6100044 Electromagnetic compatibility (EMC) - Part 4-4 : Testing and measurement techniques —

Electrical fast transient/burst immunity test
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ITEM

[EC 61000-4-5

Electromagnetic compatibility (EMC) - Part 4-5:; Testing and measurement techniques -
Surge immunity test

IEC 61000-4-6

Electromagnetic compatibility (EMC) - Part 4-6: Testing and measurement techniques -
Immunity to conducted disturbances, induced by radio-frequency fields

[EC 61000-4-7

Electromagnetic compatibility (EMC) - Part 4-7: Testing and measurement techniques -
General guide on harmonics and interharmonics measurements and instrumentation, for
power supply systems and equipment connected thereto

IEC 61000-4-8

Electromagnetic compatibility (EMC) - Part 4-8: Testing and measurement techniques - Power
frequency magnetic field immunity test

[EC 61000-4-9

Electromagnetic compatibility (EMC) - Part 4-9: Testing and measurement techniques -
Impulse magnetic field immunity test

IEC 61000-4-10

Electromagnetic compatibility (EMC) - Part 4-10: Testing and measurement techniques -
Damped oscillatory magnetic field immunity test

[EC 61000-4-T1

Electromagnetic compatibility (EMC) - Part 4-11: Testing and measurement techniques -
Voltage dips, short interruptions and voltage variations immunity tests

IEC 61000-4-12

[EC 61000-6-1

Electromagnetic compatibility (EMC) - Part 4-12: Testing and measurement techniques - Ring
wave immunity test

Electromagnetic compatibility (EMC) - Part 6-1: Generic standards - Immunity standard for
residential, commercial and light-industrial environments

[EC 61000-6-2

Electromagnetic compatibility (EMC) - Part 6-2: Generic standards - Immunity standard for
industrial environments

IEC 61000-6-3

Electromagnetic compatibility (EMC) - Part 6-3: Generic standards - Emission standard for
residential, commercial and light-industrial environments

[EC 61000-6-4

Electromagnetic compatibility (EMC) - Part 6-4: Generic standards - Emission standard for
industrial environments

[EC 61000-6-5

Electromagnetic compatibility (EMC) - Part 6-5: Generic standards - Immunity for power
station and substation environments

[EC 61000-6-7

Electromagnetic compatibility (EMC) - Part 6-7: Generic standards - Immunity requirements
for equipment intended to perform functions in a safety-related system (functional safety) in
industrial locations

[EC 61326-1

Electrical equipment for measurement, control and laboratory use — EMC requirements —
Part 1: General requirements

[EC 61326-2-1

Electrical equipment for measurement, control and laboratory use - EMC requirements - Part
2-1: Particular requirements - Test configurations, operational conditions and performance
criteria for sensitive test and measurement equipment for EMC unprotected applications

EC 61326-2-2

Electrical equipment for measurement, control and laboratory use - EMC requirements - Part
2-2: Particular requirements - Test configurations, operational conditions and performance
criteria for portable test, measuring and monitoring equipment used in low-voltage distribution
systems

EC 61326-2-3

Electrical equipment for measurement, control and laboratory use - EMC requirements - Part
2-3: Particular requirements - Test configuration, operational conditions and performance
criteria for transducers with integrated or remote signal conditioning

[EC 61326-2-4

Electrical equipment for measurement, control and laboratory use - EMC requirements - Part
2-4: Particular requirements - Test configurations, operational conditions and performance
criteria for insulation monitoring devices according to IEC 61557-8 and for equipment for
insulation fault location according to IEC 61557-9

EC 61326-2-5

Electrical equipment for measurement, control and laboratory use - EMC requirements - Part
2-5: Particular requirements - Test configurations, operational conditions and performance
criteria for field devices with field bus interfaces according to IEC 61784-1
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https://webstore.iec.ch/publication/5278
https://webstore.iec.ch/publication/5279
https://webstore.iec.ch/publication/5280
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Electrical equipment for measurement, control and laboratory use - EMC requirements - Part
2-6: Particular requirements - In vitro diagnostic (IVD) medical equipment

[EC 61326-2-6

Electrical equipment for measurement, control and laboratory use - EMC requirements - Part
[EC 61326-3-1 3-1: Immunity requirements for safety-related systems and for equipment intended to perform
safety-related functions (functional safety) - General industrial applications

Electrical equipment for measurement, control and laboratory use - EMC requirements -
Part 3-2: Immunity requirements for safety-related systems and for equipment intended to

IEC 61326-3-2 perform safety-related functions (functional safety) - Industrial applications with specified
electromagnetic environment
Electrostatics - Part 3-1: Methods for simulation of electrostatic effects - Human body model
IEC 61340-3-1 L
(HBM) electrostatic discharge test waveforms
CISPR

https://webstore.iec.ch

Document Number Title

Industrial, scientific and medical (ISM) radio-frequency equipment -

USERIT Electromagnetic disturbance characteristics - Limits and methods of measurement
Vehicles, boats and internal combustion engines - Radio disturbance characteristics - Limits

(ISPR 12 . )
and methods of measurement for the protection of off-board receivers
Sound and television broadcast receivers and associated equipment - Radio disturbance

(ISPR 13 . L
characteristics - Limits and methods of measurement

CISPR 14-1 Electromagnetic compatibility - Requirements for household appliances, electric tools and

' similar apparatus - Part 1: Emission

CISPR 14-2 Electromagnetic compatibility — Requirements for household appliances, electric tools and
similar apparatus — Part 2: Immunity — Product family standard

CISPR 15 Limits and methods of measurement of radio disturbance characteristics of electrical lighting
and similar equipment

CISPR 16.1-1 Specification for radio disturbance and immunity measuring apparatus and methods - Part

1-1: Radio disturbance and immunity measuring apparatus - Measuring apparatus

Specification for radio disturbance and immunity measuring apparatus and methods - Part
CISPR 16-1-2 1-2: Radio disturbance and immunity measuring apparatus - Coupling devices for conducted
disturbance measurements

Specification for radio disturbance and immunity measuring apparatus and methods -
CISPR 16-1-3 Part 1-3: Radio disturbance and immunity measuring apparatus - Ancillary equipment -
Disturbance power

Specification for radio disturbance and immunity measuring apparatus and methods - Part
CISPR 16-1-4 1-4: Radio disturbance and immunity measuring apparatus - Antennas and test sites for
radiated disturbance measurements

Specification for radio disturbance and immunity measuring apparatus and methods - Part
CISPR 16-1-5 1-5: Radio disturbance and immunity measuring apparatus - Antenna calibration sites and
reference test sites for 5 MHz to 18 GHz

Specification for radio disturbance and immunity measuring apparatus and methods - Part

(ISPR 16-16 1-6: Radio disturbance and immunity measuring apparatus - EMC antenna calibration
Specification for radio disturbance and immunity measuring apparatus and methods - Part
CISPR 16-2-1 2-1: Methods of measurement of disturbances and immunity - Conducted disturbance

measurements
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https://webstore.iec.ch/publication/5281
https://webstore.iec.ch/publication/5282
https://webstore.iec.ch/publication/5284
https://webstore.iec.ch/publication/5329
https://webstore.iec.ch
https://webstore.iec.ch/publication/25215
https://webstore.iec.ch/publication/6
https://webstore.iec.ch/publication/9
https://webstore.iec.ch/publication/25633
https://webstore.iec.ch/publication/22136
https://webstore.iec.ch/publication/22003
https://webstore.iec.ch/publication/23381
https://webstore.iec.ch/publication/22138
https://webstore.iec.ch/publication/24440
https://webstore.iec.ch/publication/37
https://webstore.iec.ch/publication/38
https://webstore.iec.ch/publication/39
https://webstore.iec.ch/publication/40

ITEM

Specification for radio disturbance and immunity measuring apparatus and methods - Part

CISPR 16-2-2 2-2: Methods of measurement of disturbances and immunity - Measurement of disturbance
power
Specification for radio disturbance and immunity measuring apparatus and methods -
(ISPR 16-2-3 Part 2-3: Methods of measurement of disturbances and immunity - Radiated disturbance
measurements
Specification for radio disturbance and immunity measuring apparatus and methods - Part
(ISPR 16-2-4 ; : . . )
2-4: Methods of measurement of disturbances and immunity - Immunity measurements
Specification for radio disturbance and immunity measuring apparatus and methods - Part
CISPR TR 16-2-5 . . . . o ) .
2-5: In situ measurements for disturbing emissions produced by physically large equipment
Specification for radio disturbance and immunity measuring apparatus and methods - Part 3:
CISPRTR 16-3 .
CISPR technical reports
CISPR TR 16:4-1 Specification for radio disturbance and immunity measuring apparatus and methods - Part 4-1:
o Uncertainties, statistics and limit modelling - Uncertainties in standardized EMC tests
CISPR 1642 Specification for radio disturbance and immunity measuring apparatus and methods - Part
o 4-2: Uncertainties, statistics and limit modelling - Measurement instrumentation uncertainty
Specification for radio disturbance and immunity measuring apparatus and methods -
CISPR TR 16-4-3 Part 4-3: Uncertainties, statistics and limit modelling - Statistical considerations in the
determination of EMC compliance of mass-produced products
Specification for radio disturbance and immunity measuring apparatus and methods - Part
CISPR TR 16-4-4 4-4: Uncertainties, statistics and limit modelling - Statistics of complaints and a model for the
calculation of limits for the protection of radio services
Specification for radio disturbance and immunity measuring apparatus and methods - Part
CISPR TR 16-4-5 4-5: Uncertainties, statistics and limit modelling - Conditions for the use of alternative test
methods
CISPR 17 Methods of measurement of the suppression characteristics of passive EMC filtering devices
Radio interference characteristics of overhead power lines and high-voltage equipment - Part
CISPRTR 18-1 ) e
1: Description of phenomena
Radio interference characteristics of overhead power lines and high-voltage equipment - Part
CISPR TR 18-2 . LT
2: Methods of measurement and procedure for determining limits
CISPRTR 183 Radio interference characteristics of overhead power lines and high-voltage equipment - Part
' 3: Code of practice for minimizing the generation of radio noise
CISPR 20 Sound and television broadcast receivers and associated equipment - Immunity
characteristics - Limits and methods of measurement (to be withdrawn July 2021)
CISPR 24 Information technology equipment - Immunity characteristics - Limits and methods of
measurement (to be withdrawn July 2021)
CISPR 25 Vehicles, boats and internal combustion engines - Radio disturbance characteristics - Limits
and methods of measurement for the protection of on-board receivers
(ISPR 32 Electromagnetic compatibility of multimedia equipment — Emission requirements
(ISPR 35 Electromagnetic compatibility of multimedia equipment - Immunity requirements
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https://webstore.iec.ch/publication/41
https://webstore.iec.ch/publication/25875
https://webstore.iec.ch/publication/47
https://webstore.iec.ch/publication/48
https://webstore.iec.ch/publication/23307
https://webstore.iec.ch/publication/52
https://webstore.iec.ch/publication/56
https://webstore.iec.ch/publication/59
https://webstore.iec.ch/publication/60
https://webstore.iec.ch/publication/63
https://webstore.iec.ch/publication/65
https://webstore.iec.ch/publication/66
https://webstore.iec.ch/publication/67
https://webstore.iec.ch/publication/68
https://webstore.iec.ch/publication/71
https://webstore.iec.ch/publication/22154
https://webstore.iec.ch/publication/26122
https://webstore.iec.ch/publication/22244
https://webstore.iec.ch/publication/25667
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AUTOMOTIVE ELECTROMAGNETIC
COMPATIBILITY STANDARDS

The following abbreviated list of automotive EMC standards was developed by Dr. Todd Hubing, Professor Emeritus
of Clemson University Vehicular Electronics Lab (http://www.cvel.c lemson.edu/auto/auto_emc_standards.html). A few of
these standards have been made public and are linked below, but many others are considered company confidential and
are only available to approved automotive vendors or test equipment manufacturers. While several standards are linked
on this list, an internet search may help locate additional documents that have been made public. For a more complete
list, refer to the link above. Permission to republish has been granted.

CISPR (AUTOMOTIVE EMISSIONS REQUIREMENTS)

https://webstore.iec.ch

Document Number Title

Vehicles, boats, and internal combustion engine driven devices - Radio disturbance
CISPR 12 characteristics - Limits and methods of measurement for the protection of receivers except
those installed in the vehicle/boat/device itself or in adjacent vehicles/boats/devices

Radio disturbance characteristics for the protection of receivers used on board vehicles,

CISPR 25 boats, and on devices - Limits and methods of measurement

ISO (AUTOMOTIVE IMMUNITY REQUIREMENTS)

https://www.iso.org

Document Number Title

Road vehicles -- Electrical disturbances from conduction and coupling -- Part 1: Definitions

150 7637-1 and general considerations

Road vehicles -- Electrical disturbances from conduction and coupling -- Part 2: Electrical

150 7637-2 transient conduction along supply lines only

Road vehicles -- Electrical disturbance by conduction and coupling -- Part 3: Vehicles with
150 7637-3 nominal 12 V or 24 V supply voltage -- Electrical transient transmission by capacitive and
inductive coupling via lines other than supply lines

Road vehicles -- Calibration of electromagnetic field strength measuring devices -- Part 1:

1S0/TR 103051 Devices for measurement of electromagnetic fields at frequencies > 0 Hz

Road vehicles -- Calibration of electromagnetic field strength measuring devices -- Part
1S0/TR 10305-2 2: IEEE standard for calibration of electromagnetic field sensors and probes, excluding
antennas, from 9 kHz to 40 GHz

150 10605 Road vehicles -- Test methods for electrical disturbances from electrostatic discharge

15075 21609 Road vehicles -- (EMC) guidelines for installation of aftermarket radio frequency transmitting
equipment

150 11451-1 Road vehicles -- Vehicle test methods for electrical disturbances from narrowband radiated

electromagnetic energy -- Part 1: General principles and terminology

Road vehicles -- Vehicle test methods for electrical disturbances from narrowband radiated

150714312 electromagnetic energy -- Part 2: Off-vehicle radiation sources

10 114513 Road vehicles -- Electrical disturbances by narrowband radiated electromagnetic energy --
) Vehicle test methods -- Part 3: On-board transmitter simulation

150 114514 Road vehicles -- Vehicle test methods for electrical disturbances from narrowband radiated

electromagnetic energy -- Part 4: Bulk current injection (BCI)
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https://webstore.iec.ch
https://webstore.iec.ch/publication/5
https://webstore.iec.ch/publication/78
https://www.iso.org
https://www.iso.org/standard/28534.html
https://www.iso.org/standard/50925.html
http://www.iso.org/iso/iso_catalogue/catalogue_tc/catalogue_detail.htm?csnumber=40581
https://www.iso.org/standard/36575.html
https://www.iso.org/standard/37229.html
https://www.iso.org/standard/41937.html
https://www.iso.org/standard/62793.html
http://www.iso.org/iso/catalogue_detail?csnumber=37998
http://www.iso.org/iso/catalogue_detail?csnumber=37999
http://www.iso.org/iso/iso_catalogue/catalogue_tc/catalogue_detail.htm?csnumber=37439
https://www.iso.org/standard/60609.html

ITEM

Road vehicles -- Component test methods for electrical disturbances from narrowband

150 14524 radiated electromagnetic energy -- Part 4: Bulk current injection (BCI)
10 114527 Road vehicles -- Component test methods for electrical disturbances from narrowband
radiated electromagnetic energy -- Part 7: Direct radio frequency (RF) power injection
10 114528 Road vehicles -- Component test methods for electrical disturbances from narrowband
' radiated electromagnetic energy -- Part 8: Immunity to magnetic fields
Road vehicles -- Component test methods for electrical disturbances from narrowband
150 11452-10 radiated electromagnetic energy -- Part 10: Immunity to conducted disturbances in the

extended audio frequency range

SAE (AUTOMOTIVE EMISSIONS AND IMMUNITY)

http://standards.sae.org

Document Number Title

Electromagnetic Compatibility Measurement Procedures and Limits for Components of

3/ Vehicles, Boats (Up to 15 M), and Machines (Except Aircraft) (50 Hz to 18 Ghz)

1M13/2 Electromagnetic Compatibility Measurement Procedures and Limits for Vehicle Components
(Except Aircraft)--Conducted Immunity, 15 Hz to 250 kHz--All Leads

JM3/4 Immunity to Radiated Electromagnetic Fields-Bulk Current Injection (BCI) Method

Jims/m Immunity to Conducted Transients on Power Leads

3/ Electrical Interference by Conduction and Coupling - Capacitive and Inductive Coupling via
Lines Other than Supply Lines

13/13 Electromagnetic Compatibility Measurement Procedure for Vehicle Components - Part 13:
Immunity to Electrostatic Discharge

3/ Electromagnetic Compatibility Measurement Procedure for Vehicle Components - Part 21:
Immunity to Electromagnetic Fields, 30 MHz to 18 GHz, Absorber-Lined Chamber

J1113/26 Electromagnetic Compatibility Measurement Procedure for Vehicle Components - Immunity
to AC Power Line Electric Fields

Jm3/27 Electromagnetic Compatibility Measurements Procedure for Vehicle Components - Part 27:
Immunity to Radiated Electromagnetic Fields - Mode Stir Reverberation Method

J1113/28 Electromagnetic Compatibility Measurements Procedure for Vehicle Components--Part
28--Immunity to Radiated Electromagnetic Fields--Reverberation Method (Mode Tuning)

1752/1 Electromagnetic Compatibility Measurement Procedures for Integrated Circuits-Integrated
Circuit EMC Measurement Procedures-General and Definition

0752/2 Measurement of Radiated Emissions from Integrated Circuits -- Surface Scan Method (Loop
Probe Method) 10 MHz to 3 GHz

0752/3 Measurement of Radiated Emissions from Integrated Circuits -- TEM/Wideband TEM (GTEM)
Cell Method; TEM Cell (150 kHz to 1 GHz), Wideband TEM Cell (150 kHz to 8 GHz)

15515 Performance Levels and Methods of Measurement of Magnetic and Electric Field Strength
from Electric Vehicles, Broadband, 9 kHz To 30 MHz

J551/15 Vehicle Electromagnetic Immunity--Electrostatic Discharge (ESD)
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https://www.iso.org/standard/54500.html
http://www.iso.org/iso/catalogue_detail?csnumber=38302
https://www.iso.org/standard/40831.html
https://www.iso.org/standard/42944.html
http://standards.sae.org
https://www.sae.org/standards/content/j1113/1_201310/
https://www.sae.org/standards/content/j1113/2_201008/
https://www.sae.org/standards/content/j1113/4_201404/
https://www.sae.org/standards/content/j1113/11_201201/
https://www.sae.org/standards/content/j1113/12_200608/
https://www.sae.org/standards/content/j1113/13_201106/
https://www.sae.org/standards/content/j1113/21_201305/
https://www.sae.org/standards/content/j1113/26_201305/
https://www.sae.org/standards/content/j1113/27_201206/
https://www.sae.org/standards/content/j1113/42_201012/
https://www.sae.org/standards/content/j1752/1_200610/
https://www.sae.org/standards/content/j1752/2_201106/
https://www.sae.org/standards/content/j1752/3_201106/
https://www.sae.org/standards/content/j551/5_201205/
https://www.sae.org/standards/content/j551/15_200906/
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1551/16 :Electro_magnetic_lmmunity - Off-Vehic_Ie $ource (Reverberation Chamber Method) - Part 16 -
mmunity to Radiated Electromagnetic Fields
1551/17 Vehicle Electromagnetic Immunity -- Power Line Magnetic Fields
J1812 Function Performance Status Classification for EMC Immunity Testing
J2628 Characterization--Conducted Immunity
J2556 Radiated Emissions (RE) Narrowband Data Analysis--Power Spectral Density (PSD)
GM

https://global.ihs.com

Document Number Title

GMW3091 General Specification for Vehicles, Electromagnetic Compatibility (EMC)-Engl; Revision H;
Supersedes GMI 12559 R and GMI 12559 V
General Specification for Electrical/Electronic Components and Subsystems,

GMW3097 Electromagnetic Compatibility-Engl; Revision H; Supersedes GMW12559, GMW3100,
GMW12002R AND GMW12002V
General Specification for Electrical/Electronic Components and Subsystems,

GMW3103 Electromagnetic Compatibility Global EMC Component/Subsystem Validation Acceptance
Process-Engl; Revision F; Contains Color; Replaces GMW12003, GMW12004 and
GMW3106

FORD

https://www.fordemc.com

Document Number

Title

EMC-(S-2009.1 Component EMC Specification EMC-CS-2009.1
FORD F-2 Electrical and Electronics System Engineering
FORD WSF-M22P5-Al Printed Circuit Boards, PTF, Double Sided, Flexible

DaimlerChrysler

DC-10614 EMC Performance Requirements - Components

DC-10615 Electrical System Performance Requirements for Electrical and Electronic Components
DC-11224 EMC Performance Requirements -- Components

DC-11225 EMC Supplemental Information and Alternative Component Requirements

DC-11223 EMC Performance Requirements -- Vehicle

Automotive Electromagnetic Compatibility Standards From
https://cecas.clemson.edu/cvel/emc/
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https://www.sae.org/standards/content/j551/17_201001/
https://www.sae.org/standards/content/j1812_201306/
https://www.sae.org/standards/content/j2628_201307/
https://www.sae.org/standards/content/j2556_201004/
https://global.ihs.com
https://global.ihs.com/doc_detail.cfm?currency_code=USD&customer_id=2125402B4A0A&oshid=2125402B4F0A&shopping_cart_id=2125402B480A&country_code=US&lang_code=ENGL&item_s_key=00329194&item_key_date=870831&input_doc_number=GMW3091&input_doc_title=
https://global.ihs.com/doc_detail.cfm?&item_s_key=00327561&item_key_date=840631&input_doc_number=GMW3097&input_doc_title=
https://global.ihs.com/doc_detail.cfm?currency_code=USD&customer_id=21254C2A4C0A&oshid=21254C2A4C0A&shopping_cart_id=21254C2A460A&country_code=US&lang_code=ENGL&item_s_key=00327563&item_key_date=870831&input_doc_number=GMW3103&input_doc_title=
https://www.fordemc.com
http://www.fordemc.com/docs/requirements.htm
http://global.ihs.com/doc_detail.cfm?currency_code=USD&customer_id=2125422C280A&oshid=2125422C2D0A&shopping_cart_id=2125422C270A&country_code=US&lang_code=ENGL&item_s_key=00382390&item_key_date=880000&input_doc_number=&input_doc_title=Electrical%20and%20Electronics%20System%20Engineering
https://global.ihs.com/doc_detail.cfm?currency_code=USD&customer_id=2125452B430A&oshid=2125452B460A&shopping_cart_id=2125452B4D0A&country_code=US&lang_code=ENGL&item_s_key=00355872&item_key_date=030208&input_doc_number=&input_doc_title=Printed%20Circuit%20Boards%2C%20PTF%2C%20Double%20Sided%2C%20Flexible
https://cecas.clemson.edu/cvel/emc/

ITEM

MEDICAL STANDARDS

COLLATERAL STANDARDS

https://www.webstore.iec.ch

Document Number Title

IEC 60601-1-1 Safety requirements for medical electrical systems

IEC 60601-1-2 Electromagnetic disturbances - requirements and tests

IEC 60601-1-3 Radiation protection in diagnostic x-ray equipment

[EC 60601-1-6 General requirements for basic safety and essential performance - Usability

IEC 60601-1-8 General requirements for basic safety and essential performance - Alarm systems

IEC60601-1-9 Requirements for environmentally conscious design

IEC 60601-1-10 Requirements for the development of physiologic closed-loop controllers

IEC 60601-1-T1 Medical electrical equipment and medical electrical systems used in the home healthcare

environment

IEC 60601-1-12 Medical electrical equipment and medical electrical systems used in the medical services

o environment

OTHER RELEVANT STANDARDS

https://www.webstore.iec.ch

Document Number Title

CISPR 11 Emission requirements for ISM equipment

IEC 60601-1 General requirements for basic safety and essential performance

IECTR 60601-4-2 Electromagnetic immunity performance

IECTR 60601-4-3 Considerations of unaddressed safety aspects in the third edition of IEC 60601-1
IECTR 62354 General testing procedures for medical electrical equipment

150 14708-1 Active implantable medical devices

For more extensive listings of medical standards, download the 2020 Medical EMC Guide:
https://learn.interferencetechnology.com/2020-medical-emc-guide/
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https://webstore.iec.ch/publication/16779
https://webstore.iec.ch/publication/2590
https://webstore.iec.ch/publication/2593
https://webstore.iec.ch/publication/2596
https://webstore.iec.ch/publication/2599
https://webstore.iec.ch/publication/2602
https://webstore.iec.ch/publication/2587
https://webstore.iec.ch/publication/22261
https://webstore.iec.ch/publication/2589
https://www.webstore.iec.ch
https://webstore.iec.ch/publication/25215
https://webstore.iec.ch/publication/2612
https://webstore.iec.ch/publication/24811
https://webstore.iec.ch/publication/22123
https://webstore.iec.ch/publication/6914
https://www.iso.org/standard/52804.html
https://learn.interferencetechnology.com/2020-medical-emc-guide/
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COMMON WIRELESS STANDARDS
ETSI STANDARDS

https://www.etsi.org

Document Number Title

Electromagnetic compatibility and Radio spectrum Matters (ERM); Short Range Devices
ETSI EN 300 220 (SRD); Radio equipment to be used in the 25MHz to 1000MHz frequency range with
power levels ranging up to 500mW

Electromagnetic compatibility and Radio Spectrum Matters (ERM); Wideband
transmission systems; Data transmission equipment operating in the 2.4 GHz ISM
band and using wide band modulation techniques; Harmonized EN covering essential
requirements under article 3.2 of the R&TTE Directive

Electromagnetic compatibility and Radio spectrum Matters (ERM); Short Range Devices
ETSI EN 300 330 (SRD); Radio equipment to be used in the 9kHz to 25MHz frequency range and inductive
loop systems in the 9kHz to 30MHz frequency range

ETSI EN 300 328

Electromagnetic compatibility and Radio spectrum Matters (ERM); Short Range Devices

ETSIEN 300 440 (SRD); Radio equipment to be used in the 1GHz to 40GHz frequency range

Electromagnetic compatibility and Radio spectrum Matters (ERM); Electromagnetic
ETSI EN 301 489-3 Compeatibility (EMC) standard for radio equipment and services; Part 3: Specific conditions for
Short Range Devices (SRD) operating on frequencies between 9kHz and 40GHz

Electromagnetic compatibility and Radio spectrum Matters (ERM); Electromagnetic
ETSI EN 301 489-17 Compatibility (EMC) standard for radio equipment and services; Part 17: Specific conditions
for Wideband data and HIPERLAN equipment

Broadband Radio Access Networks (BRAN); 5 GHz high performance RLAN; Harmonized
EN covering essential requirements of article 3.2 of the R&TTE Directive

ETSI EN 303 413 GPS receivers
ETSI EN 303 417 Wireless Power Transfer

ETSI EN 301 893

COMMON MILITARY RELATED DOCUMENTS
AND STANDARDS

The following references are not intended to be all inclusive, but rather a representation of available sources of additional
information and point of contacts. Downloadable from: http://everyspec.com.

Document Number Title

Military Operational Electromagnetic Environment Profiles Part 1C General Guidance, 1 Oct
MIL-HDBK-235-1 2010
MIL-HDBK-1857 Grounding, Bonding and Shielding Design Practices, 27 Mar 1998
MIL-STD-220C Test Method Standard Method of Insertion Loss Measurement, 14 May 2009
MIL-STD-449D Radio Frequency Spectrum Characteristics, Measurement of, 22 Feb 1973

Requirements for the Control of Electromagnetic Interference Characteristics of Subsystems
MIL-STD-461F .

and Equipment, 10 Dec 2007

Requirements for the Control of Electromagnetic Interference Characteristics of Subsystems
MIL-STD-461G .

and Equipment, 11 Dec 2015
MIL-STD-464( Electromagnetic Environmental Effects Requirements for Systems, 01 Dec 2010
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https://www.etsi.org/standards-search#page=1&search=ETSI%20EN%20300%20328&title=1&etsiNumber=1&content=1&version=0&onApproval=1&published=1&historical=1&startDate=1988-01-15&endDate=2017-06-07&harmonized=0&keyword=&TB=&stdType=&frequency=&mandate=&collection=&sort=1
https://www.etsi.org/standards-search#page=1&search=ETSI%20EN%20300%20330&title=1&etsiNumber=1&content=1&version=0&onApproval=1&published=1&historical=1&startDate=1988-01-15&endDate=2017-06-07&harmonized=0&keyword=&TB=&stdType=&frequency=&mandate=&collection=&sort=1
https://www.etsi.org/standards-search#page=1&search=ETSI%20EN%20300%20440&title=1&etsiNumber=1&content=1&version=0&onApproval=1&published=1&historical=1&startDate=1988-01-15&endDate=2017-06-07&harmonized=0&keyword=&TB=&stdType=&frequency=&mandate=&collection=&sort=1
https://www.etsi.org/deliver/etsi_en/301400_301499/30148903/02.01.01_30/en_30148903v020101v.pdf
https://www.etsi.org/deliver/etsi_en/301400_301499/30148917/02.02.01_60/en_30148917v020201p.pdf
https://www.etsi.org/deliver/etsi_en/301800_301899/301893/02.01.01_60/en_301893v020101p.pdf
https://www.etsi.org/deliver/etsi_en/303400_303499/303413/01.01.00_20/en_303413v010100a.pdf
https://www.etsi.org/deliver/etsi_en/303400_303499/303417/01.01.00_20/en_303417v010100a.pdf
http://everyspec.com
http://everyspec.com/MIL-HDBK/MIL-HDBK-0200-0299/MIL-HDBK-235-1C_23774/
http://everyspec.com/MIL-HDBK/MIL-HDBK-1800-1999/MIL-HDBK-1857_2459/
http://everyspec.com/MIL-STD/MIL-STD-0100-0299/MIL-STD-220C_21984/
http://everyspec.com/MIL-STD/MIL-STD-0300-0499/MIL-STD-449D_21852/
http://everyspec.com/MIL-STD/MIL-STD-0300-0499/MIL-STD-461F_19035/
http://everyspec.com/MIL-STD/MIL-STD-0300-0499/MIL-STD-461G_53571/
http://everyspec.com/MIL-STD/MIL-STD-0300-0499/MIL-STD-464C_28312/

ITEM

MIL-STD-1541A Electromagnetic Compatibility Requirements for Space Systems, 30 Dec 1987

Electromagnetic Compatibility and Grounding Requirements for Space System Facilities, 15
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WHAT IS THE MOST IMPORTANT
EMC DESIGN GUIDELINE?

INTRODUCTION

EMC design guidelines have always been a popular sub-
ject in the EMC design community. What is the most im-
portant EMC design guideline, i.e. the guideline with the
highest impact on the emission and immunity of electron-
ic circuitry? Studying books and literature from renowned
EMC experts often tells us that the most important EMC
design guideline is":

* Minimize loop areas associated with high-frequency (HF)
signal currents.

My preferred design guideline is another one. In this article
we will show with an experiment demonstration that there
is another design parameter that has much more impact
on the EMC behavior of an electronic circuit than just the
loop area of the signal current. Do you want to know which
design parameter this is? Read on.

EXPERIMENT DEMONSTRATION

o = LS mam

-
W, W,=W,=05mm

la. Coplanar sirips

W, = 0.5 mm
L]
h=15mm
—‘
i W, = 26 mm .

1. M crosrig

Figure 1. Printed Circuit Board configurations

The experiment demonstration consists of two configura-
tions on a printed circuit board: a coplanar strips line and a
microstrip line (Figure 1). Both lines have a length | = 100
mm. The coplanar traces have a width W =W__ . =0.5
mm. The distance between the two traces d = 0.5 mm. The
microstrip has a trace width W, = 0.5 mm. The width of
the ground plane underneath the trace is W__ . =26 mm.
The height of the trace above the ground plane is h = 1.5
mm. The copper thickness is 35 um and the relative dielec-

tric constant of the FR4 board material is € = 4.7.

Figure 2 shows the demo board with the coplanar strips and
microstrip lines.

Figure 3 shows the measurement setup. On the demo
board both lines are terminated with an SMA 50 Q RF load.
The input of the line is connected to the tracking gener-
ator output of the Rigol DSA815 spectrum analyzer with
an RG223 double braided coaxial cable of 1 m length. The
tracking generator output level is 100 dBuV (100 mV) over
the frequency range 30 MHz to 300 MHz. For the frequen-

cies involved the length | of the board traces is small com-
pared to the wavelength (I << 1 m). In both lines flows a
differential mode (DM) current |, = 100 mV/50 Q =2 mA.
With a current monitoring probe from Fischer Custom Com-
munications (F-61) the common-mode (CM) current on the
double braided coax cable is measured. The current probe
is connected to the input of the spectrum analyzer. By shift-
ing the current probe along the cable with the spectrum an-
alyzer in the max hold mode the maximum CM current is
recorded. The results will be discussed in the next section.

Figure 2. Demo board with coplanar strips and microstrip lines

microstrip

Now let’s have a look to the loop area of the high frequency
signal current. For the coplanar strips line, the signal cur-
rent loop area is approximately (taking the proximity effect
into account) | x d = 100 mm x 0.5 mm = 50 mm?. The mi-
crostrip line has a signal current loop area | x h = 100 mm
x 1.5 mm = 150 mm?. In our experiment demonstration the
current loop area of the microstrip configuration is 3 times
(10 dB) larger than that of the coplanar strips configuration.

At high frequencies (> MHz), signal currents take the path
of least impedance, this is generally the path of least in-
ductance, which is generally the path that minimizes the
loop area. Currents return as close as possible to the path
of the outgoing current. In the case of the microstrip most
of the return current flows in the ground plane directly un-
derneath the signal trace.
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RESULTS AND DISCUSSION

The measurement results of the maximum CM current for
the coplanar strips and microstrip configuration are depict-
ed in Figure 4. Over the full frequency range from 30 MHz to
300 MHz the coplanar strips line generates approximately
20 dB higher CM currents than the microstrip line, although
its current loop area is 10 dB smaller. The CM current limit
line of 10 dBpA (3 pA) shown in Figure 4 is based on the far
field radiation of a resonant half wave dipole antenna and
corresponds roughly with a maximum electric field strength
of 30 yV/m (30 dBpV/m) at a 10-meter distance from the
antenna (legal radiated emission limit). The current probe
F-61 has a transfer impedance of 20 Q in the frequency
range 30 MHz to 300 MHz. So, a current of 3 yA will give at
the 50 Q input of the spectrum analyzer a voltage of 3 pA x
20 Q =60 yV = 36 dBuV.

What is the physics behind this CM current generation?
The DM current |, in the circuit loop on the board induces
a CM voltage V  across the ground return conductor. This
CM ground voltage Vg acts as the antenna voltage for the
cable connected to the board and generates antenna cur-
rents (CM currents) on the shield of the coax cable. The ca-
ble is an efficient antenna in the frequency range 30 MHz to
300 MHz and in the graphs in Figure 4 the cable resonanc-
es are clearly visible. The radiated emission is proportional
to the antenna current (CM current).

gsRef 86,00 dBuy At 10408
| . o +
A |~ ~— Coplanar strips__—
1V \ ey e ——
65, / e
FM amblent interference
56"1' ,
If\ln Microstrip
b &

10 dByA (3 pA) limitline 35 00 dBUV]
3| !
2]

4=05mm W, =D.5mm
16 - -
W, W =W, s05mm jh = 1.5mm
6l
W, =26mm

| Coplanar strips Microstrip
"“Center Freq 165 00 Wiz Span 270.00 WHz
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Figure 4. Measurement results common-mode current coplanar strips versus microstrip

The CM ground voltage is determined by the partial induc-
tance of the ground return lead: V,, = |DM2'ITng.

As a first order approximation for the partial inductance of a
microstrip ground plane we can use the formulaZ

L, = (W h)/(2W ) if W >>h  permeability u, = 41107 (H/m).

The ground plane inductance L_ (Henry/m) is proportional
with the trace height h (m) above the plane and inversely
proportional with the ground plane width Wg (m).

For our microstrip configuration (h = 1.5 mm, Wg =26 mm)
the resulting ground plane inductance is:

= 36 nH/m.

g microstrip

ITEM 2021

For our coplanar strips configuration (d = 0.5 mm, Wg =
0.5 mm) the inductance of the ground return trace is ap-
proximately:

P 300 nH/m, i.e. an 18 dB higher inductance
than that of the microstrip ground plane.

This difference of approximately 18 dB in ground return in-
ductance is reflected in the CM current (radiated emission)
plots of the coplanar strips and microstrip in Figure 4. The
lower the ground return inductance the lower the radiated
emission. In® the theory of partial inductance to control emis-
sions is explained very clearly.

CONCLUDING REMARKS

From the experiment we learn that although the differential
mode current loop area of the microstrip line is much larger
(10 dB) than that of the coplanar strips line the radiated
emission of the microstrip line is much lower (20 dB) in the
frequency range 30 MHz to 300 MHz. The main reason for
this behavior is the partial inductance of the ground return
lead. The ground plane of the microstrip has a much low-
er inductance than the ground trace of the coplanar strips,
which results in a much lower common-mode ground volt-
age for the microstrip line and consequently a much lower
radiated emission. The design parameter that has the high-
est impact on the EMC performance of an electronic circuit
is not just the signal loop area but the partial inductance of
the ground return conductor.

We may conclude that the most important EMC design guide-
line is:

* Minimize the inductance of the ground return conductor.

On a printed circuit board this can be realized by making
the ground return conductor shorter, placing the signal trace
closer to the ground plane AND by making the ground re-
turn plane wider. This is also valid for flex foil cables. The
ultimate example of an extremely low ground return induc-
tance (low transfer impedance) is an HF coax cable with a
semi-rigid coaxial shield. This solid shield results in hardly
any field leakage, assuming perfect connectors.

Do you have a different opinion? Let's start a discussion!
Contact Marcel at: marcel.van.doorn@home.nl
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PART 1: RADIATED EMISSIONS

Those of us who are either in-house or independent EMC
consultants can benefit greatly by assembling our own
EMI troubleshooting kit. I've depended on my own kit for
several years and it has proven not only valuable, but de-
picts a sense of professionalism in dealing with your own
product development engineers, their managers, or your
clients, as the case may be. Mine is designed around a
Pelican 1514 roller case (http://www.pelican.com) that in-
cludes a padded divider, so it is easy to transport to the
area needed. You'll also want to order the optional lid or-
ganizer, model 1519, for carrying extra tools, cables, and
other small parts. See Figure 1.

This article will summarize what I've included in my own
kit, and because everyone’s needs might be a little differ-
ent, you’ll want to use this information as a guide. Feel
free to add or subtract tools and test equipment as de-
sired. You should expect to spend about $3k to $5k for the
complete kit, depending on whether you make a lot of DIY
probes or buy commercial, but this price range includes a
spectrum analyzer.

Figure 1 - Troubleshooting kit with most of the major components shown. The spectrum an-
alyzer is the Thurlby Thandar model PSA6005 and tunes from 10 MHz to 6 GHz. Everything
fits inside a Pelican 1514 roller transit case. The contents are described in Part T and Part 2
of this article

I’ll list just the most important items for assessing radiat-
ed emissions in Part 1. Part 2, at the end of this article,
will include additional items required for assessing var-
ious immunity tests, along with many other useful tools
and equipment. Some of this information is based on the
book, EMI Troubleshooting Cookbook for Product Design-
ers[1], by Patrick André and Kenneth Wyatt, with foreword
by Henry Ott.

SPECTRUM ANALYZERS

You’re probably wondering about the spectrum analyzer, so
we'll start with that first. The spectrum analyzer is the one
piece of gear that's essential for EMI troubleshooting, but
has traditionally been the most expensive item in anyone’s
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kit. Many smaller or mid-sized companies may not have
the budget to purchase a lab quality analyzer, which can
start at a base price of $10k, or more. While you may find
older used spectrum analyzers on sites, such as eBay or
from used equipment dealers, several manufacturers are
now making lower cost quality instruments that are perfect-
ly adequate for troubleshooting and pre-compliance work.
I've listed several instruments from which to choose — in
categories, good, better, and best.

GOOD - I've run into a very low cost spectrum analyzer
solution; the Triarchy Technologies (http://triarchytech.com)
USB-controlled spectrum analyzer, which is about the size
of a large thumb drive (Figure 2). Triarchy makes several
models covering up to 12 GHz, but their Model TSA6G1
covers most of the commercial frequency range of 1 MHz to
6.15 GHz, can measure signals from -110 to +30 dBm, and
costs just $629 through their eBay store or through their
North American distributor, Saelig Electronics (http://www.
saelig.com). The unit comes with Windows PC software
and works perfectly well for troubleshooting. | wouldn’t nec-
essarily use it for pre-compliance testing, but it should still
provide a good enough indication as to whether you’re in
the ballpark of passing or failing.

Figure 2 - Here's an example of a low cost USB powered spectrum analyzer. This one is made
by Triarchy Technologies and is sensitive enough for general EMI troubleshooting. The model
TSA6G1 tunes from 1 MHz to 6.15 GHz.

BETTER -You may want to consider a better quality analyz-
er. I've been using the Thurlby Thander (TTi) PSA2702T (1
MHz to 2.7 GHz handheld, at $1695) for several years now
(Figure 3) and recently upgraded to the model PSAG005.
TTi is a British company (http://www.aimtti.com in the UK
and http://www.aimtti.us in the U.S.), well known for their
lines of test and measurement equipment. Newark (http://
www.newark.com) and Saelig Electronics (http://www.
saelig.com) are the North American distributors. Many oth-
er independent consultants are also using this one. It’s truly
handheld and will easily fit into the recommended transit
case. TTi also sells a similar handheld model PSA6005 that
tunes from 10 MHz to 6 GHz and costs about $2,700.

These analyzers offer most of the usual settings for reso-
lution bandwidth, frequency setting, saving/recall of instru-
ment setups, different detectors, averaging, and max hold.
The controls are all laid out at the bottom of the screen in
a hierarchical fashion top to bottom. They also include two
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Figure 3 - The Thurlby Thandar PSA2702T is an affordable portable spectrum
analyzer that covers 1 MHz to 2.7 GHz. The cost is just $1,695 from Saelig or
Newark Electronics (Photo, courtesy Thurlby Thandar Instruments).

Figure 4 - The Rigol DSA815 is an affordable spectrum analyzer that covers 9 kHz
to 1.5 GHz. The hase cost is just $1,295. Rigol also has models in the series that
cover up to 7.5 GHz. (Photo, courtesy Rigol Electronics).

2021

Figure 5 - The new Siglent SSA3000X-series spectrum analyzer tunes
from 9 kHz to 2.1 GHz or 3.2 GHz, depending on the model.

Figure 6 - The Rohde & Schwarz FPH “Spectrum Rider” portable
spectrum analyzer tunes from 5 kHz to 2 GHz or an optional
upper limit of 3 or 4 GHz as budgets allow. The specifications are
very similar to much higher-priced lab quality analyzers and the
base price is just $5,280.

cursors, which can read out both frequency and amplitude
simultaneously. There is also USB connectivity for control
by free PC software. Battery life is very good at four to six
hours. | can plug in a near field probe directly to the RF
input and use the entire unit to quickly evaluate a large sys-
tem for EMI issues.

BEST — There are several affordable choices of quality
bench top analyzers. My two favorites include the Rigol
DSA815 (Figure 4) and Siglent SSA3000X-series (Figure
5). Rigol Electronics, a test & measurement company based
in China (http://www.rigolna.com), offers their $1,295 Mod-
el DSA815TG (9 kHz to 1.5 GHz) spectrum analyzer with
optional tracking generator ($200). The extra EMI option
($599) will give you the three EMI resolution bandwidths
(200 Hz, 120 kHz and 1 MHz) and quasi-peak detector. The
front panel is nicely laid out and easy to use. Screen cap-
tures may be made for documentation purposes and soft-
ware is available to control the analyzer from your Windows
PC. The unit includes all the usual features of a more ex-
pensive lab-grade analyzer, but is accurate enough for all
your pre-compliance and troubleshooting needs. Besides
the usual controls, you can display up to three traces and
six markers. The tracking generator allows you to evaluate
filters, antennas, and resonances.

Another recent offering from Siglent Technologies (http://www.

siglent.com), also based in China, is their SSA3000X-series
of low-cost spectrum analyzers. It uses the same compact
form factor as the Rigol, but is a little wider to accommodate
the wider video display. The base unit tunes from 9 kHz to
2.1 GHz, with another model going to 3.2 GHz. There is a
similar EMI and tracking generator option. The control layout
is similar to the Rigol and easy to use. Both models offer
slightly improved specifications in amplitude accuracy and
frequency resolution. The free Windows PC software will
also help define limit lines and perform automated pre-com-
pliance testing and documentation.

Finally, there’s a third option to consider that’s very afford-
able, considering it has similar specifications as lab quality
analyzers. Rohde & Schwarz (https://www.rohde-schwarz.
com/us/home_48230.html) recently announced their FPH
“Spectrum Rider” portable analyzer, whose base price
starts at $5,280 (Figure 6). | also recommend you purchase
the built-in preamplifier option for $440. | had a chance
to review this and was pleasantly surprised. The unit has
much of the functionality as much pricier analyzers, but is a
compact battery-operated portable. It will exceed my price
total budget for the total troubleshooting kit, though!

The instrument controls are all laid out clearly and | really
didn’t need the user guide to start using it. The unit tunes
from 5 kHz to 2 GHz, with 3 or 4 GHz as options. While
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there’s no tracking generator option, the unit does have a
lot to offer as far as accuracy and useful features. The bat-
tery life is rated at eight hours and the unit is moisture proof
with an easy to read display, even in full sunlight. Perfect
for field use!

Any of these analyzers should do well for you, but my pref-
erence (if traveling light) remains the TTi PSA2702T be-
cause it's fast to use and fits so well into the transit case,
avoiding my carrying a second piece of gear. The advan-
tage of the Rigol or Siglent analyzers is that they are more
accurate than the TTi PSA2702T and include a preamp,
tracking generator, the EMI bandwidths and quasi-peak de-
tector. However, for the base price, they're limited to just
1.5 or 2.2 GHz respectively. The tracking generators are a
valuable troubleshooting tool for determining resonances
and filter responses. Of course, both Rigol and Siglent have
models that go higher in frequency (7.5 and 3.2 GHz, re-
spectively) for additional cost. The Rohde & Schwarz ana-
lyzer has even better specifications and is battery-powered,
but has no means to add a tracking generator.

REAL TIME SPECTRUM ANALYZERS

If your products include wireless or fast serial data streams,
you might wish to consider one of these affordable real-time
spectrum analyzers. A real-time spectrum analyzer has the
ability to capture brief intermittent signals and are perfect for
capturing modulated wireless or digital signals, as well as
general EMI troubleshooting. Low-cost examples might in-
clude the Tektronix (http://www.tek.com) RSA306 (Figure 7)
or Signal Hound (http://signalhound.com) BB60C (Figure 8).
Both include feature-rich PC software. Either model should
fit nicely into the transit case, as both are relatively small.

Figure 7 - The Tektronix RSA306 USB-controlled real-time specirum analyzer covers 9 kHz
to 6.2 GHz and has a real-time bandwidth of 40 MHz. The base cost is $3,489 and there are
several digital modulation display options.

Figure 8 - The Signal Hound BB60C USB-controlled real-time spectrum analyzer covers 9 kHz
to 6 GHz and has a real-time bandwidth of 27 MHz. The cost is $2,879.
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For a more detailed review of these two analyzers, as well
as several other lab-quality models, be sure to download
the new 2016 Real-Time Spectrum Analyzer Mini Guide[2]
from Interference Technology.

Real-time analyzers can detect and capture very short in-
termittent pulsed signals. For example, within the 2.4 GHz
ISM band, you’ll see the entire spread spectrum Wi-Fi sig-
nal, as well as the frequency-hopped Bluetooth signals
very clearly. You can even observe multiple Wi-Fi access
points on the same channel. This isn’t possible with normal
swept-frequency spectrum analyzers. They also commonly
include “waterfall” displays of frequency and amplitude ver-
sus time — a very powerful troubleshooting tool for intermit-
tent EMI issues.

TROUBLESHOOTING WITH SPECTRUM ANALYZERS
Typically, we’ll use E-field and H-field probes, clamp-on
current probes, or voltage probes with spectrum analyzers.
These are described more fully later.

For troubleshooting purposes, it’s also possible to use stan-
dard oscilloscope probes with spectrum analyzers. Just
make sure any scope probe or E-field probe is capacitively
coupled in the signal line (or use a capacitive isolation adapt-
er or DC block at the analyzer input), so that large DC volt-
ages won't be introduced at the analyzer’s sensitive input.
That's a good way to damage the front-end circuitry. Don't
put much faith in the absolute measurement, as a 10:1 probe
connected to a 50-Ohm spectrum analyzer input won't likely
be very accurate. However, you can still measure relative
improvements as the troubleshooting process progresses.
Rigol Electronics has an application note on how to use an
oscilloscope probe with a spectrum analyzer[3].

NEAR-FIELD PROBES

Near-field probes, or “sniffer” probes, are small electric or
magnetic field pickup devices used to determine the source
of emissions generated by a circuit or component (Figure
9). The E-field probe is essentially a stub antenna at the
end of a coaxial line. An E-field probe can be made by cut-
ting away about 1/4-inch of the outer shield, exposing the
center conductor. Insulate the end, so it won’t short to any-
thing. The H-field probe is generally a small loop of coaxial
cable made by connecting the center conductor to the outer
shield. The size of the stub or loop determines the sen-
sitivity of the probe but can also limit its upper frequency
range and its ability to localize the source. These near-field
probes are easy to make yourself from regular or semi-rigid
coax cables.

Near-field probes can be either very useful or very mislead-
ing. Larger probes, which are more sensitive, can pick up
ambient readings from high-powered broadcast radio and
TV. One way to determine an individual probe’s sensitivity
to ambient signals is to measure the frequency range of 88
to 108 MHz in the FM broadcast radio band. If your favorite
station shows up on the oscilloscope or spectrum analyzer,
you need to be careful to ignore ambient signals. To do this,
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move the probe away from the unit and power down the
unit if possible. If the signal does not go away, you should
ignore that particular frequency as an ambient.

H-field probes couple best when oriented in the same plane
as the wire, cable, or circuit trace because this allows the
most H-field lines of flux to penetrate through the loop (Fig-
ure 10). The larger loop probes will be the most sensitive,
but not as high a spatial resolution as the smaller loop
probes. The smallest probes can trace RF noise currents to
a single trace or integrated circuit pin.

Most H-field loop probes are shielded for E-fields, but
the capacitance between the shielding and circuit being
measured adds a parasitic capacitance that can cause a
high-frequency resonance (about 700 to 1,000 MHz, de-
pending on the probe design). By constructing an unshield-
ed loop you can avoid this resonance, but then you also
sacrifice rejection of E-fields.

Because most circuit traces are low impedance, and are
therefore relatively high current structures, H-fields tend to
dominate in digital products. We tend to use H-field probes
to locate “hot” signal sources on cables or circuit traces
(Figure 11). By carefully sweeping the probe around on the
circuit board and interior cables, areas of high emissions
can be located. On the other hand, E-field probes are most
useful for detecting leakage in chassis seams or gaps,
where there might be high levels of E-fields.

You need to be careful when mapping out “hot spots” of
RF energy. Just because you measure a high field level in
a certain part of the circuit board or cable, does not neces-
sarily mean that energy will be coupled out and radiate. It
all depends on whether there is a coupling path from the
RF energy source to some “antenna-like” structure, such
as an I/O or power cable. Generally, near field probes are
good for identifying potential emission sources, but | rely
on nearby antennas to troubleshoot actual emissions from
a product.

If you prefer low cost commercial probes, | can recommend
the set from Beehive Electronics (http://beehive-electron-
ics.com) or Tekbox Digital Solutions (http://www.tekbox.
net). The Beehive probe set is $300 and you'll also want to
include the 1m long SMB to SMA cable for $50 (Figure 12).
Tekbox sells a set of four probes with cable for $200 and
the probe set with broadband preamplifier for $330. Saelig
Electronics (http://www.saelig.com) is the North American
distributor for Tekbox. The Beehive probes may be ordered
directly from Beehive Electronics.

CURRENT PROBES

Clamping a current probe around a wire or cable will mea-
sure the common-mode RF currents flowing in that wire or
cable. They typically use a toroidal core of broadband fer-
rite or similar material. The frequency range and sensitivity
of the probe will depend on the type of material used and
the number of turns of wire wound around the core as a

Figure 9 - A few Efield and H-field probes made from short pieces of
semi-rigid or flexible coax cables.

H

/)

Figure 10 - Proper positioning of an H-field probe for maximum coupling.

Figure 11 - Using an H-field probe to locate hot spots on a circuit board. For higher
resolution measurements, smaller probes should be used.

Figure 12 - A typical near-field probe set. In this picture, there are three H-field
loop probes and one E-field probe. (Courtesy, Beehive Electronics.)
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pickup. On emission-only probes, a resistive network is of-
ten used to control the impedance and flatten the response.
This response is known as the correction, transfer imped-
ance, or transducer factor. Similar current probes can be
used to inject RF energy into a cable and are called bulk
current injection (BCI) probes. They are used for conducted
RF immunity tests.

Current probes are very useful as a troubleshooting tool.
Measuring current on certain cables can indicate which
cables may be the main cause of radiated emissions. The
reduction of RF currents on those cables can often reduce
the radiated emissions from the equipment under test. Im-
portantly, by knowing the harmonic common-mode current
flowing in the cable at a certain frequency you can calculate
the expected E-field emission level and compare to the ra-
diated emission limit. In other words, you can predict pass/
fail for a particular cable by simply measuring the RF cur-
rent through that cable. Refer to the article below for details.

It's possible to make your own current probes from ferrite
toroids or clamp-on chokes (Figure 13). | published an ear-
lier article, The HF Current Probe: Theory and Application,
on making and using current probes for Interference Tech-
nology in the 2012 EMC Directory and Design Guide[4] and
would refer you to that resource for more detail.

The advantage of commercial current probes is that they
easily clamp around the wire or cable to be evaluated and
they are calibrated to accurately read RF current. While
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the Fischer model F-33-1 probes (http://fischercc.com) are
used as an example (see Figure 14), there are many other
good manufacturers of current probes, such as Pearson,
Rohde & Schwarz, Teseq, Solar, and ETS-Lindgren.

ANTENNAS

EMI antennas can be very expensive, so | recommend
smaller, low-cost antennas, such as the rabbit ears TV an-
tenna still available in some TV and electronic parts stores
(Figure 15). UHF TV “bowtie” antennas also work well from
300 to 800 MHz. They will perform just fine for troubleshoot-
ing purposes.

Remember, EMC troubleshooting relies more on relative
changes, rather than absolute changes. For example, if you
know you're product is failing by 4 dB, reducing the problem
harmonic by 10 dB at your own facility, as measured with
a nearby antenna, should provide a reasonable assurance
of passing.

Also available are low-cost (under $30) PC board broad-
band log-periodic antennas from Kent Electronics (www.
wabvjb.com) in Figure 16. These are designed for several
frequency bands, starting at 400 MHz and have about a 6
dB gain across the band. They work well for general trou-
bleshooting and are what | currently use. Being flat, they fit
easily into the transit case.

| mount mine using a small tabletop photo tripod and a DIY
fixture made from PVC pipe (Figure 17). | tapped and thread-

Figure 13 - An example of simple current probes you can make to measure harmonic RF
currents in cables.

Figure 14 - A matched set of clamp-on Fischer Custom Communications model F-33-1 current
probes. While not imperafive to purchase, a matched set is very useful for advanced trouble-
shooting 1/0 cable emissions. They can sense RF currents of a few microamps.

Figure 15 - Simple rabbit ears TV antennas may be used to pick up radiated emissions from
a product under test. It will tune from 85 to about 220 MHz depending on how long the
elements are extended. Epoxy a BNC connector o the housing and connect each terminal to
the telescoping elements.

Figure 16 - These PC hoard log-periodic antennas are low in cost and are resonant in several
bands from 400 MHz to 11 GHz. They are available from http://www.wa5vib.com.
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ed the 90-degree coupling to fit the tripod and used a hand-
saw to cut a narrow slit in the other end. The PC board just
presses into the slot. | left the horizontal piece unglued, so |
can rotate the antenna for horizontal or vertical polarization.

For a little more cost, | also like the small active broad-
band antenna from Aaronia AG (Figure 18). Their model
BicoLOG 30100X covers 30 to 1000 MHz and includes a
battery-operated broadband preamplifier. The cost is just
$1,299 and may be ordered directly from Aaronia AG in
Germany (http://www.aaronia.com/products/antennas/Bi-
coLOG-30100-X/) or their North American distributors, Kalt-
man Creations (http:/kaltmancreationslic.com) or Saelig
Electronics (http://www.saelig.com). Aaronia also has com-
pact antennas that tune from 700 MHz to 6 GHz.

Whether an antenna is resonant at the frequency harmonic of
concern is not that important. So long as you can observe the
RF harmonics at a distance of 1m, or more, the troubleshoot-
ing process can start. Figure 19 shows my typical setup for
evaluating and troubleshooting radiated emissions. By moni-
toring the spectrum analyzer as you try various fixes, you can
see immediately whether progress has been made. The best
part is that you can do this testing right at your lab bench.

FERRITE CORES AND CHOKES

RF currents on cables (and associated radiated emissions)
may usually — but not always — be reduced by clamping a fer-
rite choke around the 1/0 or power cable nearest the source
of RF noise. Adding a few of these chokes in various sizes to
your kit would be helpful for troubleshooting (Figure 20). It's
sometimes best to use a large (2.4 inch) toroid ferrite core of
31, or similar, material with multiple turns through it for use
in frequencies below 30 MHz. This is a common cure for in-
terference to (or from) consumer equipment. Most common
beads and clamp-on ferrites are generally more effective at
frequencies in the 100s of MHz, unless the ferrite material is
specifically designed for lower frequencies.

2021

MISCELLANEOUS

Adhesive copper tape is also useful for sealing enclosure
joints temporarily during troubleshooting. Rolls of this tape
may be purchased from electronics distributors at $30, or
more, per roll. I've also found that “snail tape” (under $10)
used in gardening may be substituted. This may be found in
garden stores or on Amazon. Take care not to cut yourself
on the sharp edges.

Aluminum foil is also handy as a troubleshooting tool for
wrapping around an interfering product to assess whether
additional shielding might help. Note that aluminum foil is
not as effective at power line frequencies.

Finally, a selection of capacitors, resistors, inductors, and
common-mode chokes is useful for applying filtering to 1/0,
microphone, and power line cables.

REFERENCES

[1] EMI Troubleshooting Cookbook for Product Designers is
available from Amazon and Stylus Publishing in the
U.S., and from The IET in Europe. Go to http://www.
emc-seminars.com or http://www.andreconsulting.com
for specific links.

[2] Download the 2016 Real-Time Spectrum Analyzer
Mini Guide, from Interference Technology here: http://
itemmedia.wufoo.com/forms/p17royzx0hi32fe/.

[3] How To Use A Probe with a Spectrum Analyzer: http://
www.rigolna.com/products/spectrum-analyzers/
dsa800/dsa815/

[4] The HF Current Probe: Theory and Application: https://
interferencetechnology.com/the-hf-current-probe-theo-
ry-and-application/.

Figure 18 - A small broadband acfive antenna
from Aaronia that is very useful for bench top
troubleshoofing of radiated emissions.

Figure 17 - One of the PC board
log-periodic antennas mounted
to a fabletop camera fripod. By
setting this up near the product
under test, the emissions may he
observed during troubleshoofing.

£
=

Figure 20 - Examples of various clamp-on
ferrite chokes.

Figure 19 - The typical setup used fo troubleshoot radiated emissions. Position the antenna
and specirum analyzer about 1m away from the product under fest so you can observe prog-
ress in real time.
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PART 2: MISCELLANEOUS ADDITIONS AND IMMUNITY

USEFUL ADDITIONS TO YOUR KIT

Sometimes the signal level from near field probes needs
a boost — especially from the smaller-diameter H-field
probes. For this, | recommend a broadband preamplifier,
such as those available from Mini-Circuits (Figure 1), Bee-
hive Electronics, Tekbox, or Aaronia AG. There are many
other manufacturers of these from the larger test and mea-
surement companies.

3a)in'AA holder

g resistor)

Figure 1. The Mini-Circuits model ZX60-3018G-S broadband 20 - 3,000 MHz pre-
amplifier mounted on a PC board has a 20 dB gain and 2.4 dB noise figure. It's
powered by two 6 V batteries mounted in a single AA holder. The price is about $50
through their web site (hitp://www.minicircuits.com).

Beehive Electronics also has a nice preamplifier that can
be powered from an exterior 9V battery plugged into the
power input jack (Figure 2). This makes the unit portable
with one less line cord to deal with. The unit has 30 dB of
gain from 100 kHz to 6 GHz, which covers all the commer-
cial frequency ranges of interest. The cost is $525 through
Eheir web site (http://www.beehive-electronics.com).

Metal knitting needles may be used as antennas by touch-
ing to the circuit board or pins of a connector. Being metal,
they will act as an extended antenna. If the circuit connec-
tor pin is a source of RF, this may increase when touched
with the metal knitting needles. Be sure to insulate the han-
dle end of needle for safety reasons and take care to avoid
shorting out circuits.

Figure 2. Beehive Electronics makes a $525 30 dB gain broadband preamp that is useful
from 100 kHz to 6 GHz.

ITEM 2021

Plastic knitting needles, crochet hooks, or probes may be
used to manipulate wires or press on chassis without hav-
ing to touch the equipment, which can change its effective
radiation (Figure 3).

Figure 3. Metal and plastic knitting needles may be used to test for RF energy on connector
pins. Plastic crochet hooks can manipulate cables without having to touch them.

USEFUL RADIATED IMMUNITY ITEMS

One of the more frequent product failures | see is radiated
immunity. That is, the product under test is susceptible to
outside RF transmitters. There are a number of low cost
solutions to help check the sensitivity of your product to
external RF energy.

One of the simplest is a small handheld Family Radio Ser-
vice (FRS) license-free walkie-talkie (Figure 4). These pro-
duce about 1/2-watt in the 465 MHz band and may be used
to quickly check the susceptibility to RF, in general. Best
of all, they sell for about $30 a pair. Just press the transmit
button briefly and hold it near your product to see if it in-
duces any upset or instrument lockup. I've resolved many
radiated immunity problems with nothing more than one of
these radios.

Figure 4. A typical 0.5W 465 MHz Family Radio Service two-way radio. Some other countries
have similar license-free radios that may be used for simple radiated immunity testing.

For a more elegant and controlled test, | find the PC-con-
trolled RF synthesizer; model SynthNV, from Windfreak
Technologies to be ideal (Figure 5). It will produce up to
+19 dBm (90 mW) into 50 Ohms. The unit tunes from 34
MHz to 4.4 GHz in user-defined steps as low as 1 kHz. It
can also modulate the RF with AM or pulse modulation,
which is useful for commercial or military immunity testing
according to the respective standards. The price is $599
from their web site (https://windfreaktech.com).

To perform a quick immunity test with the SynthNV, simply
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Figure 5 - The Windfreak Technologies RF synthesizer is small and can produce up to +19
dBm from 34 MHz to 4.4 GHz. It can also modulate the RF with AM or pulse.

attach the larger size H-field probe to the output and scan
the probe around on your circuit board and any intercon-
necting or I/0 cables. Adjust the frequency to step every 50
MHz, or so, for each scan throughout the desired frequen-
cy band. For more details, refer to the article, Inexpensive
Radiated Immunity Pre-Compliance Testing!".

Another very effective source of broadband RF emissions
is a “chattering relay”. This is actually specified in certain
MIL-STD-461 and DO-160 standards. A chattering relay is
merely a line or DC-operated relay with the normally closed
contacts wired through the coil. When powered, the relay
coil opens the contacts, which then deactivate the cail,
allowing the contacts to close again. This continues with
a loud buzzing sound as the contacts continuously open
and close. The inductance of the coil creates a 600 to 800
volt repeated arcing across the contacts. This produces a
broadband RF noise spectrum as high as 1 GHz. Accord-
ing the standards, closely coupling the cable of the chatter-
ing relay to the product’s power cable, is a rather rigorous
immunity test. | find that simply holding the relay near your
product circuitry should reveal any issues pretty quickly.

TESTING FOR ELECTROSTATIC

DISCHARGE (ESD)

The other frequently encountered EMC issue | find is due
to susceptibility to ESD. With the trend towards lower pow-
er supply voltages (5V to 3.3V to 1.8V to 1.2V, and lower)
is the overall reduction in noise margin for digital circuits.
There are a number of low cost tools we can use to evalu-
ate our products for ESD immunity.

Normally, ESD current pulses of up to 8 or 15 kV are
applied to any external metal that could be touched by
the equipment operator. This would include front panel
controls, displays, connector ground shells, metal enclo-
sures, and the like. Exceptions under most ESD stan-
dards would preclude testing directly into I/O pins or
internal circuitry. | must caution you that this test is po-
tentially destructive, so | usually try to test less sensitive
points first and with lower test voltages.

2021

Of course, the best approach would be to use a commer-
cial ESD simulator. | like the KeyTek MiniZap (Figure 6).
While new ones can cost about $20k, these may be com-
monly found in the used market for under $3,000. How-
ever, to fit within our $5,000 maximum budget, here are
some alternatives that will help characterize the ESD im-
munity of your product.

Figure 6 - The Keytek Mini-Zap is a handy handheld ESD simulator that can test up to 15
kV. The contact discharge tip is shown.

There are various piezoelectric spark sources, such as
BBQ lighters, that will produce several kV of electricity.
One | like is the Coleman brand butane lighter, because
you don’t need to open the gas valve in order to trigger a
spark (Figure 7). By carefully removing part of the outer
metal shroud with a Dremel tool, you'll expose the center
tip where the arcs originate. Connecting a ground return
wire to the metal shroud will complete the circuit. Just place
the product under test on a metal-top table (or lay out some
aluminum foil to cover the table top as a conductive plane).
You'll need a way for the electrostatic charges to bleed off
the metal plane, and you can connect a 1 Megohm resistor
from the metal plane to earth. Then, connect the ground
return wire to the metal plane, hold the lighter tip within 1/4-
inch and start triggering the arcs. This lighter will produce
from 4 to 6 kV discharges.

Figure 7 - The Coleman brand lighter is unique that the butane has a separate control
switch with no need to empty the reservoir. Cut the metal shroud back with a Dremel tool
to expose the tip and connect a length of grounding wire. It produces about 4 to 6 kV from
the piezoelectric element when the trigger is pulled.

The problem with ESD susceptibility is that it usually occurs
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infrequently. Therefore, you'll also want a way to detect ESD
discharges to help indicate when an event occurred. An
inexpensive AM broadcast receiver (Figure 8) will make a
simple ESD detector. Just tune the radio off-station, so you
just hear the background hissing. You'll be able to hear ESD
events as “clicks” in the static.

Figure 8 - An AM broadcast band radio tuned off-station is useful for detecting the “clicks” of ESD
events.

If you're handy with electronic projects, you can also make
the DIY ESD detector and counter found on my personal
web site. It is based on a popular lightning detector circuit.
The construction article may be found under “Technical
Articles” at http://www.emc-seminars.com. The basic cir-
cuit includes the detector and a pulse-stretcher circuit. By
adding extra switch transistors, you can add various indi-
cators. Mine will blink a light, beep a buzzer, and also has
a digital event counter.

A better commercial tool would include the “ESD Pro” ESD
detector (Figure 9), manufactured and sold by Static Con-
trol Systems (http:/staticcontrol.descoindustries.com). It is
extremely sensitive and will detect ESD from hundreds of
feet away.

Figure 9 - A typical commercial ESD detector. This one is the model “ESD Pro” from Static
Control Systems (Courtesy Static Control Systems).

One very useful tool is a SmartTweezer RLC meter from
Advance Devices (Figure 10). This small tweezer can help
you identify surface mount (or leaded) resistors, capaci-
tors, or inductors. The calculation is fast and because it

ITEM 2021

Figure 10 - The SmartTweezer RLC meter is helpful for measuring surface- mount compo-
nents. Pictured is the Advance Devices model ST5, that costs $387 through their web site
(http://www.advancedevices.com).

measures both the real and imaginary parts, can also read
out ESR or ESL of components. The accuracy is compa-
rable to lab-grade analyzers, and will easily fit in your kit.

OSCILLOSCOPES

I'd like to discuss one last piece of recommended equipment
- oscilloscopes. While a good oscilloscope won't fit in your
transit case, they do prove to be handy for troubleshooting
EMI issues, but in the time domain, rather than in the fre-
quency domain. For example, oscilloscopes can measure
transient events, whereas most swept spectrum analyzers
are limited to periodic waveforms that are continuous. An
oscilloscope is a very useful troubleshooting tool that may
be used to examine digital waveforms for ringing and mea-
suring rise times. Many digital models have a wide enough
bandwidth to capture ESD and other impulsive signals, en-
abling you to track the signals through your circuitry.

For general-purpose troubleshooting, the minimum recom-
mended model would be a 500 MHz to 1 GHz bandwidth
and at least 4GSal/s, or more. Examples might include the
Keysight Technologies MSO-X 3000 series (Figure 11).
There are many equivalent models from Rhode & Schwarz,
Rigol Electronics, Siglent, Tektronix, and Teledyne-LeCroy.

Figure 11 - A useful EMC troubleshooting tool is a digitizing oscilloscope, such as the Key-
sight MSO-X 3102A with N2976A 2 GHz active probe pictured here.

When measuring high-frequency clock signals, be sure the
bandwidth of the oscilloscope and probe exceed the mea-
surement you’re making. Minimize the length of the signal
return lead of the probe. Using the typical 4 to 6 inch probe
ground wire will just accentuate ringing due to the high
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self-inductance created by the measurement loop area. |
advise using the small solder-in probe sockets sold by the
top oscilloscope manufacturers (Figure 12). An alternative
would be to solder the probe right into the circuitry or to
use a 1/4-inch (or shorter) probe ground or signal return
connection. An alternative would be to use one of the high
frequency active probes, such as the Keysight Technolo-
gies model N2976A 2 GHz probe or Rohde & Schwarz 1.5
GHz model RT-ZS20 probe, or equivalent.

Most oscilloscopes today have a fast Fourier transform
(FFT) math function that converts time domain signals to the
frequency domain. While this could be potentially helpful in
troubleshooting, one of the issues is lack of dynamic range
and input sensitivity. Most low-cost oscilloscopes can cap-
ture only eight bits of data, so very small signals can be bur-
ied in the noise floor and may be difficult to observe.

Some of the more expensive models, such as the Rohde
& Schwarz RTO or RTE-series have 14-bit acquisition
and are sensitive to 1 mV/division. These models are ide-
al for troubleshooting EMC issues in both the frequency
and time domains. Other manufacturers also offer higher

2021

analog-to-digital resolution, better sensitivity, and lower
noise, and thus are more useful.

As you can see, the large 217 MHz ringing in the exam-
ple of Figure 13 has potentially caused large broadband
radiated emissions as measured by a current probe on the
power supply input and output circuit (marker 1 and 2 in
Figure 14).

It’s also possible to use near-field probes (H- or E-field) with
oscilloscopes. In fact, using one channel as a reference,
you can probe with the other to determine correlations be-
tween a known noise source and other signals (Figure 15).

MISCELLANEOUS CONTENTS

The following is a list of “small stuff” that you might find very
handy (in no particular order).

«  Small digital multimeter

«  Small driver kit (with an assortment of bits)

*  Various hand tools

* Power screwdriver, such as the Ryobi Model HP53L

($30)

Figure 12 - An example of miniature oscilloscope probe sockets for high-frequency mea-
surements. These eliminate the issue of long ground leads that can compromise the signal
measurement and cause ringing. They are typically soldered directly to the PC hoard under
test. The spring-loaded oscilloscope probe tip is pulled off and the fip is inserted directly
into the socket.

clock traces and power buses, as shown here. In this example, we're measuring the ringing
from a 1 MHz DC-DC buck converter. The large ring frequency is 217 MHz as measured
witha Rohde & Schwarz RTE 1104 oscilloscope and RT-Z520 1.5 GHz active probe.

ca) || Frequency
Y |[Center Freq

500.00000 MHz
Center Frequency
500.00000Q0 MHz Start Freq

0Hz

uV|
Stop Freq

1.0000000 GHz

CF Step
100.00000 MHz

Signal Track
on
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Figure 12 - An example of miniature oscilloscope probe sockets for high-frequency mea-
surements. These eliminate the issue of long ground leads that can compromise the signal
measurement and cause ringing. They are typically soldered directly to the PC board under
test. The spring-loaded oscilloscope probe fip is pulled off and the tip is inserted directly
into the socket.

Figure 15 - Troubleshooting an embedded processor board for EMI using the FFT
function (lower trace) using a Rohde & Schwarz RTO 1024 oscilloscope.

74

www.interferencetechnology.com


www.interferencetechnology.com

*  SMA connector wrench

*  Pencil soldering iron (Weller WM120, $40)

*  Solder and solder-wick

* Dental inspection mirror (small mirror with long thin
handle for probing in confined spots)

«  Small flashlight

*  Small magnifier

*  ESD wrist strap

* Tape measure (English/metric)

*  Tweezers

*  X-Acto knife

*  Emory cloth (for sanding away paint)

*  Wire (miscellaneous sizes and lengths)

* 10 and 20dB attenuators (Mini-Circuits VAT-10W2 VAT-
20W2 and HAT-10+, HAT-20+, $12 and $9, respective-
ly, in SMA and/or BNC sizes)

» Various coaxial adapters

e Aluminum foil (1-2 foot square pieces folded)

»  Copper tape (or “snail tape”, available from hardware/
gardening stores at less than $10)

* Insulating Kapton® tape

* EMI gaskets (ask manufacturers for a sample Kkit)

* Ferrite chokes (chip and leaded beads, clamp-on
chokes, ask for a sample kit)

» Capacitors (various values, chip and leaded, in range
of values: 100 pF, 1/10/100 nF, 1/10 uF)

* Resistors (various values, chip and leaded in range of
values: 1/10/27/47/100/470/1k/10k/100k Ohms)

* Inductors (various values, chip and leaded in range of
values: 1/10/100/1000 uH)

*  Common-mode chokes (chip and leaded, ask for sam-
ple kit)

» External line filter with short line plug (used in-between
line cord and product as additional external filtering)

* Small (5x5” bare) copper clad PC board (used for
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shield — place in a plastic sandwich bag for insulation)

* Clip leads (1m long)

*  Various 1m long I/O cables (USB, RS-232,Video VGA,
etc.)

» Various BNC and SMA coaxial cables

» Plastic bag with a few coins for generating ESD

» EMI gaskets (ask manufacturers for a sample kit

» Various BNC and SMA coaxial cables

CONCLUSION

This wraps up the description of my EMC troubleshooting
kit. As you have probably observed, not all the recom-
mended equipment will fit inside the Pelican transit case.
However, if you do need to travel light, most of the import-
ant troubleshooting components will fit, along with the rec-
ommended TTi PSA2702T spectrum analyzer or either
the Tektronix RSA306 or Signal Hound BB60C real-time
analyzers.

REFERENCES

[1] Inexpensive Radiated Immunity Pre-Compliance Testing:
http://www.interferencetechnology.com/inexpensive-
radiated-immunity-pre-compliance-testing/

For more information, feel free to check my web site at
http://www.emc-seminars.com, my EMC blog at http:/
www.design-4-emc.com, or Interference Technology at
http://www.interferencetechnology.com.

Kenneth Wyatt is an independent consultant and special-
ist in electromagnetic compatibility (EMC) design, test and
troubleshooting. He may be reached at ken@emc-semi-
nars.com for consultation.
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EMC EQUIPMENT MANUFACTURERS
SUPPLIER MATRIX
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Introduction

The following chart is a quick reference guide of test equipment and includes everything you’ll need from the bare mini-
mum required for key evaluation testing, probing, and troubleshooting, to setting up a full in-house precompliance or full
compliance test lab. The list includes amplifiers, antennas, current probes, ESD simulators, LISNs, near field probes,
RF signal generators, spectrum analyzers, EMI receivers, and TEM cells. Equipment rental companies are also listed.
The products listed can help you evaluate radiated and conducted emissions, radiated and conducted immunity, and a
host of other immunity tests, such as ESD and EFT.

EMC Equipment Manufacturers Supplier Matrix Type of Product/Service

Manufacturer Contact Information - URL

RF Signal Generators

Spectrum Analyzers/EMI Receivers
Conducted Immunity
Pre-Compliance Test

Rental Companies

Near Field Probes
Radiated Immunity

AH. Systems www.ahsystems.com XX X X

Aaronia AG www.aaronia.com XX X X

Advanced Test Equipment Rentals | www.atecorp.com/category/emc-compliance-esd-rfi-emi.aspx XX XX X[ X|X|X XX
AR RF/Microwave Instrumentation| www.arworld.us XX X X X|X|X X
Anritsu www.anritsu.com X X X
BHD Test and Measurement www.bhdim.com X XX X X[X[X X| X
Compliance Worldwide www.complianceworldwide.com X|X|X

Pl Www.cpii.com XX X

Electro Rent www.electrorent.com X XX X X[X[X X|X
EM Test www.emtest.com/home.php X[X|X

EMC Partner www.eme-partner.com X X

Empower RF Systems www.empowerrf.com X X

Exodus Advanced Communications| www.exoduscomm.com X

F2 Laboratories www.f2labs.com XXX

Gauss Instruments www.gauss-instruments.com/en/ X

Instruments For Industry (IF) | www.ifi.com X X|X

ITG Technologies, Inc. www.itg-electronics.com X
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Manufacturer

EMC Equipment Manufacturers Supplier Matrix

Contact Information - URL

Near Field Probes

Type of Product/Service

Spectrum Analyzers/EMI Receivers

Radiated Immunity
Conducted Immunity

Pre-Compliance Test

ITEM

Rental Companies

RF Signal Generators

82528 =
Kent Electronics www.wa5vib.com X
Keysight Technologies www.keysight.com/main/home.jspx?cc=US&lc=eng X X X X X
Microlease www.microlease.com/us/home X XXX X|X]|X X| X
Milmega www.milmega.co.uk X X|X
Narda/PMM www.narda-sts.it/ XX X X[X[X]|X
Noiseken www.noiseken.com X X|X
Ophir RF www.ophirrf.com X X
Pearson Electronics www.pearsonelecironics.com X
PPM Test www.ppmtest.com X X X
Rigol Technologies www.rigolna.com X[X|X X X
Rohde & Schwarz www.rohde-schwarz.com/us/home_48230.html X[X|X[X|X X[X[X]|X X
Siglent Technologies www.siglenfamerica.com X X X X
Signal Hound www.signalhound.com X X X X
Solar Electronics www.solar-emc.com X X X|X X
TekBox Technologies www.tekbox.com XX X XX
Tektronix www.fek.com X X X
Teseq www.feseq.com/en/index.php X X X X X[ X]|X
Test Equity www.testequity.com/leasing/ X XIX[X|X|X]|X X|X
Thermo Keytek www.thermofisher.com/us/en/home.html X X
Thurlby Thandar (AIM-TTi) www.aimtti.us X X X
Toyotech (Toyo) www.toyotechus.com/emc-electromagnefic-compatibility/ XX X X|X X
TPl www.rf-consultant.com X
Transient Specialists www.transientspecialists.com X| X X
TRSRenTelCo www.frs-rentelco.com/SubCategory/EMC_Test_Equipment.aspx | X | X X X[X|X|[X X|X
Vectawave Technology www.vectawave.com X
Windfreak Technologies www.windfreaktech.com X
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COMMON COMMERCIAL EMC STANDARDS

Commercial Electromagnetic Compatibility (EMC) Standards

ANSI

Document
Number

IEC (confinued)

Document

Number

Methods of Measurement of Radio-Noise Emissions from Low- B B .
(634 Voltage Electrical and Electronic Equipment in the Range of 9 kHz IEC/TS 60816 Guide on methods of measurement of short duration transients
t0 40 GHz on low-voltage power and signal lines
Telecontrol equipment and systems - Part 2: Operating
178 [EC 60870-2-1 conditions - Section 1: Power supply and eleciromagnetic
Document compatibility
Number Guidance information on the application of capacitors,
International Electrotechnical Vocabulary. Chaper 161: [EC 60940 resistors, inductors aqd complete filter units for eleciromagnetic
IEC 60050-161 - . inferference suppression
Electromagnetic compoafibility
High-voltage test techniques. Part 1: General definitions and fest IEC 60974-10 Arc welding equipment - Part 10: Electromagnetic compatibiity
[EC 60060-1 o et : ’ (EMC) requirements
] ] ] Electromagnetic compatibility (EMC) - Part 1: General - Section
EC 60060-2 High-voltage test techniques - Part 2: Measuring systems [EC/TR 61000-1-1 | 1: Application and interpretation of fundamental definitions and
terms
IEC 600603 High-voltage test techniques - Part 3: Definitions and
. requirements for on-site festing Electromagnetic compatibility (EMC) - Part 1-2: General -
- — - IEC/TS 61000-1-2 Methodology for the achievement of the functional safety
_ Electroacoustics - Hearing aids - Part 13: Electromagnetic of electrical and electronic equipment with regard to
IEC60118-13 o .
compatibility (EMC) electromagnefic phenomena
EC 4025526 | Measuring relays and profection equipment - Part 26: Electromagnefic compatibility (EMC) - Part 1-3: General - The
Electromagnetic compafibility requirements IEC/TR 61000-1-3 | effects of high-altitude EMP (HEMP) on civil equipment and
systems
Low-voltage electrical installations - Part 4-44: Protection ) "
IEC 60364-4-44 | for safety - Protection against voltage disturbances and Ellettrt.)mlugnt.eht clo";p""hb'll','y (EMQ)- };‘"' l-4:fGeneru| -
electromagnetic disturbance IEC/TR 61000-1-4 Historical rationale for the limitation of power-frequency
conducted harmonic current emissions from equipment, in the
1EC 60469 Transitions, pulses and related waveforms - Terms, definitions frequency range up fo 2 kHz
and algorithms IEC/TR 61000-1-5 Electromagnetic compuiibility (EMC) - Part 15 General - High
1EC 60533 Electrical and electronic installations in ships - Electromagnetic power electromagnetic (HPEM) effects on civil systems
compatibility (EMC) - Ships with o metallc hull IEC/TR 61000-1-6 Electromagnetic compatibility (EMC) - Part I-6: General - Guide
Medical electrical equipment - Part 1-2: General requirements to the assessment of measurement uncertainty
[EC 60601-1-2 for basic safety and essential performance - Collateral Standard: . g ]
Eleciromagnetic disturbances - Requirements and tests IEC/TR 61000-1-7 Electrqmu:qnem compotibility (EMC) - Part 1-7: Qenerul - Power
factor in single-phase systems under non-sinusoidal conditions
Medical electrical equipment - Part 2-2: Particular requirements Elect i tibility (EMC) - Part 2: Envi :
[EC 60601-2-2 for the basic safety and essential performance of high frequency Setrm'qt"%"e |t.u'1.mpu fl tII1I y( 5 )- u'r i rt\wronmer} ;
surgical equipment and high frequency surgical accessories IEC/TR 61000-2-1 e:\tnlr%':l me n?sf:)rrul’ ol\(r]:?fr(:equ :nigvclzmrcet:d.dist:;rrl?un;ggsn :nlfi
Medical elecirical equipment - Part 4-2: Guidance and signaling in public power supply systems
[EC 60601-4-2 interpretation - Electromagnetic immunity: performance of A " .
medical electrical equipment and medical electrical systems Electromqqnetlc compatibility (EMC) - Part 2-2: Environment -
IEC 61000-2-2 Compafibility levels for low-frequency conducied disturbances
Cabled distribution systems for television and sound signals - and signaling in public low-voltage power supply systems
IEC 60728-2 . : P .
Part 2: Electromagnetic compatibility for equipment
Electromagnetic compatibility (EMC) - Part 2: Environment
IEC 60728-12 Cabled distribution systems for television and sound signals - IEC/TR 61000-2-3 | - Section 3: Description of the environment - Radiated and non-
Part 12: Electromagnetic compatibility of systems network-frequency-related conducted phenomena
80 www.interferencetechnology.com


www.interferencetechnology.com
https://webstore.iec.ch/publication/2590
https://webstore.iec.ch/publication/2624
https://webstore.iec.ch/publication/24811

IEC (continued

IEC (continued

ITEM

Document ; Document :
Number Titl il Title
Electromagnetic compatibility (EMC) - Part 2-4: Environment Electromagnetic compatibility (EMC) - Part 3-12: Limits - Limits
[EC 61000-2-4 - Compatibility levels in industrial plants for low-frequency IEC 61000312 for harmonic currents produced by equipment connected to
conducted disturbances public low-voltage systems with input current >16 A and <=75
Electromagnetic compatibility (EMC) - Part 2: Environment - A per phase - — —
[EC/TS 61000-2-5 | Section 5: Clussification of electromagnetic environments. Basic Electromagnetic compatibility (EMC) - Part 3-13: Limits -
EMC publication [EC/TR 61000-3-13 | Assessment of emission limits for the connection of unbalanced
Eleciromagnetic compatibility (EMC) - Part 2: Environment installotions Io. Y, HV und FHV power systems
IEC/TR610002:6 | - Section 6: Assessment of the emission levels in the power Electromagnetic compatibility (EMC) - Part 3-14: Assessment
supply of industrial plants as regards low-frequency conducted IEC/TR 61000-314 of emission limits for harmonics, interharmonics, voltage
disturbances fluctuations and unbalance for the connection of disturbing
Electromagnetic compatibility (EMC) - Part 2: Environment i e Io' y power.sY.sIems —
EC/TR 61000-27 | - Section 7: Low frequency magnetic fields in various Electromagnetic compatibility (EMC) - Part 3-15: Limits -
environments IEC/TR 61000315 Assessment of.Iow fretql;encdyf electrt()imugneilig |mmu;my qndw
Eleciromagnetic compatibility (EMC) - Part 2-8: Environment ﬁ:}l\;ﬂfﬂ] fequirements for cispersed generation sysiems in
IEC/TR 61000-2-8 | - Voltage dips and short interruptions on public electric power - — -
supply systems with statistical measurement results IECTR 610004 | Electromagnetic cl?rr_lpuhbllny (EMC) -fPurI 4-1: Tesing and
Eleciromagnetic compatibility (EMC) - Part 2: Environment L= 5 DU DI Sl
[EC 61000-2-9 - Section 9: Description of HEMP environment - Radiated IEC 61000-42 Electromagnetic compatibility (EMC)- Part 4-2: Testing and
disturbance. Basic EMC publication measurement techniques - Electrostatic discharge immunity fest
IEC 61000-2-10 Electromagnetic compatibility (EMC) - Part 2-10: Environment - Electromagnetic compatibility (EMC) - Part 4-3 : Testing
Description of HEMP environment - Conducted disturbance [EC 61000-4-3 and measurement techniques - Radiated, radio-frequency,
EC 4100021 | Electromagnetic compatibility (EMC) - Part 2-11: Environment - electromagnetic field immunity fest
(lassification of HEMP environments Electromagnetic compatibility (EMC) - Part 4-4 : Testing and
Electromagnetic compatibility (EMC) - Part 2-12: Environment - IEC 61000-4-4 measurement techniques - Electrical fast transient/burst
[EC61000-2-12 | Compatibility levels for low-frequency conducted disturbances Immunity fest
and signaling in public medium-voltage power supply systems IEC41000-45 | Electromagnetic compatibility (EMC) - Part 4-5: Testing and
Electromagnetic compatibility (EMC) - Part 2-13: Environment measurement techniques - Surge immunity test
[EC61000-2-13 | -High-power electromagnetic (HPEM) environments - Radiated Electromagnetic compatibility (EMC) - Part 4-6: Testing and
and conducted IEC 61000-4-6 measurement techniques - Immunity to conducted disturbances,
ectromagnetic compatibility - Part Z2-14: Environment - induced by radio-frequency Tields
IEC/TR 61000:214 el i ihility (EMC) - Part 2-14: Envi induced by radio-f field
Overvoltages o.n public (?|(?('Ir|(|1y distribution neTW(.)rks - Electromagnetic compatibility (EMC) - Part 4-7: Testing and
Electromagnetic compatibility (EMC) - Part 3-2: Limits - Limits EC 61000-47 | measurement techniques - General guide on harmonics and
IEC 61000-3-2 for harmonic current emissions (equipment input current < 16 o inferharmonics measurements and instrumentation, for power
A per phase) supply systems and equipment connected thereto
Electromagnetic compatibility (EMC) - Part 3-3: Limits - Electromagnetic compatibility (EMC) - Part 4-8: Testing and
Limitation of voltage changes, voltage fluctuations and flicker [EC61000-4-8 | measurement techniques - Power frequency magnetic field
[EC 61000-3-3 in public low-voltage supply systems, for equipment with immunity fest
rated current < 16 A per phase and not subject to conditional Electromugnefic compatibility (EMC) - Part 49: Testing and
connection : o — LCE L= measurement techniques - Impulse magnetic field immunity test
Eleciromagnetic compatibility (EMC) - Part 3-4: Limits - il - ity (EMC) - Part 4-10: Tesfing and
IEC/TS 61000-3-4 Limitation of emission of harmonic currents in low-voltage IEC 61000410 ectromagnefic clt])n]pull 'gy ( d) ) ‘(Illn ~10: lesting (;," I
power supply systems for equipment with rated current greater - ::'“e':;‘:]rl‘:;"‘:; tachniques - Damped osaillatory magnefic tie
than 16 A
Electromagnetic compatibility (EMC) - Part 3: Limits - Section Electromagnetic compafibility (EMC) - Part 4-11: Testing and
EC/TS 6100035 5; Limitation of voltage fluctuations and flicker in low-voltage [EC61000-4-11 | measurement techniques - Voltage dips, short interruptions and
power supply systems for equipment with rated current greater voltage variations immunity fests
than 16 A EC 61000417 | Electromagnetic compatibility (EMC) - Part 4-12: Testing and
Electromagnetic compatibility (EMC) - Part 3: Limits - Section 6: measurement techniques - Ring wave immunity fest
[EC/TR 61000-3-6 | Assessment of emission limits for distorting loads in MV and HV Electromagnetic compatibility (EMC) - Part 4-13: Testing and
power systems - Basic EMC publication IEC 61000-4.13 | Measurement techniques - Harmonics and interharmonics
Eleciromagnetic compatibility (EMC) - Part 3: Limits - Section 7: including mains signaling at a.c. power port, low frequency
[EC/TR 61000-3-7 | Assessment of emission limits for fluctuating loads in MV and HV Immunity fests
power systems - Basic EMC publication IEC 61000-4-14 Electromagnetic compatibility (EMC) - Part 4-14: Testing and
Elecromagnetic compatibility (EMC) - Part 3: Limis - Section 8: measurement techniques - Voliage fluctuation immunity fest
[EC 61000-3-8 Signaling on low-voltage electrical installations - Emission levels, Electromagnetic compatibility (EMC) - Part 4: Testing and
frequency bands and electromagnefic disturbance levels [EC61000-4-15 | measurement techniques - Section 15: Flickermeter - Functional
Electromagnetic compatibility (EMC) - Part 3-11: Limits - Limitation and design specifications
IEC 61000-3-1] of voltage changes, voltage fluctuations and flicker in public low- Electromagnetic compatibility (EMC) - Part 4-16: Testing and
voltage supply systems - Equipment with rated current <=75 A [EC61000-4-16 | measurement techniques - Test for immunity to conducted, common

and subject to conditional connection

mode disturbances in the frequency range 0 Hz to 150 kHz

INTERFERENCE TECHNOLOGY

81

Buiisa] DINT



https://webstore.iec.ch/publication/4149
https://webstore.iec.ch/publication/22268
https://webstore.iec.ch/publication/4212
https://webstore.iec.ch/publication/22271
https://webstore.iec.ch/publication/4223
https://webstore.iec.ch/publication/4224
https://webstore.iec.ch/publication/4228
https://webstore.iec.ch/publication/22272
https://webstore.iec.ch/publication/25407
https://webstore.iec.ch/publication/25338
https://webstore.iec.ch/publication/4162
https://webstore.iec.ch/publication/4164

m
<
O
o'
v
7
)
«Q

INTERFERENCE TECHNOLOGY ENGINEER’S MASTER

IEC (continued

IEC (continued

2021

Document f Document .
Number Titl Number Tile
Electromagnetic compatibility (EMC) - Part 4-17: Testing and Electromagnetic compatibility (EMC) - Part 5: Installation and
[EC61000-4-17 | measurement techniques - Ripple on d.c. input power port IEC/TR 61000-5-1 | mitigation guidelines - Section 1: General considerations - Basic
immunity test EMC publication
Electromagnetic compatibility (EMC) - Part 4-18: Testing and ) A . :
[EC 61000-4-18 - h 9 Electromagnetic compatibility (EMC) - Part 5: Installation and
measurement techniques - Damped oscillatory wave immunity fest EC/TR 61000-5-2 mitiqation guidelines - Section 2: Earthing and cabling
Eleciromagnetic compatibility (EMC) - Part 4-19: Testing and
measurement techniques - Test for immunity to conducted, Electromagnetic compatibility (EMC) - Part 5-3: Installation and
JCA -1 differential mode disturbances and signalling in the frequency IEC/TR 61000:5-3 mitigation guidelines - HEMP protection concepts
nlmge 2khiz to. Lt kHz,l::,I(,l'c' ower ports Testing and Electromagnetic compatibility (EMC) - Part 5: Installation
Electromagnetic ‘I‘l’",‘p“" lity (EMC) - Part 4-20: Testing an IEC/TS 6100054 and mitigation guidelines - Section 4: Immunity to HEMP -
[EC61000-4-20 | measurement fec niques - Emission and immunity festing in Specifications for protective devices against HEMP radiated
transverse eleciromagnetic (TEM) waveguides disturbance. Basic EMC Publication
EC61000-421 | B b L e o Flecromagnetc ompaiily (ENC) -ort 5 nstallfin and
[EC 61000-5-5 mitigation guidelines - Section 5: Specification of protective
Electromagnetic compatibility (EMC) - Part 4-22: Testing and devices for HEMP conducted disturbance. Basic EMC Publication
[EC61000-4-22 | measurement techniques - Radiated emissions and immunity - — -
measurements in fully anechoic rooms (FARs) IEC/TR 61000-5-6 Electromagnefic compatibility (EMC) - Part 5-6: Installation and
Electromagnefic compatibility (EMC) - Part 4-23: Tesfing and mitigation guidelines - Mitigation of external EM influences
EC61000-4-23 | measurement techniques - Test methods for protective devices Electromagnetic compafibility (EMC) - Part 5-7: Installation
for HEMP and other radiated disturhances [EC 61000-5-7 and mitigation guidelines - Degrees of protection provided by
Electromagnetic compatibility (EMC) - Part 4-24: Testing and enclosures against electromagnetic disturbances (EM code)
IEC61000-4-24 | measurement techniques - Test methods for protective devices Electromagnetic compatibility (EMC) - Part 5-8: Installation
for HEMP conducted disturbance [EC61000-5-8 | and mitigation guidelines - HEMP protection methods for the
Eleciromagnetic compatibility (EMC) - Part 4-25: Testing and distributed infrastructure
IEC 61000-4-25 geut:;mme:;(}es?s?m:s - HEMP immunity test methods for Electromagnetic compatibility (EMC) - Part 5-9: Installation and
IEC 61000-5-9 mitigation guidelines - System-level susceptibility assessments
IEC 61000-4-27 Electromagnetic compatibility (EMC) - Part 4-27: Testing and for HEMP and HPEM
measurement techniques - Unbalance, immunity test - - -
f - bty (EMC)- Part 428: Testing and Electromagnetic compoatibility (EMC) - Part 6-1: Generic
IEC 61000428 CIE WG tﬁ"}pﬂfl '\';y (EN )-f L i esting an [EC 61000-6-1 standards - Immunity standard for residential, commercial and
-4- ?:nen:f,l:]rﬁmg techniques - Variation of power frequency, light-industrial environments
Electromagnetic compatibility (EMC) - Part 4-29: Testing and IEC61000-62 | Electromagnetic compatibility (EMC) - Part 6-2: Generic
[EC61000-4-29 | measurement techniques - Voltage dips, short interruptions and standards - Immunity standard for indusrial environments
voltage variations on d.c. input power port immunity tests Electromagnetic compatibility (EMC) - Part 6-3: Generic
Eledromqgneﬁ( mmpqﬁbilny (EM() - Part 4-30: Testing IEC 61000-6-3 s‘Iund‘urds o E'missio‘n standard for residemiul, commercial and
[EC61000-4-30 | and measurement techniques - Power quality measurement light-industrial environments
methods Electromagnetic compatibility (EMC) - Part 6-4: Generic
Eleciromagnetic compatibility (EMC) - Part 4-31: Testing and IEC61000-6-4 standards - Emission standard for industrial environments
IEC61000-4-31 | measurement Iechqlques - AC mains ports broadband conducted Electromagnetic compatibility (EMC) - Part 6-5: Generic
disturbance immunity test [EC 61000-6-5 | standards - Immunity for power station and substation
Eleciromagnetic compatibility (EMC) - Part 4-32: Testing and environments
[EC/TR61000-4-32 | measurement techniques - High-altitude electromagnetic pulse . s )
(HEMP) simulator compendium 1EC 61000-6-6 Electdron:iugT.Ieg;;l;qmpuhhllnfy (EMd() - Part 6-6: Generic
Electromagnetic compatibility (EMC) - Part 4-33: Testing and standards - Immunity for indoor equipment
[EC61000-4-33 | measurement techniques - Measurement methods for high- Electromagnetic compafibility (EMC) - Part 6-7: Generic
power transient paramefers sIundurdsg Immunilp e ts f ipment intended 1
- 2 — IEC 61000-6.7 - Immunity requirements for equipment intended to
Electromagnetic compatibility (EMC) - Part 4-34: Testing and perform functions in a safety-related system (functional safety)
IEC61000-4-34 | Measurement techniques - Voltage dips, short interruptions and it et
voltage variations immunity tests for equipment with input lectrical eaui { Land lab
current more than 16 A per phase 1EC 61326.1 Electrical equipment for measurement, control and laboratory
- — - use - EMC requirements - Part 1: General requirements
IECTR 61000435 Eleciromagnetic compatibility (EMC) - Part 4-35: Testing and - :
measurement techniques - HPEM simulator compendium EledrlEc'al(eqUIp_mem f;" “I')e“ts‘;r?mlf“';_‘olmml and |ubor:ltory
Electromagnetic compatibility (EMC) - Part 4-36: Testing and yse - ENC. requiremens - Farl 2+1: Farticular requirements -
IEC 61000-4-36 | measurement techniques - IEMI immunity test methods for IEC 61326-21 Test co n;igurutlgqs, operungnul conditions and ‘performfunce
equipment and systems (rnerl(tl (;r dsensnl!ve'!esi and measurement equipment for EMC
tRmen dneSystem unprotected applications
IECTR 61000437 Electromagnetic compatibility (EMC) - Calibration and verification . - ‘pp
protocol for harmonic emission compliance test systems Electrical equipment for measurement, control and laboratory
Eleciromagnetic compatibility (EMC) - Part 4-38: Testing and IEC 6132622 usef: EMC requirements - an 2;12.:.%”'("('!0[ requIrements.- Test
ECTR 61000-4.33 | Measurement techniques - Test, verification and calibration a ;0" |gurul:ions, operational con dmons. and pertormance crlizr]u
protocol for voltage fluctuation and flicker compliance test I:J);vpv(:)rltt(cllg:cilfssltrllll;:ﬁ:losr?rsl;g:mns monitoring equipment used in
systems .
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IEC (continued

Document
Number

[EC 61326-2-3

Title

Electrical equipment for measurement, control and laboratory
use - EMC requirements - Part 2-3: Particular requirements - Test
configuration, operational conditions and performance criteria
for transducers with integrated or remote signal conditioning

IEC (continued

Document
Number

[EC 62153-4-6

ITEM

Title

Metallic communication cable test methods - Part 4-6:
Electromagnetic compatibility (EMC) - Surface transfer
impedance - Line injection method

[EC 61326-2-4

Electrical equipment for measurement, conrol and laboratory
use - EMC requirements - Part 2-4: Particular requirements - Test
configurations, operational conditions and performance criteria
for insulation monitoring devices according to IEC 61557-8 and for
equipment for insulation fault location according to IEC 615579

IEC 62153-4-7

Metallic communication cable test methods - Part 4-7:
Electromagnetic compatibility (EMC) - Test method for
measuring of fransfer impedance ZT and screening attenuation
a$ or coupling attenuation aC of connectors and assemblies up
to and above 3 GHz - Triaxial tube in tube method

[EC 61326-2-5

Electrical equipment for measurement, control and laboratory
use - EMC requirements - Part 2-5: Particular requirements - Test
configurations, operational conditions and performance criteria
for field devices with field bus interfaces according to IEC 61784-1

IEC 62153-4-8

Metallic communication cable test methods - Part 4-8:
Electromagnetic compoatibility (EMC) - Capacitive coupling
admittance

[EC 61326-2-6

Electrical equipment for measurement, control and laboratory
use - EMC requirements - Part 2-6: Particular requirements - In
vitro diagnostic (VD) medical equipment

IEC 62153-4-9

Metallic communication cable test methods - Part 4-9:
Electromagnetic compatibility (EMC) - Coupling attenuation of
screened balanced cables, triaxial method

[EC 61326-3-1

Electrical equipment for measurement, control and laboratory
use - EMC requirements - Part 3-1: Immunity requirements for

safety-related systems and for equipment intended to perform
safety-related functions (functional safety) - General industrial
applications

IEC 62153-4-10

Metallic communication cable test methods - Part 4-10:
Electromagnetic compatibility (EMC) - Transfer impedance and
screening attenuation of feed-throughs and electromagnetic
gaskets - Double coaxial test method

[EC 61326-3-2

Electrical equipment for measurement, control and laboratory
use - EMC requirements - Part 3-2: Immunity requirements

for safety-related systems and for equipment intended to
perform safety-related functions (functional safety) - Industrial
applications with specified electromagnetic environment

[EC 62153-4-11

Metallic communication cable test methods - Part 4-11:
Electromagnetic compoatibility (EMC) - Coupling attenuation or
screening attenuation of patch cords, coaxial cable assemblies,
pre-connectorized cables - Absorbing clamp method

[EC 61340-3-1

Electrostatics - Part 3-1: Methods for simulation of electrostatic
effects - Human body model (HBM) electrostatic discharge test
waveforms

IEC 62153-4-12

Metallic communication cable test methods - Part 4-12:
Electromagnetic compatibility (EMC) - Coupling attenuation or
screening attenuation of connecting hardware - Absorhing clamp
method

[EC 61543

Residual current-operated protective devices (RCDs) for
household and similar use - Eleciromagnetic compatibility

[EC 61800-3

Adjustable speed electrical power drive systems - Part 3: EMC
requirements and specific test methods

[EC 62153-4-13

Metallic communication cable test methods - Part 4-13:
Electromagnetic compatibility (EMC) - Coupling attenuation of
links and channels (laboratory conditions) - Absorbing clamp
method

[EC 61967-1

Integrated circuits - Measurement of electromagnetic emissions,
150 kHz o 1 GHz - Part 1: General conditions and definitions

[EC 62153-4-14

Metallic communication cable test methods - Part 4-14:
Electromagnetic compatibility (EMC) - Coupling attenuation of
cable assemblies (Field conditions) absorbing clamp method

IEC 62040-2

Uninterruptible power systems (UPS) - Part 2: Electromagnetic
compatibility EMC) requirements

[EC 62041

Power transformers, power supply units, reactors and similar
products - EMC requirements

IEC 62153-4-15

Metallic communication cable test methods - Part 4-15:
Electromagnetic compatibility (EMC) - Test method for
measuring transfer impedance and screening attenuation - or
coupling attenuation with triaxial cell

[EC 62153-4-0

Metallic communication cable test methods - Part 4-0:
Electromagnetic compatibility (EMC) - Relationship between
surface transfer impedance and screening attenuation,
recommended limits

[EC 62236-1

Railway applications - Electromagnetic compatibility - Part 1:
General

IEC 62236-2

Railway applications - Eleciromagnetic compatibility - Part 2:
Emission of the whole railway system to the outside world

[EC 62153-4-1

Metallic ommunication cable test methods - Part 4-1:
Electromagnetic compatibility (EMC) - Introduction to
electromagnetic screening measurements

[EC 62236-3-1

Railway applications - Electromagnetic compatibility - Part 3-1:
Rolling stock - Train and complete vehicle

[EC 62153-4-2

Metallic communication cable test methods - Part 4-2:
Electromagnetic compatibility (EMC) - Screening and coupling
attenuation - Injection clamp method

[EC 62236-3-2

Railway applications - Electromagnetic compatibility - Part 3-2:
Rolling stock - Apparatus

[EC 62153-4-3

Metallic communication cable test methods - Part 4-3:
Eleciromagnetic compatibility (EMC) - Surface transfer
impedance - Triaxial method

IEC 62236-4

Railway applications - Electromagnetic compafibility
- Part 4: Emission and immunity of the signalling and
telecommunications apparatus

[EC 62153-4-4

Metallic communication cable test methods - Part 4-4:
Electromagnetic compatibility (EMC) - Test method for
measuring of the screening attenuation as up to and above 3
GHz, triaxial method

IEC 62236-5

Railway applications - Electromagnetic compatibility - Part 5:
Emission and immunity of fixed power supply installations and
apparatus

[EC 62305-1

Protection against lightning - Part 1: General principles

[EC 62153-4-5

Metallic communication cables test methods - Part 4-5:
Eleciromagnetic compatibility (EMC) - Coupling or screening
attenuation - Absorbing clamp method

[EC 62305-2

Protection against lightning - Part 2: Risk management

IEC 62305-3

Protection against lightning - Part 3: Physical damage to
structures and life hazard
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IEC (continued

Document
Number

[EC 62305-4

Title

Protection against lightning - Part 4: Electrical and electronic
systems within structures

EC 62310-2

Static transfer systems (STS) - Part 2: Eleciromagnetic
compatibility (EMC) requirements

[EC/TR 62482

Electrical installations in ships - Electromagnetic compatihility
- Optimising of cable installations on ships - Testing method of
routing distance

CISPR (continued)

Document
Number

Specification for radio disturbance and immunity measuring
CISPR 16-2-4 apparatus and methods - Part 2-4: Methods of measurement of
disturbances and immunity - Inmunity measurements

Specification for radio disturbance and immunity measuring
CISPRTR 16-2-5 | apparatus and methods - Part 2-5: In situ measurements for
disturhing emissions produced by physically large equipment

CISPR CISPRTR 163 Specification for radio disturbance and immunity measuring
Document apparatus and methods - Part 3: CISPR technical reports
o Specfcation fo radio disturbance and immunity measuri
T - " - pecification for radio disturbance and immunity measuring
In(:usirlul, “'e","fzi(, undbmedlc(;ll (1SM) radio-frequency deqmpl:nzm CISPRTR 16-4-1 | apparatus and methods - Part 4-1: Uncertainties, statistics and
CISPR 11 - Electromagnetic disturbance characteristics - Limits and methods limit modelling - Uncertainties in standardized EMC tests
of measurement
Vehicles, boats and internal combustion engines - Radio Specification for radio disturbance and immunity measuring
CISPR 12 disturbance characteristics - Limits and methods of measurement CISPR 16-4-2 apparatus and methods - Part 4-2: Uncertainties, statistics and
for the protection of off-hoard receivers |imit modelling - Measurement instrumentation uncertainty
Electromagnetic compatibility - Requirements for household o o ] . ]
CISPR 14-1 appliances, electric tools and similar apparatus - Part 1: Specification for radio disturbance and immunity measuring
Emission CISPRTR 16.4.3 | Gpporatus upd meIho.ds. - Part 4-3: Uncertainties, stafistics upd
| . bilitv - Reaui for household limit modelling - Statistical considerations in the determination
3 ed_romagnellc (9mput| ility . ‘eqmrements or househo of EMC compliance of mass-produced producis
CISPR 14-2 appliances, electric tools and similar apparatus - Part 2:
Immunity - Product family standard - o . ]
— — Specification for radio disturbance and immunity measuring
CISPR 15 Limits and methods of measurement of radio disturhance apparatus and methods - Part 4-4: Uncertainties, statistics and
characteristics of electrical lighting and similar equipment CISPRTRT6-4-4 | .o modelling - Stafistics of complaints and a model for the
Specification for radio disturbance and immunity measuring calculation of limits for the profection of radio services
CISPR T6-1-1 apparatus and methods - Part 1-1: Radio disturbance and
immunity measuring apparatus - Measuring apparatus Specification for radio disturhance and immunity measuring
. . : : ; CISPRTR 1645 | apparatus and methods - Part 4-5: Uncertainties, statistics
Specification Lor raﬂloddlsl’urbaln;(.e E"g,'":i',"”"'lzy meusu;mg and limit modelling - Conditions for the use of alternative test
CISPR 1612 apparatus and methods - Part 1-2: Radio disturbance an methods
immunity measuring apparatus - Coupling devices for conducted
disturbance measurements CISPR 17 Methods of measurement of the suppression characteristics of
Specification for radio disturbance and immunity measuring passive EMC filtering devices
CISPR 16-1-3 apparatus and methods - Part 1-3: Radio disturbance and - - i
immunity measuring apparatus - Ancillary equipment - CISPRTR 18] EUdhlo u;lerference churud:nst;csnof overheudfpol\:ver lines and
Disturbance power igh-voltage equipment - Part 1: Description of phenomena
Speciﬁt'uﬁon Lor ru'ﬂioddislaurliu]nz? ;ng‘in:ir_n:nili)y meusu&ing Radio inferference characteristics of overhead power lines and
CISPR 16-1-4 apparaius and methods - fart 1-4 Kadlo disturhance an CISPRTR18-2 | high-voltage equipment - Part 2: Methods of measurement and
immunity measuring apparatus - Antennas and test sites for procedure for determining limits
radiated disturbance measurements
Specification for radio disturbance and immunity measuring Radio interference characteristics of overhead power lines and
CISPR 16-15 apparatus and methods - Part 1-5: Radio disturbance and CISPRTR 18-3 hlgh-vohugg equipment - Part 3: Code of practice for minimizing
immunity measuring apparatus - Antenna calibration sites and the generation of radio noise
reference test sites for 5 MHz to 18 GHz
Specification for radio disturbance and immunity measuring Soupd and Ielevmop broadcast receivers upd assocated
o e CISPR 20 equipment - Inmunity characteristics - Limits and methods of
CISPR 16-1-6 apparatus and methods - Part 1-6: Radio disturbance and R T o
immunity measuring apparatus - EMC antenna calibration
Specification for radio disturbance and immunity measuring CISPR 24 Information technology equipment - Immunity characteristics -
CISPR 1621 apparatus and methods - Part 2-1: Methods of measurement Limits and methods of measurement (To be withdrawn in 2020)
of disturbances and immunity - Conducted disturbance
measurements Vehicles, boats and internal combustion engines - Radio
Soccification for radio disfurb T P CISPR 25 disturbance characteristics - Limits and methods of measurement
pecification for radio disturbance and immunity measuring for the protection of on-board recei
CISPR 16-2-2 apparatus and methods - Part 2-2: Methods of measurement of or The profection of on-board receivers
disturbances and immunity - Measurement of disturbance power e Electromagnetic compafibility of multimedia equipment -
Specification for radio disturbance and immunity measuring Emission requirements
CISPR 16-2-3 apparatus and methods - Part 2-3: Methods of measurement
of disturbances and immunity - Radiated disturbance CISPR 35 Electromagnetic compafibility of multimedia equipment -
measurements Immunity requirements
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ITEM

USEFUL EMC TESTING REFERENCES

(DIRECTORY, BOOKS, ORGANIZATIONS, LINKEDIN GROUPS)

RECOMMENDED BOOKS & JOURNALS

André and Wyatt

EMI Troubleshooting Cookbook for Product Designers
SciTech Publishing, 2014.

Includes chapters on product design and EMC theory &
measurement. A major part of the content includes how to
troubleshoot and mitigate all common commercial EMC
test failures.

Archambeault
PCB Design for Real-World EMI Control
Kluwer Academic Publishers, 2002.

Bogatin

Signal & Power Integrity - Simplified

Prentice-Hall, 2018 (3rd Edition).

Great coverage of signal and power integrity from a fields
viewpoint.

Hall, Hall, and McCall

High-Speed Digital System Design - A Handbook of Inter-
connect Theory and Design Practices

Wiley, 2000.

Joffe and Lock

Grounds For Grounding

Wiley, 2010.

This huge book includes way more topics on product de-
sign than the title suggests. Covers all aspects of ground-
ing and shielding for products, systems, and facilities.

Johnson and Graham

High-Speed Digital Design - A Handbook of Black Magic
Prentice-Hall, 1993.

Practical coverage of high speed digital signals and mea-
surement.

Johnson and Graham

High-Speed Signal Propagation - Advanced Black Magic
Prentice-Hall, 2003.

Practical coverage of high speed digital signals and mea-
surement.

Kimmel and Gerke

Electromagnetic Compatibility in Medical Equipment
IEEE Press, 1995.

Good general product design information.

Mardiguian

EMI Troubleshooting Techniques
McGraw-Hill, 2000.

Good coverage of EMI troubleshooting.

Mardiguian

Controlling Radiated Emissions by Design
Springer, 2016.

Good content on product design for compliance.

Montrose

EMC Made Simple

Montrose Compliance Services, 2014.

The content includes several important areas of EMC
theory and product design, troubleshooting, and mea-
surement.

Morrison

Digital Circuit Boards - Mach 1 GHz

Wiley, 2012.

Important concepts of designing high frequency circuit
boards from a fields viewpoint.

Morrison

Grounding And Shielding - Circuits and Interference
Wiley, 2016 (6th Edition).

The classic text on grounding and shielding with up to date
content on how RF energy flows through circuit boards.

Morrison

Fast Circuit Boards

Wiley, 2018.

Morrison explains how signals propagate via transmis-
sion lines and why it's so important to include reference
planes for every signal layer.

Ott

Electromagnetic Compatibility Engineering

Wiley, 2009.

The “bible” on EMC measurement, theory, and product
design.

Paul

Introduction to Electromagnetic Compatibility

Wiley, 2006 (2nd Edition).

The one source to go to for an upper-level course on
EMC theory.
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USEFUL EMC TESTING REFERENCES conmnuen)

(DIRECTORY, BOOKS, ORGANIZATIONS, LINKEDIN GROUPS)

RECOMMENDED BOOKS (CONTINUED)

Sandler

Power Integrity - Measuring, Optimizing, and
Troubleshooting Power Related Parameters in
Electronics Systems

McGraw-Hill, 2014.

The latest information on measurement and design of
power distribution networks and how the network affects
stability and EMC.

Smith and Bogatin

Principles of Power Integrity for PDN Design - Simplified
Prentice-Hall, 2017.

Getting the power distribution network (PDN) design right
is the key to reducing EMI.

Williams

EMC For Product Designers

Newnes, 2017.

Completely updated text on product design for EMC com-
pliance.

Weston

Electromagnetic Compatibility - Methods, Analysis,
Circuits, and Measurement

CRC Press, 2017 (3rd Edition).

A comprehensive text, primarily focused on military EMC.

Wyatt

EMC Desk Reference

Interference Technology, 2017.

A handy guide with technical articles and pertinent EMC
reference information.

Wyatt & Jost

Electromagnetic Compatibility (EMC) Pocket Guide
SciTech Publishing, 2013.

A handy pocket-sized reference guide to EMC.

EMC STANDARDS ORGANIZATION

ANSI
http://www.ansi.org

ANSI Accredited C63
http://c63.org/index.htm

IEEE Standards Association
http://standards.ieee.org

SAE

http://www.sae.org

SAE EMC Standards Committee
http://www.sae.org/standards/

IEC
http://iec.ch

CISPR
http://www.iec.ch/emcl/iec_emc/iec_emc_players_cispr.
htm

ETSI

http://www.etsi.org

LINKEDIN GROUPS

EMC Experts

EMC Testing and Compliance

Electromagnetic Compatibility Forum

ESD Experts

EMC Troubleshooters
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HOW TO PREPARE YOUR PRODUCT AND
YOURSELF FOR EMC TESTING

Buiiss] DN I

Ghery Pettit
Pettit EMC Consulting
Ghery@PettitEMCConsulting.com

Introduction
Your product has EMC requirements. You have to test it to demonstrate compliance with those requirements. How

do you prepare for the test? How do you prepare your product for the test?

These are two different areas that need preparation before you go to the lab. Let’s look at them, one at a time.

INTERFERENCE TECHNOLOGY 87


mailto:Ghery%40PettitEMCConsulting.com?subject=

Buiisa] DINT I

INTERFERENCE TECHNOLOGY ENGINEER’S MASTER

HOW TO PREPARE YOUR PRODUCT AND YOURSELF
FOR EMC TESTING

HOW DO YOU PREPARE FOR THE TEST?

First, you need to understand what you need to gather
before going to the lab. A step before that is that you must
select a lab to perform the tests. Then, you need to know
what information the lab will need prior to the tests in or-
der to allow them to properly test your product and write
a test report. Some labs® may require a written test plan
before performing the tests, and the contents of the test
plan will aid them by gathering information needed for the
test reports.

How do you select a lab? First, you need to know what will
be required of the laboratory in order for its results to be
acceptable in the countries in which you wish to sell your
product. Not all labs are acceptable everywhere in the world.
The requirements for a lab to be accepted in various parts of
the world is beyond the scope of this article, but you should
ensure that the lab’s results and reports will be acceptable.
Some parts of the world have no restrictions on what lab you
may use, others may require that the lab be accredited for
testing in their country. When in doubt, ask to see proof.

Secondly, mere possession of accreditation is not, in and
of itself, evidence that the lab truly does quality work. You
should become educated on the requirements around the
world and perform your own inspections of the candidate
laboratories. Some labs will welcome your visit, others might
not. You will have to decide what level of comfort is adequate
for your company. If you don’t have the expertise in-house
you might consider hiring a consultant to evaluate the labo-
ratory or laboratories you are considering.

Once you have settled on a laboratory to perform the tests,
find out from the lab what information they need you to pro-
vide. Later we’ll talk about the information that a laboratory
must include in the test report, and you will see that much
of it comes from you. Know what information is needed and
have it available when you go to the lab. Part of you labo-
ratory selection process should include asking about lead
time requirements. Are they so busy that they can’t fit in the
number of days you will need for the tests until 6 months
from now? And you need to ship in 1 month? That is import-
ant information. Few things upset management more than
being told that they can’t start shipping product (and receiv-
ing money) until a few months after they had planned. Your
fault or not, you will be blamed, so make sure you under-
stand your company’s schedule requirements and what the
laboratory can deliver.

Also, talk to the lab and have a good idea how long the
tests will take and then when they can deliver a test report
for your review. Talk to your marketing people to see when
they plan on announcing this product and start shipping it.
You don’t want to be the bottleneck that stops the process.
Have these discussions early (both with the lab and with
your own people) and keep the information up to date. En-
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sure that you keep your management informed of the sta-
tus and any delays that you see coming.

HOW DO YOU PREPARE THE PRODUCT FOR THE TEST?
First, design the product with EMC in mind. Provide guid-
ance to the development team early and often on design
features that they should include to increase their chances
of passing the first time. Review the designs to make sure
that obvious mistakes are not included in the product de-
sign. Perform preliminary development tests when possible
to catch mistakes and failures early, when they can more
easily be fixed.

Once the product is designed and debugged, make sure
that all necessary hardware and software is available for
the test. The hardware that you will need to provide to the
laboratory may be more than just the box you are testing.
What about peripheral devices? Are they common items
that the laboratory might already have in their possession?
Or are they special items that only you might have? You
might also ensure that all subassemblies are installed cor-
rectly and that all chassis and enclosure fasteners are tight.
What about the cables connecting the various parts of the
system? Are specially designed cables necessary?

A classic example to consider is if your product includes an
HDMI interface. If your product depends on properly shield-
ed cables, with the shields properly terminated, cables that
simply meet the HDMI cable specification may not be ad-
equate. The HDMI specification does not address the ter-
mination of the outer shield of the cable and many HDMI
compliant cables do not have this outer shield terminated or
terminated properly. They meet the HDMI specification, but
are not typically adequate from an EMC perspective. Does
your product need the shield terminated? Make sure the ca-
bles used for the test (and sold with your product) have the
shields terminated correctly.

If any software is required in order for your product to be
exercised as required by the EMC standard to which it is
being tested make sure you pack that software with the
product, or pre-install it and test it to make sure it works.
Remember that the clock is running when you arrive at the
lab and you don’t want to be paying their hourly rate to trou-
bleshoot you product to make it work, or waste time running
back to your company to get software you forgot.

Also, it's wise to bring the following items: product docu-
mentation, installation manual, user manual, extra tools —
especially specialized ones required to remove covers or
cables, etc., backup copies of software, a backup laptop,
backup hardware in case of product failure (especially im-
portant for potentially destructive tests like ESD), extra ca-
bles, troubleshooting items like ferrite chokes, copper tape,
and aluminum foil.

WHAT INFORMATION MIGHT YOU NEED TO PROVIDE
TO THE LAB?
The laboratory is going to write a test report (or reports) for
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you at the completion of the tests (assuming the product
passed, writing a full report for a product that fails is a waste
of time and your money). ISO/IEC Guide 17025:2005 pro-
vides a list of items that must be included in the test report
and regulatory agencies add their own requirements. Let’s
look at the items that ISO/IEC 17025 requires:

Articles 5.10.2 and 5.10.3 of ISO/IEC 17025 list a number
of required items to be included. These are;

* 5.10.2a — The report is labeled with a title, such as “Test
Report”

* 5.10.2b — The name and address of the laboratory used
for the measurement

* 5.10.2c — Unique identifier of the report on each page and
a clear identification of the end of the report

* 5.10.2d — Name and address of the client

* 5.10.2e — Test methods clearly identified

* 5.10.2f -

o Description of the condition of the EUT

o Clear and unambiguous identification of the EUT on the
cover or first page of the report. All applicable model
numbers and manufacturer’s trade names are to be
listed here

* 5.10.2g — Date(s) of the test shall be identified

* 5.10.2h — reference to the sampling plan and procedures
used by the lab (not typically needed in an EMC test re-
port)

* 5.10.2i — test results with units of measurement

* 5.10.2j — name(s), function(s) and signature(s) of per-
son(s) authorizing the test report

* 5.10.2k — a statement to the effect that the results relate
only to the items tested

* 5.10.2 Note 1 — hard copies of test reports should include
the page number and total number of pages

* 5.10.2 Note 2 — a statement that the test report shall not
be reproduced except in full, without written approval of
the lab.

* 5.10.3.1a — deviations from, additions to, or exclusions
from the test methods, and information on specific test
conditions, such as environmental conditions

o Temperature, humidity, barometric pressure
o Operating voltage and frequency

* 5.10.3.1b — a statement of compliance/non-compliance
with requirements and/or specifications

* 5.10.3.1c — a statement on the estimated uncertainty of
measurement

* 5.10.3.1d — where appropriate and needed, opinions and
interpretations

* 5.10.3.1e — additional information which may be required
by specific methods, customers or groups of customers

In the United States, the Federal Communications Com-
mission (FCC) has some additional requirements. These
will vary depending on the type of approval process used

ITEM

for the product.

DEVICES AUTHORIZED UNDER VERIFICATION
« 47 CFR 2.955(a)(3)

i. Indicate the actual date all testing was performed (see
also 17025 5.10.29)

ii. State the name of the test laboratory, company, or in-
dividual performing the verification testing. (see also
17025 5.10.2b)

iii. Contain a description of how the device was actually
tested, identifying the measurement procedure and
test equipment that was used (see also 17025 5.10.2¢)

iv. Contain a description of the equipment under test
(EUT) and support equipment connected to, or in-
stalled within, the EUT (see also 17025 5.10.2f)

v. Identify the EUT and support equipment by trade
name and model number and, if appropriate, by FCC
Identifier and serial number

vi. Indicate the types and lengths of connecting cables
used and how they were arranged or moved during
testing

vii. Contain at least two drawings or photographs showing
the test set-up for the highest line conducted emission
and showing the test set-up for the highest radiated
emission. These drawings or photographs must show
enough detail to confirm other information contained
in the test report. Any photographs used must be fo-
cused originals without glare or dark spots and must
clearly show the test configuration used

viii. List all modifications, if any, made to the EUT by the
testing company or individual to achieve compliance
with the regulations in this chapter

ix. Include all of the data required to show compliance
with the appropriate regulations in this chapter (see
also 17025 5.10.2i)

x. Contain, on the test report, the signature of the individ-
ual responsible for testing the product along with the
name and signature of an official of the responsible
party, as designated in §2.909

DEVICES AUTHORIZED UNDER CERTIFICATION
« 47 CFR 2.1033(b)

i. The full name and mailing address of the manufactur-
er of the device and the applicant for certification (see
also 17025 5.10.2d)

ii. FCC identifier

iii. A copy of the installation and operating instructions to
be furnished the user. A draft copy of the instructions
may be submitted if the actual document is not avail-
able. The actual document shall be furnished to the
FCC when it becomes available

iv. A brief description of the circuit functions of the device
along with a statement describing how the device op-
erates. This statement should contain a description of
the ground system and antenna, if any, used with the
device

v. A block diagram showing the frequency of all oscilla-
tors in the device. The signal path and frequency shall
be indicated at each block. The tuning range(s) and
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intermediate frequency(ies) shall be indicated at each
block. A schematic diagram is also required for inten-
tional radiators

vi. A report of measurements showing compliance with
the pertinent FCC technical requirements. This report
shall identify the test procedure used (e.g., specify the
FCC test procedure, or industry test procedure that
was used), the date the measurements were made,
the location where the measurements were made,
and the device that was tested (model and serial num-
ber, if available). The report shall include sample cal-
culations showing how the measurement results were
converted for comparison with the technical require-
ments

vii. A sufficient number of photographs to clearly show the
exterior appearance, the construction, the component
placement on the chassis, and the chassis assembly.
The exterior views shall show the overall appearance,
the antenna used with the device (if any), the controls
available to the user, and the required identification la-
bel in sufficient detail so that the name and FCC iden-
tifier can be read. In lieu of a photograph of the label,
a sample label (or facsimile thereof) may be submitted
together with a sketch showing where this label will be
placed on the equipment. Photographs shall be of size
A4 (21 cm x 29.7 cm) or 8 x 10 inches (20.3 cm x 25.4
cm). Smaller photographs may be submitted provided
they are sharp and clear, show the necessary detail,
and are mounted on A4 (21 cm x 29.7 cm) or 8.5 x 11
inch (21.6 cm x 27.9 cm) paper. A sample label or fac-
simile together with the sketch showing the placement
of this label shall be on the same size paper

viii. If the equipment for which certification is being sought
must be tested with peripheral or accessory devices
connected or installed, a brief description of those pe-
ripherals or accessories. The peripheral or accessory
devices shall be unmodified, commercially available
equipment

DEVICES AUTHORIZED UNDER DECLARATION OF
CONFORMITY
* 47 CFR 2.1075(a)(3)
i. The actual date or dates testing was performed
ii. The name of the test laboratory, company, or individ-
ual performing the testing. The Commission may re-
quest additional information regarding the test site, the
test equipment or the qualifications of the company or
individual performing the tests
iii. A description of how the device was actually test-
ed, identifying the measurement procedure and test
equipment that was used
iv. A description of the equipment under test (EUT) and
support equipment connected to, or installed within,
the EUT
v. The identification of the EUT and support equipment
by trade name and model number and, if appropriate,
by FCC Identifier and serial number
vi. The types and lengths of connecting cables used and
how they were arranged or moved during testing

vii. At least two photographs showing the test set-up for
the highest line conducted emission and showing the
test set-up for the highest radiated emission. These
photographs must be focused originals which show
enough detail to confirm other information contained
in the test report

viii. Adescription of any modifications made to the EUT by
the testing company or individual to achieve compli-
ance with the regulations

ix. All of the data required to show compliance with the
appropriate regulations

x. The signature of the individual responsible for test-
ing the product along with the name and signature of
an official of the responsible party, as designated in
§2.909

xi. A copy of the compliance information, as described in
§2.1077, required to be provided with the equipment

In Taiwan, the Bureau of Standards, Metrology and Inspec-
tion (BSMI) has a few of their own requirements for report
content.

« If testing with different numbers of cables connected to
multiple samples of a given I/O port type is performed,
data for each number of cables used shall be provided to
show that the addition of the final cable did not increase
emissions by more than 2 dB.

+ A statement that the final test results represent the worst
case, along with a listing of the configuration variations
that were investigated to determine the worst case.

» Clear photographs of the test setup providing sufficient
detail to duplicate the test results. Each test setup must
be documented.

o 6 exterior pictures of a system EUT for class A equip-
ment

o 6 exterior and 6 interior pictures of a system EUT for
class B equipment.

o Pictures required for the power supply and internal
boards. Board photos required of both sides with suffi-
cient detail to identify EMC critical parts.

o Minimum photo size is 4 by 6 inches

* List of removable EMI suppression components in the
product.

* List of key EMI generation components (clock generators
and distribution parts)

 Block diagram of the EUT showing the clock distribution

» BSMI cover sheet containing the following information:

o Product Name. This shall be the same name as provid-
ed on shipping and final sales packaging

o Applicant (Intel for our products)

o Description of nameplate mains characteristics

o Logo or Brand

o Model Number or Type. Detailed model number(s)

o Test Result. Passed. State class A or class B

o QOriginal Signature. Electronic signatures are accept-
able if the report and all supporting documentation is
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submitted on a CD-ROM

The following items may be specific to one regulator, but
should be provided in the report:

List of accreditations, approvals, listings, etc held by the
laboratory. Include identification numbers if applicable.

If multiple model numbers are covered by the report, pro-
vide a description and evidence of differences reviewed
by the laboratory.

Name and signature of the person taking the data. Need-
ed for each set of data in the report.

List all test equipment used during the tests.

o Test equipment type

o Manufacturer

o Model number

o Serial number

o Calibration date and calibration due date

Details of applicable regulatory compliance labels show-
ing label details and location on the product.

List of all components of the EUT system. Include inter-
nal components such as power supplies, motherboards,
hard disk drives, floppy disk drives, CD-ROM drives and
add-in cards.

ITEM

o Equipment type
o Manufacturer

o Model number
o Serial number

« List of all cables
o Length
o Type (shielded, unshielded, coax, etc)

o Devices interconnected with the cable

e EUT exercise/stimulation software used
* Any required user warning statements.

As you can see, preparation for testing a product to EMC

requirements is an intensive process. You will need to go

through this list of information and make sure that any of

it that must be provided to the laboratory is identified and
provided in a format that is useful to the laboratory.

Talk to them in advance and make sure that you have every-
thing they need, in a format that they can use. The time (and
money) that you save is your own (or your employers).
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SUMMARY OF COMMERCIAL EMC TESTS

Ghery Pettit
Pettit EMC Consulting
Ghery@PettitEMCConsulting.com

Introduction

Commercial EMC tests cover a wide range of products. These include the obvious ones like computers and their
peripherals, but also cover household appliances, electric tools and a wide variety of other products. While the stan-
dards, including limits and test methods may differ, all EMC test standards have a few things in common. The most
basic are the limits for emissions and the types and levels of immunity testing.
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SUMMARY OF COMMERCIAL EMC TESTS

Emissions tests (and their associated limits) are put in
place for commercial equipment primarily to protect radio
and television broadcasting services. Other radio commu-
nications services are also protected. While a very few
commercial emissions standards existed prior to the in-
troduction of the personal computer to the marketplace,
the proliferation of these devices spurred the development
of standards and regulations around the world due to the
large number of interference complaints directly traceable
to these new devices. Early personal computing devices
were designed and built with no regard to controlling ra-
dio frequency emissions and, as a result, they generat-
ed large amounts of RF emissions. Indeed, it could be
argued that the early personal computing devices were
broadband radio transmitters masquerading as comput-
ers. Mainframe computers had similar weaknesses, but
as they typically weren’t installed in residential areas the
impact was smaller.

Emissions testing typically comprises of two parts. Con-
ducted emissions on power and telecommunications ports
and radiated emissions. The breakpoint between the two
(conducted and radiated) in commercial standards is 30
MHz. This frequency was chosen as at the typical test dis-
tances involved (3 meters and 10 meters today) frequen-
cies above 30 MHz tend to provide plane wave (far field)
emissions, allowing for fairly repeatable measurements
from laboratory to laboratory. Below 30 MHz this may not
be the case. Thus, conducted emissions are measured.
Limits for powerline conducted emissions were set based
on the source and victim devices being connected to the
same circuit. Limits for conducted emissions on telecom-
munication ports are set assuming a certain conversion of
the differential mode (desired) signals on the cable being
converted to common mode (due to characteristics of the
cable) which then radiates.

CONDUCTED EMISSIONS

Conducted emissions on the incoming power lines are
measured (typically) using a Line Impedance Stabilization
Network (LISN) or Artificial Mains Network (AMN). These
are two different names for the same box. The LISN or AMN
is placed between the Equipment Under Test (EUT) and the
incoming power line (mains) to provide a defined power line
impedance and a coupling point to the receiver (Figure 1).
The LISN or AMN is placed on the horizontal ground plane,
or directly beneath it with the EUT connected directly to the
EUT port. The block diagram below shows this test setup.

The EUT is placed either on the horizontal ground plane
on the floor (with an insulating spacer) or on an 80 cm high
non-conducting table, depending on the intended instal-
lation of the EUT (table top or ground mounted). The fre-
quency range of interest is scanned with the appropriate
detectors and bandwidth and the results are noted. Mea-
surement are made on each conductor of the incoming line
separately. Most commercial EMC standards have mea-

ITEM

surements made over the frequency range of 150 kHz to
30 MHz.

Incoming Mains Power

EUT LISN/AMN

Receiver

Figure 1 - Generalized fest setup for conducted emissions using a line impedance
stabilization network (LISN).

RADIATED EMISSIONS

Radiated emissions may be measured in either an Open
Area Test Site (OATS) or an RF Semi-Anechoic Chamber
(SAC). The OATS is the “gold standard” test facility. It con-
sists of a large open area free of objects which might reflect
RF energy. It typically is equipped with a reflecting ground
plane. The size of the clear area is defined in various
standards as an elliptical area whose major axis is twice
the measurement distance and whose minor axis is the
square root of 3 times the measurement distance. Expe-
rience has shown over the decades that these dimensions
are too small. Doubling them has been tried and even that
has been shown to have its weaknesses, especially when
the OATS is surrounded by a chain link fence for security.
The picture below shows a 30 meter OATS built in 1989 for
Tandem Computers Incorporated near Hollister, California.
The clear area is at least twice the required dimensions for
a 30 meter site and takes a considerable amount of land.
This site is no longer in operation, but it illustrates the point.
The building on the ground plane was constructed of RF
transparent material and covered the turntable. All utilities
were run underground, including the air conditioning ducts
with the air conditioning units being installed outside the
clear area. The site was never utilized at a measurement
distance of 30 meters, so it was a superb 10 meter site.

Figure 2 - A typical open area test site (OATS).

A significant weakness of the OATS facility is that in addi-
tion to measuring the emissions from the EUT it is a great
facility to measure all the local RF ambient signals from
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broadcast and communications services, as well. If these
signals are strong enough they will totally mask the emis-
sions from the EUT that you were trying to measure. As a
result, for best operation an OATS must be located in a very
remote area. And this is no guarantee that the ambient level
will remain low. Apple Computer had a great OATS near
Pescadero, California that had a very low ambient when it
was built in the 1980s. Apple ultimately stopped using the
facility when the local ambient signals grew to the point
where operation was no longer possible and moved totally
to 10 meter SACs near their development facilities.

Regardless of whether measurement are taken at an OATS
or in a SAC, the block diagram of the test set-up remains
the same. Emissions from the EUT are measured using an
antenna for the appropriate frequency range, a pre-amplifi-
er (if necessary) and a measuring receiver. Measurements
are taken with the antenna in both the vertical and horizon-
tal polarities. See the block diagram in Figure 3.

Antenna

/
=
/

Figure 3 - General test setup for radiated emissions testing.

EUT

Receiver

The need for height scans is shown by the diagram in Figure
4. The objective is to adjust the antenna height until the di-
rect and reflected signals are maximized. An example of an
antenna mast for this purpose is shown in the photograph
above of the Tandem 30 meter OATS (Figure 2).

Antenna

Direct Path

TR

Reflected Path
pd
1-4 meters

EUT

Ground Plane

Figure 4 - Diagram showing the direct and reflected waves. The antenna height is
adjusted to maximize the measurement.

Emissions tests are required in many countries around the
world. Immunity testing of commercial products is required
in a smaller number of countries, but these are some major
countries, so a manufacturer must be aware of them.

COMMERCIAL IMMUNITY TESTS
Commercial immunity testing typically covers the following
types of tests:

2021

1. Electrostatic Discharge (ESD)

There are two types of ESD tests — contact discharge and
air discharge. In the contact discharge test the tip of the
ESD simulator is placed on the test point of the EUT and
the discharge is initiated. The discharge occurs inside the
simulator and these tests are fairly repeatable. In the air
discharge test the simulator is charged to the specified volt-
age and brought into contact with the EUT. The discharge,
if it occurs, happens before contact is made jumping the
air gap between the tip of the simulator and the EUT. How
large this gap is depends of the atmospheric pressure, tem-
perature, angle of approach, and relative humidity. It can
also depend on how fast the operator approaches the EUT
with the ESD gun Air discharge testing is not as repeatable,
but it simulates a different ESD event. Both types of tests
are typically required. For computer equipment CISPR 24
requires a contact discharge test at 4 kV and air discharge
tests up to 8 kV. Tests are typically performed using the
equipment and procedures called out in IEC 61000-4-2.
The EUT is allowed to react to the test, but it must self-re-
cover after the test. A classic example is a computer play-
ing music over a speaker. You hear a POP! in the speaker
when the ESD event occurs, but the music keeps playing
afterwards. This is considered a pass. If the music stopped
and required operator intervention to re-start, that would be
considered a failure.

2. Radiated electric field immunity

This tests the immunity of the EUT to nearby radio transmit-
ters. The frequency range of 80 MHz to 1 GHz is typically
tested, although newer standards have tests required as
high as 6 GHz. This test is performed in a fully anechoic
chamber or a SAC with removable absorbers placed on the
floor. Signal levels are used that would annoy the neighbors
and cause the local regulators to issue fines, so a shield-
ed environment is a necessity. The current requirements
in IEC 61000-4-3 (a commonly used basic standard) call
for the E-field to be uniform to within certain requirements
before the EUT is brought into the test volume. Four sides
of the EUT are typically evaluated. The EUT typically must
continue to operate through the test as though nothing was
happening to it or must self-recover with no loss of data to
be considered a pass.

3. Electrical Fast Transients

This test introduces a series of rapid pulses into the EUT
through the power and any signal lines that could exceed 3
meters in length. Like ESD testing, the EUT must operate
after the test without operator intervention, but may react
to the test as it occurs, so long as the system self-recovers
with no loss of data. IEC 61000-4-4 calls out the test equip-
ment and procedures for this test.

4. Electric Surge

This test simulates what happens on the power input to the
EUT when there is a nearby lightning strike. High energy
surges are applied to the EUT line input. IEC 61000-4-5
details the test equipment and procedures for performing
surge testing.
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5. Conducted RF

In commercial standards the breakpoint between conduct-
ed RF and radiated RF immunity testing is typically 80 MHz.
Generating uniform fields much below 80 MHz is difficult.
As a result, below that frequency RF energy is typically in-
jected onto cables connected to the EUT. An example of a
block diagram for such a test is shown in Figure 5. The 6 dB
attenuator is placed as close to the Coupling Decoupling
Network (CDN) as possible. While this isn’t clearly shown
in IEC 61000-4-6, the reason for placing it as close to the
CDN as possible is that it provides a matching impedance
to the transmission line, maximizing power transfer to the
CDN, whose input impedance is not precisely known. Oth-
erwise, you may be throwing away half the power you paid
to generate.

AC Mains

Power 6 dB}
Amp Pad |

Signal

Source CDN

EUT

Figure 5 - Typical fest setup for the conducted immunity test.

The typical frequency range for conducted RF immunity
testing of commercial equipment is 150 kHz to 80 MHz.

6. Power Frequency Magnetic Fields

This test is run for products which might reasonably be ex-
pected to have immunity problems with power frequency
magnetic fields. Such products, as called out in CISPR 24 for
example, might include Cathode Ray Tube (CRT) displays,
magnetic field sensors and Hall devices. The EUT is placed
in the middle of a large coil of wire through which a power
frequency current flows. The current level to generate the
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specified field level (for example, 1 Amp/meter in CISPR 24)
is run through the coil and the EUT is checked for proper
operation. All three axes are tested. Most products do not
require this test, but it is included in the product family stan-
dards. IEC 62000-4-8 details how to perform this test.

7. Dips and dropouts

This test is designed to simulate real world examples of
momentary input power voltage fluctuations. In the case
of CISPR 24 (and CISPR 35) there are three tests that are
performed, typically by a computerized power source. The
first is a >95% voltage reduction for one half cycle of the
incoming power. The voltage change occurs at the zero
crossover point on the power waveform. This simply means
that one half cycle of the incoming power to the EUT is
chopped off. The EUT is allowed to react, but must self-re-
cover without operator intervention. The second test is a
30% reduction (70% residual voltage) for one half second
(25 cycles at 50 Hz or 30 cycles at 60 Hz) - a short brown-
out. Again, the EUT may react, but must self-recover. The
third commonly used test is a >95% reduction in input volt-
age for 5 seconds. It’s like the power cord was pulled out
of the wall socket for 5 seconds and then plugged back in.
Obviously, unless the EUT has a built in battery or UPS,
it will crash. As long as function can be restored by the
operator in accordance with the instructions and no data
protected by battery back-up is lost or damaged, the EUT
passes this test. IEC 61000-4-11 provides the details on
how these tests are to be run.

The test levels utilized in commercial immunity tests are
designed to provide a reasonable level of certainty that the
product will operate in its intended environment. They do
not represent the worst case that a product might experi-
ence in the field, but they have been shown over the years
to be adequate. Indeed, most products exhibit higher lev-
els of immunity that required when tested to their breaking
point and the design features used to meet the emissions
requirements typically are adequate for providing this level
of immunity.
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DEVELOPING AN IN-HOUSE
EMC TROUBLESHOOTING AND
PRE-COMPLIANCE TEST LAB

Kenneth Wyatt
Wyatt Technical Services LLC
ken@emc-seminars.com

While investing in your own full in-house EMC test laboratory may seem difficult to justify, most companies should
be able to afford to implement some level of pre-compliance testing capability. Outside compliance test labs can
cost upwards of $2,000 per day. The advantage of being able to perform some of the key tests in-house is that you
can quickly determine whether your product is anywhere close to passing. Identifying “red flags” or problem areas
early allows more cost-effective implementation of fixes. Waiting until the end of a product development cycle to
determine EMC compliance is always very risky and usually expensive in time and money.

As a consultant, | frequently run into clients that have worked for weeks or months to beat down a radiated emissions
problem by repeatedly cycling between their R&D lab and third-party compliance test lab. This is very frustrating for
both the designers and their management. By performing some very quick and simple tests, you can identify fail-
ures, narrow down the root cause, and try various fixes well before taking the product in for full compliance testing.
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DEVELOPING AN IN-HOUSE EMC TROUBLESHOOTING
AND PRE-COMPLIANCE TEST LAB

DEVELOPING YOUR OWN EMI TEST LAB

So, what'’s involved in developing a basic EMC pre-com-
pliance test lab? It's not nearly as expensive as you might
think. For example, there are only four common test failures
I run into regularly: radiated emissions (RE) is always the
number one issue, followed by radiated immunity (RI), elec-
trostatic discharge (ESD), and conducted emissions (CE).
With few exceptions and assuming a good power line and
I/O port filtering, many of the line- or I/O port-related im-
munity tests are lower risk and usually pass OK. However,
some low-end Asian power supplies do have inadequate
or non-existent line filtering, and so I've added the CE test,
which is relatively easy to perform.

Briefly, radiated emissions measures the radiated E-fields
emanating from the product, equipment, or system under
test. There are worldwide limits on how much these emis-
sions can be, depending on the environment the equipment
| designed to work in.

Radiated immunity is a measure of how much external
E-fields the product or system can tolerate from external
sources like broadcast, cellular phones or two-way radios,
etc. Electrostatic discharge is a test to see how immune the
product or system is to external static discharges, usually
from operators touching keypads or touch screens.

Conducted emissions is a measure of the broadband and
narrow band noise conducting out the line cord from switch-
mode power supplies.

EMI TROUBLESHOOTING VERSUS

PRE-COMPLIANCE TESTING

There’s a difference between general troubleshooting and
pre-compliance testing. General troubleshooting is usually
performed with a set of probes and a spectrum analyzer.
The goal is to identify sources of harmonic energy and de-
termine fixes that reduce the harmonic amplitudes. Here,
we’re mainly looking for relative changes.

Pre-compliance testing, on the other hand, attempts to du-
plicate the way the compliance tests are run to the best
ability possible and to compare with actual test limits.

Here is a list of basic equipment required for these four tests:

1. Radiated Emissions — While an oscilloscope is very
useful for determining rise times and ringing, a spec-
trum analyzer is really the desired instrument for most
EMI troubleshooting and measurement. In addition,
you’ll want a set of near-field probes, a current probe, a
calibrated (or uncalibrated — see Note 7) EMI antenna,
and possibly a 20 dB gain broadband preamplifier to
boost the signal from the probes.

2. Radiated Immunity — You'll need an RF generator
that can tune the required frequency band and possibly
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an RF amplifier to boost the signal level.

3. Electrostatic Discharge — You’ll need an ESD
simulator.

4. Conducted Emissions — Conducted emissions testing
is performed according to CISPR 11 or 22 and requires a
LISN between the source of AC line (or DC) voltage and
the product under test. A spectrum analyzer is connect-
ed to the 50-Ohm port and the conducted RF noise volt-
age is displayed on the analyzer. Different model LISNs
are made for either AC or DC supply voltage.

All the above equipment may be purchased on the used
market. There is also a new category of “affordable” equip-
ment, as well as lab-quality level equipment, depending on
your budget. Generally, most pre-compliance testing does
not require very expensive equipment, but you also need to
factor in some niceties, such as real-time spectrum analy-
sis for signals that may only appear infrequently or signals,
such as wireless communications, that may not display
clearly on low-cost swept analyzers. More on this is de-
scribed in our 2016 Real-Time Spectrum Analyzer Guide
(Reference 1). In addition, there may be important reasons
to stick with higher-end lab-quality equipment with their
higher performance.

RADIATED EMISSIONS

Because radiated emissions is usually the most frequent
test failure, most of your investment should be focused on
this test. Even so, there is a wide range of test investment
choices. For example, a basic troubleshooting test setup |
use frequently, is merely an uncalibrated receiving anten-
na positioned at one end of a workbench, connected to
a small bench top spectrum analyzer. The product under
test is positioned at the other end of the work bench (Fig-
ure 1). Cables are attached to the EUT and various trou-
bleshooting techniques are used to help pinpoint product
design issues.

Figure 1. A typical troubleshoofing test setup for radiated emissions.

Pre-compliance testing, requires a calibrated EMI antenna
positioned either 1 m or (better) 3 m away from the product
under test. This way, you'll be able to compare the emissions
with actual test limits. The test may be set up in any area
large enough and far away from other equipment that could
interfere with the testing. Sometimes a parking lot is used.
I've more often used a large conference room (Figure 2).
The one big issue in testing outside a shielded semi-anecho-
ic chamber is you must deal with ambient signals — that

INTERFERENCE TECHNOLOGY

97

Buiiss] DN I




INTERFERENCE TECHNOLOGY ENGINEER’'S MASTER | 2021

is transmissions from broadcast radio/TV, cellular transmis-

< sions, and two-way radio.

Figure 2. An example of a 3 m pre-compliance test set up in a large conference
room. Note the DIY turntable for helping maximize emissions.

RADIATED IMMUNITY

Radiated immunity testing may also be performed using
simple troubleshooting techniques or in a shielded semi-an-
echoic chamber. Most of what | call “pre-compliance”
testing is really just using an RF generator and near field
probes, or a small Family Radio Service (FRS) license-free
walkie-talkie. If the product under test can pass these sim-
ple tests, then it's also likely it will pass the formal tests at
test levels of 3 V/m or 10 V/m (for commercial/industrial
products). Military RI testing will more likely require much
higher test levels that fall outside the scope of these simple
bench top level tests.

The test set-up for table-top products
(adapted from Figure 5 of EN 61000-4-2)

Vertical coupling plane (VCP)

EUT and its cables 100mm from side of EUT
)

insulated from the HCP

\ /

) ) \ Air and contact /
F p! \ to EU /
plane (HCP) «\\ \ /

\

Indirect contact
discharge to VCP

Contact discharge
to HCP —

F r= '\‘
Ground | HCP and VCP connected X~ .
reference \ to GRP by ‘bleed leads”
plane (GRP) \ \

Other conducting structures > 1 metre distant

Insulating
.. table

Figure 3. The ESD test setup according fo [EC 6100-4-2. Image, courtesy Keith Armstrong.

ELECTROSTATIC DISCHARGE

Electrostatic discharge pre-compliance testing can be
performed on a work bench, but it's much better to dupli-
cate the test table and ground planes as specified in the
IEC 61000-4-2 test standard. This requires certain table
dimensions with a conductive table surface and ground
plane of certain size underneath. (Figure 3).

CONDUCTED EMISSIONS
Conducted emissions testing is performed according to CIS-
PR 11 or 22 and requires a LISN between the source of AC

line (or DC) voltage and the product under test. A spectrum
analyzer is connected to the 50-Ohm port and the conduct-
ed RF noise voltage is displayed on the analyzer. Different
model LISNs are made for either AC or DC supply voltage.

SUMMARY

Investing in the equipment required to test and trouble-
shoot the most likely things that cause test failures is usu-
ally well worth the expense. Repeatedly moving back and
forth between the R&D lab and compliance test lab can
consume weeks of time and lead to project cost overruns.

NOTE ON THE USE OF EXTERNAL ANTENNAS

Note that there are two distinct goals when using external

EMI antennas:

1. Relative troubleshooting, where you know areas of
failing frequencies and need to reduce their ampli-
tudes. A calibrated antenna is not required, as only
relative changes are important. The antenna also
does not necessarily need to be tuned to the frequen-
cy of the harmonics. Almost any “hunk of metal” con-
nected to the spectrum analyzer should work. The im-
portant thing is that harmonic content from the EUT
should be easily visible.

2. Pre-compliance testing, where you wish to duplicate
the test setup as used by the compliance test lab.
That is, setting up a calibrated antenna 3 m or 10
m away from the product or system under test and
determining in advance whether you're passing or
failing.
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MILITARY RELATED DOCUMENTS

& STANDARDS

The following references are not intended to be all inclusive, but rather a representation of available sources of

additional information and point of contacts.

MIL-HDBK-235-1D Military Operational Electromagnetic
Environment Profiles Part 1D General Guidance, 03 April
2018.

MIL-HDBK-237D Electromagnetic Environmental Effects
and Spectrum Certification Guidance for the Acquisition
Process, 20 May 2005. (Notice 1 Validation 04 April 2013)

MIL-HDBK-240A Hazards of Electromagnetic Radiation
to Ordnance (HERO) Test Guide, 10 Mar 2011.

MIL-HDBK-263B Electrostatic Discharge Control Hand-
book for Protection of Electrical and Electronic Parts, As-
semblies and Equipment (Excluding Electrically Initiated
Explosive Devices), 31 Jul 1994.

MIL-HDBK-274A Electrical Grounding for Aircraft Safety,
14 Nov 2011. (Notice 1 Validation 16 August 2016)

MIL-HDBK-335 Management and Design Guidance
Electromagnetic Radiation Hardness for Air Launched
Ordnance Systems, Notice 4, 08 Jul 2008. (Notice 5 Can-
cellation 01 August 2013)

MIL-HDBK-419A Grounding, Bonding, and Shielding for
Electronic Equipment and Facilities, 29 Dec 1987. (No-
tice 1 Validation 20 February 2014)

MIL-HDBK-454B General Guidelines for Electronic
Equipment, 15 Apr 2007. (Notice 1 Validation 12 Decem-
ber 2012)

MIL-HDBK-1195, Radio Frequency Shielded Enclosures,
30 Sep 1988.

MIL-HDBK-2036 Preparation of Electronic Equipment
Specifications, 1 November 1999

MIL-STD-188-124B Grounding, Bonding, and Shielding
for Common Long Haul/Tactical Communications-Elec-
tronics Facilities and Equipment, 4 April 2013.

MIL-STD-220C Test Method Standard Method of Inser-
tion Loss Measurement, 14 May 2009. (Notice 2 Valida-
tion 08 October 2019)

MIL-STD-331D Fuze and Fuze Components, Environ-
mental and Performance Tests for, 31 May, 2017.

MIL-STD-449D Radio Frequency Spectrum Characteris-
tics, Measurement of, 22 Feb 1973. (Notice 1 18 May
1976, Notice 2 Validation 04 April 2013)

MIL-STD-461F Requirements for the Control of Elec-
tromagnetic Interference Characteristics of Subsystems
and Equipment, 10 Dec 2007.

MIL-STD-461G Requirements for the Control of Elec-
tromagnetic Interference Characteristics of Subsystems
and Equipment, 11 Dec 2015.

MIL-STD-464C Electromagnetic Environmental Effects
Requirements for Systems, 01 Dec 2010. (MIL-STD-
464D to be released in 2020)

MIL-STD-704F Aircraft Electric Power Characteristics,
Change Notice 1, 05 December 2016.

MIL-STD-1275E Characteristics of 28 Volt DC Power In-
put to Utilization Equipment in Military Vehicles, 22 March
2013 (MIL-STD-1275F expected release in 2020)

MIL-STD-1310H Standard Practice for Shipboard Bond-
ing, Grounding, and Other Techniques for Electromagnetic
Compatibility Electromagnetic Pulse (EMP) Mitigation and
Safety, 17 Sep 2009. (Notice 1 Validation 12 August 2014)

MIL-STD-1377 Effectiveness of Cable, Connector, and
Weapon Enclosure Shielding and Filters in Precluding
Hazards of EM Radiation to Ordnance; Measurement of,
20 Aug 1971.

MIL-STD-1399 Section 300B Interface Standard for Ship-
board Systems, Electric Power, Alternating Current, Can-
celled 25 September 2018.

MIL-STD-1399 Section 300 Part 2 Medium Voltage Elec-
tric Power, Alternating Current, 25 September 2018

MIL-STD-1541A Electromagnetic Compatibility Require-
ments for Space Systems,Cancelled 27 April 2017.
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MIL-STD-1542B Electromagnetic Compatibility and
Grounding Requirements for Space System Facilities,
15 Nov 1991. MIL-STD-1605 Procedures for Conducting
a Shipboard Electromagnetic Interference (EMI) Survey
(Surface Ships), 15 Nov, 1991.

MIL-STD-1605A (SH) Procedures for Conducting a Ship-
board Electromagnetic Interference (EMI) Survey (Sur-
face Ships), 8 October 2009 (Validation Notice 1, 12 Au-
gust 2014)

MIL-STD-1686C Electrostatic Discharge Control Pro-
gram for Protection of Electrical and Electronic Parts, As-
semblies, and Equipment (Excluding Electrically Initiated
Explosive Devices). 25 Oct 1995.

ADS-37A-PRF Electromagnetic Environmental Effects
(E3) Performance and Verification Requirements, 28 May
1996.

DOD-STD-1399 Section 070 Part 1 D.C. Magnetic Field
Environment, Notice 1, 30 Nov 1989.

DoDI 3222.03 DoD Electromagnetic Environmental Ef-
fects (E3) Program, Change Notice 2, 10 October 2017.

DoDD 4650.01 Policy and Procedures for Management
and Use of the Electromagnetic Spectrum, 09 Jan 2009.

DoDI 6055.11 Protecting Personnel from Electromagnet-
ic Fields, 19 Aug 2009.

TOP 01-2-511A Electromagnetic Environmental Effects
System Testing, 20 November 2013

TOP 01-2-620 High-Altitude Electromagnetic Pulse
(HEMP) Testing, 10 November 2011

TOP 01-2-622 Vertical Electromagnetic Pulse Testing, 11
September 2009
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ITEM

AUTOMOTIVE ELECTROMAGNETIC
COMPATIBILITY (EMC) STANDARDS

The following list of automotive EMC standards was developed by Dr. Todd Hubing, Professor Emeritus of Clemson
University Vehicular Electronics Lab ( https://cecas.clemson.edu/cvel/emc/). Afew of these standards have been made
public and are linked below, but many others are considered company confidential and are only available to approved
automotive vendors or test equipment manufacturers.

While several standards are linked on this list, an internet search may help locate additional documents that have
been made public. Permission to republish has been approved.

Document
Number

CISPR (Automotive Emissions Requirements)

Title

Vehicles, boats, and internal combustion engine driven devices
- Radio disturhance characteristics - Limits and methods of

Document
Number

CISPR 12 measurement for the profection of receivers except those installed
in the vehicle/boat/device itself or in adjacent vehicles/hoats/
devices
Radio disturbance characteristics for the protection of receivers

(ISPR 25 used on board vehicles, boats, and on devices - Limits and

methods of measurement

IS0 (Automotive Immunity Requirements)

Title

SO (Automotive Immunity Requirements) continued

Document

Number Tile

Road vehicles - Vehicle test methods for electrical disturbances
IS0 11451-2 | from narrowband radiated electromagnetic energy - Part 2: Off-
vehicle radiation sources

Road vehicles - Electrical disturbances by narrowband radiated
IS0 11451-3 | electromagnetic energy - Vehicle test methods - Part 3: On-board
transmitter simulation

Road vehicles - Vehicle test methods for electrical disturbances
1S0 114514 | from narrowband radiated electromagnetic energy - Part 4: Bulk
current injection (BCI)

Road vehicles - Component test methods for electrical disturbances

150 7637-1 Road vehicles - Electrical disturbances from conduction and 150 11452-1 | from narrowhand radiated electromagnetic energy - Part 1:
coupling - Part 1: Definitions and general considerations General principles and terminology
Roud'vehlcles - Eledntu.I dlsiurbqnces from ‘f’"d"d"’" and i Road vehicles - Component test methods for electrical disturbances
1S07637-2 | coupling - Part 2: Electrical transient conduction along supply lines 150 11452-2 | from narrowband radiated eleciromagneic energy - Part 2
only Absorber-lined shielded enclosure
Road vehuleg N EIec'In(uI dlfiurbunce by conducton and coupling Road vehicles - Component test methods for electrical disturbances
15076373 | ~ Port 3 Veh|c|e§ with noml{m! 12Vor 4 \Lsupply \{oliqgg 150 114523 | from narrowhand radiated electromagnetic energy - Part 3:
- Elec‘Irlcu! fransient fransmission by'(upucmve and inductive TFa toversald eiroragnaritiniods) TEM) cel
coupling via lines other than supply lines
- T - Road vehicles - Component test methods for electrical disturbances
150/1R Road ve‘hlcles - Calibration of el.etlromugnem field strength 150 11452-4 | from narrowband radiated electromagnetic energy - Part 4: Bulk
10305.1 measuring de\{lces - Part 1: Dewcgs for measurement of current injection (BC1)
electromagnetic fields af frequencies > 0 Hz
Road vehicles - Calibration of l ic feld b Road vehicles - Component test methods for electrical disturbances
oad vehicles - Calibrafion of electromagnefic fie' sireng! IS0 114525 | from narrowband radiated electromagneti - Part 5:
. . . o gnefic energy - Part 5:
1S0/TR measuring devices - Part 2: IEEE standard for calibration of Strinl
10305-2 electromagnetic field sensors and probes, excluding antennas, riptine
from 9 kHz to 40 GHz Road vehicles - Component test methods for electrical disturbances
Road vehicles - Test methods for electrical disturbances from IS0 114527 | from narrowband radiated electromagnetic energy - Part 7: Direct
150 10605 electrostatic discharge radio frequency (RF) power injection
1501 Roud transport and traffic telematics - Electronic fee collection - Road vehicles - (omppnent test methods for electrical disturbances
14907-1 Test procedures for user and fixed equipment - Part 1: Description 150 11452-8 | from narrowhand radiated electromagnetic energy - Part 8:
i of test procedures Immunity to magnetic fields
150/T5 Road transport and traffic telematics - Electronic fee collection - Test Road vehicles - Component test methods for elecrical disturbances
149072 procedures for user and ﬁ}“"! equipment - Part 2 Conformance fest 150 11452-10 from narrowhand radiated eleciromagnetic energy - Part 10:
for the onboard unit application interface | Immunity o conducted disturbances in the extended audio
150/TS Road vehicles - (EMC) guidelines for installation of aftermarket frequency range
21609 radio frequency transmitting equipment Road vehicles - Component test methods for electrical disturbances
Road vehicles - Vehicle fest methods for electrical disturbances 150 11452-11 | from narrowhand radiated electromagnetic energy - Part 11:
1S0 114511 | from narrowband radiated electromagnefic energy - Part 1: Reverberation chamber
General principles and terminology 150 13766 Earth-moving machinery - Electromagnetic compatibility
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Document

SAE (Automotive Emissions and Immunity)

SAE (Automotive Emissions and Immunity) continued

Document

Number Uik Number Ui
Electromagnetic Compatibility Measurement Procedures and Limits 1551,/12 Vehicle Electromagnetic Immunity-On-Board Transmiter
JIM3/ for Components of Vehicles, Boats (Up to 15 M), and Machines Simulation (Cancelled August 2009)
(Except Aircraft) (50 Hz to 18 Ghz) 151,13 Vehicle Electromagnetic Immunity-Bulk Current Injection
Electromagnetic Compafibility Measurement Procedures and Limits (Concelled August 2009)
J1N3/2 for Vehicle Components (Except Aircraft)-Conducted Immunity, 15 g : - & (7R
bz 1o 250 koAl Leads J551/15 Vehicle Electromagnetic Immunity-Electrostatic Discharge (ESD)
. R Electromagnetic Immunity - Off-Vehicle Source (Reverberation
/3 Ez;f:;'r‘:d I'J':;"“'E',PF’) f,iel:f(zc';nfglfem B;:”z‘}}:'(‘)')e"”" il 1551/16 | Chamber Method) - Part 16 - Immunity fo Radiated
fuency g Electromagnefic Fields
J1m3/4 I(?g;)u'nﬁlght: dRudluIed Elctromagnefi Fields Bulk Current Injecion J551/17 Vehicle Electromagnefic Immunity - Power Line Magnetic Fields
ms/m Immunity to Conducted Transients on Power Leads 11812 IT=uncﬁon Performance Status Classification for EMC Immunity
esfing
3/ Elecirical Interference by Conduction and Coupling - Capacitive 12628 Characterization-Conducted Immunity
and Inductive Coupling via Lines Other than Supply Lines ) o :
19556 Radiated Emissions (RE) Narrowband Data Analysis-Power
Spectral Density (PSD)
e Electromagnetic Compafibility Measurement Procedure for Vehicle
Components - Part 13: Immunity to Electrostatic Discharge
Document
Electromagnetic Compatibility Measurement Procedure for Vehicle Number
Jims/a Components - Part 21: Immunity fo Eleciromagnetic Fields, 30 6 - . . o,
. ' eneral Specification for Vehicles, Electromagnetic Compatibility
iz to 18 GHz, AbsorberLined Chamber GMWS09T 1 (EMC)-Engl: Revision H: Supersedes GMI 12559 R and GMI 12559 V
Immunity to Rodiated Electromagnetic Fields; IO‘kHz fo 200 General Specification for Elecirical/Electronic Components
JIN3/24 MHz-Crawford TEM Cell and 10 kHz to 5 GHz-Wideband TEM Cell cMa097 and Subsystems, Electromagnetic Compatibility-Engl; Revision
(Cancelled August 2010) H: Supersedes GMW12559, GMW3100, GMW12002R AND
GMW12002v
JI13/26 Electromagnetic Compafibility Measurement Procedure for Vehicle
Components - Immunity to AC Power Line Electric Fields General Specification for Elecirical /Electronic Components
and Subsystems, Electromagnetic Compatibility Global EMC
Electromagnetic Compatibility Measurements Procedure for Vehicle GMW3103 | Component/Subsystem Validation Acceptance Process-Engl;
Jms/a7 Components - Part 27: Immunity to Radiated Electromagnetic Revision F; Contains Color; Replaces GMW12003, GMW12004 and
Fields - Mode Stir Reverberation Method GMW3106
Electromagnetic Compafibility Measurements Procedure for Vehicle
Jims/28 Components-Part 28-Immunity o Radiated Eleciromagnetic Fields- Documen
Reverheration Method (Mode Tuning) Number
Electromagnetic Compafibility-Component Test Procedure-Part 42- EMC- o
J1113/42 Conducted Transient Emissions (Cancelled Dec 2010, Superseded (5-2009.1 Component EMC Spedification EMC-(5-2009.1
by 150 7637-2
U ) FORD F-2 Electrical and Electronics System Engineering
Electromagnetic Compafibility Measurement Procedures for FORD WSF
7521 Integrated Circuits-Integrated Circuit EMC Measurement Procedures- M22PS. AI- Printed Circuit Boards, PTF, Double Sided, Flexible
General and Definition
11752/2 Measurement of Radiated Emissions from Integrated Circuits - Daimler AG
Surface Scan Method (Loop Probe Method) 10 MHz fo 3 GHz T -
itle
Measurement of Radiated Emissions from Integrated Circuits - Number
11752/3 | TEM/Wideband TEM (GTEM) Cell Methad; TEM Cell (150 kHz o 1 :
GHtz), Wideband TEM Cell 150 ki fo 8 GH) DC-10614 EMC Performance Requirements - Components
Performance Levels and Methods of Measurement of Magnetic and DC10615 EIecIricu.I System Performance Requirements for Electrical and
1551/5 Flecric Field Strength from Electric Vehicles, Broadband, 9 kHz To Electronic Components
30 MHz DC-11224 EMC Performance Requirements - Components
JSB]/" Vehicle Elettromugneﬁt Immunity—Off-Vehide Source (Cunce"ed DCI1225 EMC .Supplememul Information and Alternative COmponem
March 2010) Requirements
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ITEM

Other Automofive Manufacturers Other Automotive Manufacturers

Audi TL 82466

Electrostatic Discharge

EMC requirements (electric aggregate and

PSA B21 7090

EMC Requirements (electric and electronics
equipment)

Smart DE10005B L
BMW 600 13.0 Electric- / Electronic components in cars electronics in cars)
BMW GS 95002 Electromagnetic Compatibility (EMC) Requirements Toyata TSCT0016 Engineering standard (electric noise of electronic
and Tests devices)
BMW GS 95003-2 Electric- / Electronic assemblies in motor vehicles Toyota TSC70016-5.1 Power Supply Voltage Characteristic Test
Toyota TSC70016-5.2 Field Decay Test
Chrysler PF 9326 Electrical electronic modules and motors
Toyota TS(70016-5.3 Floating Ground Test
FIAT 9.90110 Eleciric and elecironic devices for motor vehicles Toyola TSC70016.5.4 Induction Noise Resistance
Freightliner 49-00085 EMC Requirements Toyota TS(70016-5.5.3 Load Dump Test-1
Honda 3838Z-S5AA-L000 Noise Simulation Test Toyota TSC70016.5.5.4 Load Dump Test2
Honda 3982Z-5DA-0030 Battery Simulation Test
— - Toyota TS(70016-5.5.5 Load Dump Test-3
Hyundai/Kia ES 39110-00 EMC Requirements
Hyundai/Kia E5-95400-10 Battery Simulation Tests Toyota TSC70016:3.6 Over Voltage Test
Hyundai/Kia ES 96100-01 EMC Requirements Toyota TSC70016-5.7.3 Ignition Pulse (Battery Waveforms) Test-1
IVECO 16-2103 EMC Requirements Toyota TSC70016-5.7.4 Ignition Pulse (Battery Waveforms) Test-2
Lotus 17.39.01 kotus Epgip:yering Standard: Electromagnefic Toyota TSC70016-5.8 Reverse Voltage
ompatibili
Wide Band-Width Antenna Nearby Test (0.4 to 2
Mack Trucks 606GS15 EMC Requirements Toyota TSC70066-4.4.2 G|!|Z§ andWidh Antenna Nearby Test (04t
MAN 3285 EMC Requirements
Toyota TSC70066-4.4.3 Radio Equipment Antenna nearby Test (28 MHz ...)
Mazda MES PW 67600 Automobile paris standard (electronic devices)
Mercedes A 211 000 42 99 Instruction spe(iﬁ(aﬁon of test method for E/E. TOYO'(] TSC70066-4.4.4 Mobile Phone Antenna Neurby Test (835 MHz )
EpEITS Toyota TSC70186 Static Electricity Test
Mercedes AV EMV Electric aggregate and electronics in cars il atic Hedrcly Tes
- Toyota TSC70256-5 TEM Cell Test (1 to 400 MHz)
Mercedes MBN 102842 EMC requirements and tests of E/E-systems - -
(component fest procedures) Toyola TSC70256-6 Free Field Immunity Test (20 MHz to 1 GHz AM,
0.8 o 2 GHz PM)
Mercedes MBN 22100-2 Electric / electronic elements, devices in trucks Toyota TSC702567 Strip Line Test (20 - 400 MHz)
Mitsubishi ES.X82010 General ‘spe(ilﬁ(uﬁo[] of e[‘wironmem tests on Toyota TS(70266-3.4 Narrow Band Emissions
0 L el Toyota TSC7203G Voltage Drop / Micro Drops
Nissan 28401 NDSO2 E'::;fe‘l"’:;';‘e")“ (insruction concerning vehicle Toyota TSC75086-3.3. Conductive Noise in FM and TV Bands
Toyota T5(75086-3.3.2 Conductive noise in LW, AM and SW Bands
Nissan 28400 NDS03 Low frequency surge resistance of electronic parts Toyota TS(75086-3.3.3 Radiated Noise in FM and TV Bands
Nissan 28400 NDS04 Burst and Impulse Waveforms Toyota TS(75086-3.3.4 Radiated Noise in AM, SW, and LW Bands
Nissan 28400 NDSO7 Immu)nitz (iguiinsi‘low f:equency surge (induction Toyota TS(72036 Engineering standard (ABS-TRC computers)
SUrge) of eleclronic parts Toyota TX(73156 Electrostatic Discharge (Gap Method)
Peugeot B217110 Load Dump Pulses : :
: Electronic Component - Subsystem Electromagnetic
Porsche AV EMCEN EMC Requirements Visteon ES-XU3F-1316-AA Compatibility (EMC) Requirements and Test

Procedures

PSA B21 7110

EMC requirements (electric and electronics
equipment)

Volvo EMC Requirements

EMC requirements for 12V and 24V systems

Volkswagen VW TL 801 01

Electric and electronic components in cars

Physical environment of electrical and electronic

Volkswagen VW TL 820 66

Conducted Interference

Renault 36.00.400 equipments Volkswagen VW L 821 66 EMC requirements of electronic components - bulk
X ; ; current injection (BCl)
1t 36.00.808 EMC requirements (cars and electrical / electronic
Renault 36.00. components) Volkswagen VW TL 823 66 Coupled Interference on Sensor Cables
Scania TB1400 EMC Requirements Volkswagen VW TL 824 66 Immunity Against Electrostatic Discharge
Scania TB1700 Load Dump Test Volkswagen VW TL 965 Short-Distance Interference Suppression
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E M c L IVE FREE ONLINE EVENT SERIES

EMC LIVE 2021 is a series of FREE, online learning events designed for and by
engineers in the EMC design and testing space. It features five separate one-day events,

each focused on one of the most popular EMC areas in the industry:

Mil/Aero EMC | EMC Testing | Automotive EMC
Wireless/5G/loT EMC | EMC Fundamentals
Attend an EMC LIVE event to learn the latest in EMC standards, equipment, theory, and
design straight from the industry thought leaders.

Available Now

e MILITARY/AEROSPACE EMC | WATCH IT HERE P https://emc.live/2021-event/mil-aero/
® EMC TESTING | WATCH IT HERE » https://emc.live/2021-event/testing/

e AUTOMOTIVE EMC | JUNE 8, 2021
® WIRELESS,5G & IOT EMC | sEPTEMBER 21, 2021
e EMC FUNDAMENTALS | NOVEMBER 9, 2021

All for FREE | WWW.EMC.LIVE

INTERFERENCE
PRESENTED BY TECHNDLOGY®



http://WWW.EMC.LIVE
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WIRELESS & loT EMC SUPPLIERS MATRIX

Introduction

There are two main categories of equipment in this handy supplier guide: EMI troubleshooting & measurement equipment
and direction finding equipment.

EMI troubleshooting and measurement equipment includes spectrum analyzers, near field probes, current probes, anten-
nas, and other pre-compliance equipment.

Direction finding (or DFing) equipment usually includes specialized portable, mobile, or base station spectrum analyzers
with custom antennas and mapping software especially designed for locating interfering sources.

Manufacturer

360Compliance

Wireless & loT EMC Supplier Matrix

Contact Information - URL

www.360compliance.co/

Amplifiers

Type of Equipment

Spectrum Analyzers /

Pre-Compliance Test
Receivers

Fixed DF Systems
Mobile DF Systems
Near Field Probes
Portable DF Systems

(73
D
-
o
=
[~
—
=
D
—
=
=2
L=

Antennas

Aaronia AG www.aaronia.com X | X X | X X|X X
Alaris Antennas www.alarisantennas.com X
Anritsu Company www.anritsu.com X X
ﬁ;ﬂ!mﬁ' Corp www.avalontest.com X| XX X | X X X
CommsAudit www.commsaudit.com/products/direction-finding X X | X X
Doppler Systems www.dopsys.com X X | X X
The EMC Shop www.theemeshop.com X[ X|X X X X
Gauss Instruments www.gauss-instruments.com/en/ X
Intertek www.intertek.com X
Kent Electronics www.wa5vib.com X
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Wireless & loT EMC Supplier Matrix Type of Equipment
2 o oo
g Ezglg
Manufacturer Contact Information - URL —5; =2 :; :-S E é £ .
ETsSE=2E Bz
Keysight Technologies | www.keysight.com/main/home.jspx?cc=US&lc=eng X X| X
Morcom International www.morcom.com/direction_finding_systems.himl X X
MPB sl www.gruppompb.uk.com X | X X X
MVG, Inc www.mvg-world.com/en X X X
Narda/PMM www.narda-sts.it/narda/default_en.asp X X X
Pearson Electronics www.pearsonelectronics.com X
RDF Antennas www.rdfantennas.com/bc-121-5.php X
RDF Products www.rdfproducts.com X | X X
Rhotheta America www.rhothetaamerica.com/index.himl X | X X
Rigol Technologies www.rigolna.com X X X X
R&K Company Limited | www.rk-microwave.com
ﬁ:’:"de & Schwarz USA, www.rohde-schwarz.com/us/ XX | X[ X|X|X|X]|] X
Siglent Technologies wwwsignlentamerica.com X X
Signal Hound www.signalhound.com X X
SPX/TCI www.spx.com/en/our-businesses/detection-and-measurement/TCl/ X X | X X X
g;esgt)glllzis(ommunicuﬁon www.steppir.com X
TechComm www.techcommdf.com X X | X X X
Tektronix www.tek.com XX | X[ X]| X
Teseq www.teseq.com/en/index.php X X
{Rluh;l_l])_)r'i}hundur www.aimti.us X| X
TMD Technologies www.tmd.co.uk
1N} www.unmannedsystemstechnology.com/company/marshall-radio-telemetry/ X X
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WIRELESS GROUPS & ORGANIZATIONS

MAJOR WIRELESS LINKEDIN GROUPS

* Wireless Telecommunications Worldwide

» Wireless and Telecom Industry Network

* Cellular, Wireless & Mobile Professionals

* Wireless Communications & Mobile Networks
» 802.11 Wireless Professionals

* Wireless Consultant

* Telecom & Wireless World

WIRELESS ASSOCIATIONS AND
ORGANIZATIONS

APCO International

https://www.apcointl.org

APCO International is the world’s oldest and largest orga-
nization of public safety communications professionals and
supports the largest U.S. membership base of any public
safety association. It serves the needs of public safety com-
munications practitioners worldwide — and the welfare of
the general public as a whole — by providing complete
expertise, professional development, technical assistance,
advocacy and outreach.

ATIS

http://www.atis.org

In a rapidly changing industry, innovation needs a home.
ATIS is a forum where the information and communications
technology (ICT) companies convene to find solutions to
their most pressing shared challenges.

Bluetooth Special Interest Group
https://www.bluetooth.com

Join thousands of the world’s most innovative companies
already developing and influencing Bluetooth technology.

CTIA - The Wireless Association

http://www.ctia.org

CTIlA is an international nonprofit membership organization
that has represented the wireless communications industry
since 1984. The association’s members include wireless
carriers, device manufacturers, suppliers as well as apps
and content companies.

ETSI - European Telecommunications

Standards Institute

http://www.etsi.org

We produce globally applicable standards for Information &
Communications Technologies including fixed, mobile, ra-
dio, broadcast, internet, aeronautical, and other areas.

NAB - National Association of Broadcasters
http://nab.org

The National Association of Broadcasters is the voice for
the nation’s radio and television broadcasters. As the pre-
mier trade association for broadcasters, NAB advances the
interests of our members in federal government, industry
and public affairs; improves the quality and profitability of
broadcasting; encourages content and technology innova-
tion; and spotlights the important and unique ways stations
serve their communities.

Satellite Industry Association

http://www.sia.org

The Satellite Industry Association (SIA) is a Washington D.C.
based trade association representing the leading global sat-
ellite operators, service providers, manufacturers, launch
services providers, and ground equipment suppliers.

Telecommunications Industry Association
http://www.tiaonline.org

The Telecommunications Industry Association (TIA) is the
leading trade association representing the global informa-
tion and communications technology (ICT) industry through
standards development, policy initiatives, business oppor-
tunities, market intelligence and networking events. With
support from hundreds of members, TIA enhances the
business environment for companies involved in telecom,
broadband, mobile wireless, information technology, net-
works, cable, satellite, unified communications, emergency
communications, and the greening of technology.

Wireless Infrastructure Association (WIA)

http://wia.org

The Wireless Infrastructure Association represents the
businesses that develop, build, own, and operate the na-
tion’s wireless infrastructure.

Wireless Innovation Forum
http://www.wirelessinnovation.org

WInnForum members are dedicated to advocating for the
innovative use of spectrum and advancing radio technolo-
gies that support essential or critical communications world-
wide. Through events, committee projects, and initiatives
the Forum acts as the premier venue for its members to
collaborate to achieve these objectives, providing opportu-
nities to network with customers, partners and competitors,
educate decision makers, develop and expand markets,
and advance relevant technologies.
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WIRELESS GROUPS & ORGANIZATIONS

WiMax Forum

http://wimaxforum.org

The WIMAX Forum® is an industry-led, not-for-profit orga-
nization that certifies and promotes the compatibility and
interoperability of broadband wireless products based upon
IEEE Standard 802.16. The WiMAX Forum’s primary goal
is to accelerate the adoption, deployment, and expansion of
WIMAX, AeroMACS, and WiGRID technologies across the
globe while facilitating roaming agreements, sharing best
practices within our membership and certifying products.

ZigBee Alliance

http://www.zigbee.org

Our innovative standards are custom-designed by indus-
try experts to meet the specific market needs of business-
es and consumers. These market leading standards give
product manufacturers a straightforward way to help their
customers gain greater control of, and even improve, ev-
eryday activities.
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USEFUL WIRELESS REFERENCES

(GROUPS, WEBSITES, BOOKS, FORMULAS & TABLES)

WIRELESS WORKING GROUPS

802.11 Working Group

The 802.11 Working Group is responsible for developing
wireless LAN standards that provide the basis for Wi-Fi.
http://grouper.ieee.org/groups/802/11/

802.15 Working Group

The 802.15 Working Group is responsible for developing
wireless PAN standards that provide the basis for Bluetooth
and ZigBee.

http://www.ieee802.org/15/

802.16 Working Group

The 802.16 Working Group is responsible for developing
wireless MAN standards that provide the basis for WiMAX.
http://grouper.ieee.org/groups/802/16/

Bluetooth SIG

The Bluetooth SIG is responsible for developing wireless
PAN specifications.

https://www.bluetooth.com

Cellular Telecommunications and

Internet Association (CTIA)

The CTIA represents cellular, personal communication
services, mobile radio, and mobile satellite services over
wireless WANSs for service providers and manufacturers.
http://lwww.ctia.org

Federal Communications Commission (FCC)
The FCC provides regulatory for RF systems in the U.S.
https://www.fcc.gov

GSM Association

The GSM Association participates in the development of
development of the GSM platform - holds the annual 3GSM
World Congress.

http://www.gsmworld.com

Wi-Fi Alliance

The Wi-Fi Alliance develops wireless LAN (“Wi-Fi”)
specifications based on IEEE 802.11 standards and
provides compliance testing of Wi-Fi products.
http://www.wi-fi.org

WiMAX Forum

The WIMAX Forum develops wireless MAN standards
based on IEEE 802.16 standards and provides compliance
testing of WiMAX products.

http://wimaxforum.org

ZigBee Alliance

The ZigBee Alliance develops standards for low-power
wireless monitoring and control products.
http://www.zigbee.org

USEFUL WEBSITES

ARRL RFI Information
http://www.arrl.org/radio-frequency-interference-rfi

Jim Brown has several very good articles

on RFl, including: A Ham’s Guide to RFI, Ferrites, Baluns,
and Audio Interfacing.

www.audiosystemsgroup.com

FCC
http://www.fcc.gov

FCC, Interference with Radio, TV and Telephone Signals
http://www.fcc.gov/guides/interference-defining-source

IWCE Urgent Communications
http://urgentcomm.com has multiple articles on RFI

Jackman, Robin, Measure Interference in Crowded
Spectrum, Microwaves & RF Magazine, Sept. 2014.
http://mwrf.com/test-measurement-analyzers/measure-in-
terference-crowded-spectrum

RFI Services (Marv Loftness) has some
good information on RFI hunting techniques
www.rfiservices.com

TJ Nelson, Identifying Source of Radio Interference
Around the Home, 10/2007
http://randombio.com/interference.html

USEFUL BOOKS

The RFI Book (3rd edition)
Gruber, Michael
ARRL, 2010.

AC Power Interference Handbook (2nd edition)
Loftness, Marv
Percival Publishing, 2001.

Transmitter Hunting: Radio Direction
Finding Simplified

Moell, Joseph and Curlee, Thomas
TAB Books, 1987.

110

www.interferencetechnology.com


www.interferencetechnology.com
http://grouper.ieee.org/groups/802/11/
http://www.ieee802.org/15/
http://grouper.ieee.org/groups/802/16/
https://www.bluetooth.com
http://www.ctia.org
https://www.fcc.gov
http://www.gsmworld.com
http://www.wi-fi.org
http://wimaxforum.org
http://www.zigbee.org
http://www.arrl.org/radio-frequency-interference-rfi
http://www.audiosystemsgroup.com
http://www.fcc.gov
http://www.fcc.gov/guides/interference-defining-source
http://urgentcomm.com
http://mwrf.com/test-measurement-analyzers/measure-interference-crowded-spectrum
http://mwrf.com/test-measurement-analyzers/measure-interference-crowded-spectrum
http://www.rfiservices.com
http://randombio.com/interference.html

ITEM
=
D
USEFUL WIRELESS REFERENCES 0
(GROUPS, WEBSITES, BOOKS, FORMULAS & TABLES) 3
2
USEFUL BOOKS (CONTINUED Power Ratios )
( ) 3 dB = double (or half) the power °
Interference Handbook 10 dB = 10X (or /10) the power
Nelson, William
; i Voltage/Current Ratios
Radio Publications, 1981.
adio Fublications 6 dB = double (or half) the voltage/current
; T : p 20 dB - 10X (or /10) the voltage/current
Elect tic C tibility E
Ot(tecH’:rT; 3\7 etic Lompaliblitty Ehgineering Multiplying power by a factor of 2 corresponds to a 3 dB
Joh’n Wiley &' Sons. 20009. increase in power. This also corresponds to a 6 dB increase

in voltage or current.

Platform Interference in Wireless Systems - Models,

Measurement, and Mitigation Commonly Used Power Ratios (dB)
Slattery, Kevin, and Skinner, Harry
Newnes, 2008. m Voltage or Current
Spectrum and Network Measurements, (2nd Edition) 0 et Ak
Witte, Robert 0.2 7.0 dB -14.0 dB
SciTech Publishing, 2014. 03 5948 10548
Radio Frequency Interference (RFI) Pocket Guide 0.5 -3.0dB -6.0dB
Wyatt and Gruber 4 4
SciTech Publishing, 2015. ! 0B 0dB
2 3.04d8 6.0dB
USEFUL FORMULAS AND
REFERENCE TABLES 3 438 d8 9.5dB
5 7.0dB 14.0 dB
E-Field Levels versus Transmitter Pout 7 85 dB 16908
VALLL B 9.0 db 18.1 48
‘ 53 18 0.6 9 9.5 d8 19.1 dB
5 123 4] 1.2 10 10dB 20 dB
10 174 58 17 20 13.0 dB 26.0 dB
B 73 9.2 28 30 148 dB 29.5 dB
50 3.9 130 39 50 170 d8 34.0 d8
100 55.0 18.3 5.5 100 20 dB 40 dB
1000 173.9 58.0 174 1,000 30 dB 60 dB
Assuming the antenna gain is numerically 1, or isotropic, 1,000,000 60 dB 120 dB
and the measurement is in the far field and greater than
100 MHz.

Multiplying power by a factor of 10 corresponds to a 10 dB
Using Decibels (dB increase in power. Multiplying a voltage or current by 10 is a
ing ' (dB) 20 dB increase. Dividing by a factor of 10 corresponds to a

The decibel is always a ratio...
! S away : 10 dB reduction in power, or 20 dB for voltage and current.

* Gain =P_ /P, , where P = power
* Gain(dB) = 10log(P_, / P, ), where P = power
» Gain(dB) = 20log(V,/V, ), where V = voltage

o]

» Gain(dB) = 20log(l_ /I ), where | = current

out 'in
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USEFUL WIRELESS REFERENCES

(LINKS & WHITEPAPERS)

COMMON WIRELESS FREQUENCY
BANDS (LINKS)

GSM Bands:
https://en.wikipedia.org/wiki/GSM_frequency_bands

UMTS Bands:
https://en.wikipedia.org/wiki/lUMTS_frequency_bands

LTE Bands:
https://en.wikipedia.org/wiki/LTE_frequency_bands

MMDS:
https://en.wikipedia.org/wiki/Multichannel _Multipoint_
Distribution_Service

V Band (40 to 75 GHz):
https://en.wikipedia.org/wiki/\V_band

DECT and DECT 6.0

(wireless phones and baby monitors):
https://en.wikipedia.org/wiki/Digital Enhanced_Cordless_
Telecommunications

Comparison of wireless internet standards:
https://en.wikipedia.org/wiki/Comparison_of_mobile_
phone_standards

Wi-Fi Protocols (From Intel):
http://www.intel.com/content/www/us/en/support/network-
and-i-o/wireless-networking/000005725.html

LINKS TO MANUFACTURER'’S
WHITE PAPERS

VIDEO / Handheld Interference Hunting for Network
Operators (Rohde & Schwarz):
https://www.rohde-schwarz.com/us/solutions/wireless-
communications/gsm_gprs_edge _evo_vamos/webinars-
videos/video-handheld-interference-hunting_229255.html

Interference Hunting With The R&S FSH (Rohde &
Schwarz):
https://www.rohde-schwarz.com/us/applications/
interference-hunting-with-r-s-fsh-application-
note 56280-77764.html

Interference Hunting / Part 1 (Tektronix):
http://www.tek.com/blog/interference-hunting-part-1-4-get-
insight-you-need-see-interference-crowded-spectrum

Interference Hunting / Part 2 (Tektronix):
https://in.tek.com/blog/interference-hunting-part-2-4-how-
often-interference-happening

Interference Hunting / Part 3 (Tektronix):
http://www.tek.com/blog/interference-hunting-part-3-4-use-
mask-search-automatically-discover-when-interference-
happenin

Interference Hunting / Part 4 (Tektronix):
https://www.tek.com/blog/interference-hunting-
part-4-4-storing-and-sharing-captures-interference-
hunter%E2%80%99s-safety-net
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PC BOARD DESIGN FOR
WIRELESS PRODUCTS

INTRODUCTION TO SELF-GENERATED EMI

It seems many manufacturers these days are developing
products that incorporate wireless technologies — both in
new and existing products. Many of these products are us-
ing LTE cellular connectivity and designers are finding that
the on-board DC-DC converters and processor/memory
bus noise are creating enough broadband electromagnetic
interference (EMI) that the cellular receiver downlink chan-
nels are being desensed (decreased sensitivity) to a point
where the product is non-compliant with the cellular pro-
vider’s sensitivity requirements. Sometimes this broadband
EMI even extends up to the GPS bands of 1575.42 MHz
affecting navigational performance.

Cellular providers have strict receiver sensitivity require-
ments and the Total Isotropic Sensitivity (TIS) is one of the
tests performed during CTIA compliance. If the receiver is
not sensitive enough, the product will not be allowed onto
the cellular system (References 1 and 2).

WHY PROPER PC BOARD DESIGN IS KEY

One factor that is always key to low-EMI designs is proper
PC board design. If high-speed signals are not captured
within transmission line structures, common mode current
generation, EMI radiated leakage and crosstalk can result.
Very often, | find clients use layer stack-up designs sug-
gested in the 1990s for modern wireless designs of today
and this is just asking for trouble, with associated schedule
delays, debugging, and repeated compliance testing.

In order to understand why proper PC board design is a
major key to success, let’s first understand how high-peed
signals move in circuit boards.

HOW SIGNALS MOVE IN PC BOARDS

| suspect many of us were taught in university or college
that electric current was the flow of electrons in copper
wires or circuit traces, and that signals travelled at near the
speed of light. This is inaccurate. It was also unlikely we

2021

were taught much about how signals propagated in circuit
board transmission lines during our fields and waves class.

Before you can understand how signals propagate in PC
boards, you must first understand some physics (Referenc-
es 3and 4).

This current flow is partially true, of course, for DC circuits
(with exception of the initial battery connection transient).
But for AC (or RF) circuits or for the switching transients
from switch mode power supplies, we need to understand
all connecting wires/traces must now be considered trans-
mission lines.

First, let's consider how capacitors seemingly allow the
“flow” of electrons. Referring to Figure 1, if we apply a bat-
tery to the capacitor, any positive charges applied to the
top plate will repel positive charges on the bottom plate,
leaving negative charges. If we apply an AC source to the
capacitor, it might seem as if the current flows through the
dielectric, which is impossible. James Clerk Maxwell called
this “displacement current,” where positive charges mere-
ly displace positive charges on the opposite plate leaving
negative charges, and vice versa. This displacement cur-
rent is defined as dE/dt (changing E-field with time).

Electrons and the positively-charged holes do not travel
at near light speed in copper as was implied, but move at
about 1 cm/sec, due to the very tight atomic bond of the
copper molecules (Reference 4). There are certainly clouds
of free electrons and holes, but these move slowly from
molecule to molecule. This is called conduction current and
is what we would measure with an ammeter. Conduction
current is related to the tangential component of the B-field,
that is the curl B = J.

The influence of one electron in the copper molecule to its
neighbor (and on down the transmission line) propagates at
the speed of the electromagnetic (EM) field in the dielectric
material. In other words, jiggle one electron at one end of
a microstrip and it jiggles the next, which jiggles the next,
and so on, until it jiggles the last one at the load end of the

T_

Concept of Displacement Current

When the switch is closed, plus charges are
introduced on the top plate when the battery
is connected, which repel plus charges on
the bottom plate, leaving negative charges.
This "appears" as if a current was flowing
through the dielectric layer. For an AC
voltage, this would apear as alternating
charges on the plates.

One important point is that energy in the
form of voltage is stored in the capacitor.

Figure 1: The concept of displacement current through a capacitor.
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transmission line. This jiggling is called a kink in the E-field
and can be envisioned as the Newton’s Cradle toy, a me-
chanical analogy, where the first ball hits the next and this
eventually pops off the end ball (Figure 2).

\

—
/
|

Figure 2: Newton's Cradle is a good analogy to EM field signal propagation in the
dielectric of a circuit board.

Let’'s now consider a digital signal with a wave front moving
at about half light speed (about 6 in/ns in FR4 dielectric)
along a simple microstrip over an adjacent ground return
plane (GRP) as illustrated in Figure 3.

The next important point is that the EM field of the digital
signal travels in the dielectric space—not the copper. The
copper merely “guides” the EM wave (References 4 and 5).

ITEM

When the signal (EM wave) is first applied between the mi-
crostrip and GRP, it starts to propagate along the transmis-
sion line formed by the microstrip over an adjacent GRP.
There is a combination of conduction current and displace-
ment current (across the dielectric).

EMI harmonics originate at the wave front as the EM wave
propagates. The fast rise or fall times of the signal contain
all the harmonic energy and this is what creates the EMI.

If the load impedance is equal to the characteristic imped-
ance of the transmission line, then there will be no reflec-
tions of the EM wave back to the source. However, if there
is a mismatch, there will be reflected EM fields propagating
back to the source. In reality, most realistic digital signals
will have multiple reflections moving back and forth through
the transmission line simultaneously. The transition zone
(rise time or fall time) of these propagating waves will po-
tentially produce EMI.

PHYSICS-BASED RULES FOR TRANSMISSION LINES
With a better understanding of how signals move in circuit
boards, there are two very important principles when it
comes to low EMI PC board design:

1. Every signal and power trace (or plane) on a PC board
should be considered a transmission line.

2. Digital signal propagation in transmission lines is really
the movement of electromagnetic fields in the space be-
tween the copper trace and GRP.

The propagating EM wave
(the digital signal) travels
within the dielectric at a
speed of about 6 inches
per ns (in FR4 dielectric).

Electromagnetic Wave (Digital Signal) Propagation in PC Boards

J Load

Source g/_A

Time =11

~

Time =12

Conduction current travels along the inside surface of the microstrip and ground reference plane.

Displacement current appears to "flow” through the dielectric space between the copper.

Figure 3: The digital signal (an electromagnetic wave) travels through the dielectric space between the microstrip and ground reference plane (GRP).
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To construct a transmission line, you need two adjacent
pieces of metal that capture or contain the field. Examples
include a microstrip over an adjacent GRP or a stripline adja-
cent to a GRP or a power trace (or plane) adjacent to a GRP.
Locating multiple signal layers between power and ground
reference planes will lead to real EMI issues for fast signals.

IMPORTANT POINT #1 - In other words, every signal or
power trace (routed power) must have an adjacent GRP
and all power planes should have an adjacent GRP. Many
products end up violating these two rules, with resulting
EMI issues.

IMPORTANT POINT #2 - If you break the path of conduc-
tion current in the GRP through a gap or slot, we start to get
“‘leakage” of the signal EM field throughout the dielectric
space, which leads to edge radiation from the board and
cross-coupling to other circuits through via-to-via coupling.
This also occurs when we pass a signal through multiple
ground reference or power planes if there is no nearby
return path adjacent stitching via or stitching capacitor (to
connect GRP to power planes). This self-generated EMI
can easily conductively couple or radiate into sensitive cel-
lular receivers. Please refer to the video demo explaining
why gaps in the GRP are a disaster for EMI (Reference 6).

2021

Via penetration: Very often, signals need to be run from the
top side to the bottom side (or interior-to-interior layers),
relying on vias to get there. If you only need to pass from
one side of a GRP to the other, there’s no issue, because
the electromagnetic field of the signal is contained between
a constant metallic transmission line along the entire path
(Figure 4).

It's only when you need to pass through multiple planes that
many designs fail to provide a continuous return path for
the electromagnetic wave as it travels through the dielectric
space of the board (Figure 5).

A lack of transmission-line continuity between the planes
(using a stitching via or capacitor), will result in field leak-
age throughout the dielectric space as the signal tries to
find a way back to the source. This field energy will couple
to other vias, as well as propagate out as “edge radiation.”

If the two planes are GRPs, then you need to merely stitch
them together in at least one location near the signal via.
This allows field propagation along the entire path. A matrix
of ground vias is always a good practice and if they’re locat-
ed very close together (5 mm spacing is good), there’s no
need to specifically locate one at each penetration.

Source

I Via

2))

Return Plane

l— 222

(¢

22)

20) | I

Load

- —

Figure 4. Passing a signal trace through a single GRP allows field propagation along the entire path. The dieleciric layer is not shown for clarity and the field propagation is represented by

the red “waves.”

Source

— 22

Via

)))

Plane 1

*(((

DE

)))

)D)) | I

Load

—T i

Figure 5: Passing a signal trace through two planes results in field leakage within the dielectric space, unless a defined path for return current is added. The dielectric layer is not shown for

dlarity and the field propagation is represented by the red “waves.”
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A challenge presents itself when the two planes are at dif-
ferent potentials, such as a GRP and power, then a stitch-
ing capacitor needs to be installed next to the signal via. If
there are dozens of signal penetrations on such a board,
it may be impractical to add a stitching capacitor for every
signal penetration, so that's one reason to locate an even
distribution of decoupling/stitching capacitors throughout
the board. This will also help reduce “ground bounce” or
simultaneous switching noise (SSN).

PROPER BOARD STACK-UP FOR LOW EMI

Observing these two important rules will dictate the layer
stack-up. Following are some good and not so good EMI
designs. More information on this topic may be found in
References 7 and 8.

FOUR-LAYER BOARD: POOR (BUT TYPICAL) EXAMPLE
A typical four-layer board design | see often is (top to bot-
tom): Signal - Ground Return Plane - Power Plane - Sig-
nal. This worked OK decades ago with relatively slow clock
and signal frequencies, but is just asking for EMI issues in
today’s high frequency wireless technology. Let's show a
couple four-layer examples that follow the rules. Note the
lack of power planes.

ITEM

FOUR-LAYER BOARD: GOOD DESIGN 1

Here is an example of a good four-layer board stack-up for
improved EMI (Figure 6). Instead of a power plane, we use
either routed or poured power, along with signals on layers
2 and 3. Thus, each signal/power trace is adjacent to a GRP.
Also, it's easy to run simple vias between all layers, so long
as the two GRPs are also connected together with a matrix
of stitching vias. If you run a row of stitching vias along the
perimeter (say, every 5 mm) you form a Faraday cage. This
is an excellent option for critical wireless products.

FOUR-LAYER BOARD: GOOD DESIGN 2

If, on the other hand, you’d prefer to have access to the
signal and routed/poured power traces, you may simply re-
verse the layer pairs, such that the two GRP layers are in
the middle and the two signal layers are positioned at the
top and bottom, with routed power and sufficient decou-
pling caps, rather than a power plane (Figure 7).

For both four-layer designs, you want to run a 5-mm matrix
pattern of stitching vias connecting the two GRPs.

For routed or poured power, every digital device will need
2-3 decoupling capacitors per power pin, or tight groupings

A

7 A o b o A T

GRP

Pre-Preg
Signals / Routed Power

Core

Signals / Routed Power
Pre-Preg

GRP

Figure 6: This good four-layer board stack-up for improved EMI keeps the signals and routed power near the ground reference planes.

(AT L AP T R H T T

S TS A S G LS LT AT S

Signals / Routed Power

Pre-Preg
GRP
Core
GRP

Pre-Preg

Signals / Routed Power

Figure 7: This good four-layer board stack-up for improved EMI places the ground reference planes inside the board.
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Lagger Mame fype Sl Thi.ckness Dielec.tric Dielectric
(mil) Material Constant
7 Top Overlay Overlay _
Top Solder Solder Mask/Coverlay |Surface Material 0.4 Solder ... 3.5
Z]f Z] Z“] Z] Top Layer Signal Copper 14
: Dielectric Dielectric Core 7 FR-4 42
E&E&IE&E& GND Signal Gnd Copper 14
? | Dielectric 3 Dielectric Prepreg 15 FR-4 4.2
9979;:? Signal Layer 1 Signal | Copper 14
1 | Dielectric 5 Dielectric Core 10 FR-4 42
W Signal Layer 2 Signal Copper 1.4
& 7 Dielectric 4 Dielectric Prepreg 15 FR-4 42
J:ZC?@[& Power Signal Power Copper 14
1 |Dielectric 1 Dielectric Core 7 FR-4 42
E&JC&E&E& Bottom Layer Signal | Copper 14
7 | Bottom Solder Solder Mask/Coverlay Surface Material 0.4 Solder ... 3.5
7 Bottom Overlay Overlay

Figure 8: A very common, but poor, EMI six-layer stack-up design.

of pins. In addition, rails (typically the main digital voltag-
es) should have wider pours around any high di/dt devic-
es, such as core voltage, drivers, ASICs, motor controllers,
processors, etc. This will help serve as your high frequency
decoupling.

TYPICAL SIX-LAYER DESIGN: POOR EXAMPLE

One stack-up | frequently see is this six-layer design (Fig-
ure 8). This probably worked well enough in the a decade
or two ago, but like the poor four-layer design, is recipe for
EMI disaster. There are two issues with this: the bottom two
signal layers are referenced to the power plane and the
power and ground return planes are non-adjacent and too
far apart for best EMI decoupling.

With few exceptions (some DDR RAM power and signals,
for example) currents want to return to their sources, which
are referenced to the GRP. Referencing these signals to the
power plane is very EMI-risky, because there is no clearly
defined return path, except through plane-to-plane capaci-
tance, which in this case, is relatively small. In addition, the
indefinite return path can result in field leakage into other
areas of the board’s dielectric layers. That, in turn, leads
to cross-coupling into wireless receivers and other circuitry
and radiated EMI.

The second issue occurs when we have the power and
GRP separated by two signal layers. Any power distribution
network (PDN) transients will cross-couple to any signal
traces on layers 3 and 4 within the dielectric layers. You
also lose any plane-to-plane capacitance decoupling bene-

fit if these planes are separated by more than 3-4 mils.

EIGHT-LAYER BOARD (GOOD EXAMPLE)

Both the four- and eight-layer board design examples (Fig-
ures 6, 7, and 9: for Figures 6 and 7, see page 116, and for
Figure 9, see page 119) follow the two fundamental rules (IM-
PORTANT POINT #1) that preserve good transmission line
design and resulting low EMI. In addition, for the eight-layer
design, the power and GRP planes are now 4 mils apart,
providing good plane-to-plane capacitance. Closer spacing
would be even better. For example, a spacing of 1 mil to 3
mils is ideal for minimizing EMI. Multiple GRPs should be
stitched together with a 5-mm matrix pattern of vias.

Of course, there are many more iterations on creating prop-
er transmission line pairs between signal and GRP or pow-
er and GRP.

PARTITIONING OF CIRCUIT FUNCTIONS

The next most important consideration when laying out
the circuitry for your wireless board is partitioning of circuit
functions, such as digital, analog, power conversion, RF,
and motor control or other high-power circuits.

To avoid signal coupling and crosstalk, you must not allow
the various return signals from intermixing within the same
dielectric space. Thus, you need to partition major circuit
functions. Figure 10 (see page 119) demonstrates one ex-
ample of partitioning. Of course, this gets more challenging
as board size shrinks. Henry Ott also describes this con-
cept in Reference 9.
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ITEM
Layer Name Type Material Thi.ckness Dielec.tric Dielectric
(mil) Material Constant
. 7 TOP SILK Overlay
£ 7 TOP MASK Solder Mask/Cover |Surface Material 0.04 Solder ... |3.5
9@99 Top Signal Copper 1417
. 7 Dielectric1 Dielectric Prepreg 5 FR-4 42
l Layer02 Internal Plane Gnd | Copper 0.7
I ] Dielectric 10 Dielectric Core 10 4.2
%é&é&é& Layer03 Signal Copper 0.7
7 Dielectric 5 Dielectric Prepreg 10 4.2
| Layer04 Internal Plane Gnd | Copper 0.7
I Dielectric 3 Dielectric Core 4 4.2
l é Layer05 Internal Plane PWr | Copper 0.7
7 | Dielectric 2 Dielectric Prepreg 10 42
Layer06 Signal Copper 0.7
I Dielectric 8 Dielectric Core 10 4.2
& Layer07 Internal Plane Gnd | Copper 0.7
. 7 Dielectric 9 Dielectric Prepreg 5 42
9959 . |Bottom | Signal | Copper 11417 | |
7 BOT MASK Solder Mask/Cover |Surface Material |0.04 Solder ... |3.5

Figure 9: A good EMI stack-up design (8-layer example). All signal layers are referenced to an adjacent GRP, while power is also referenced to an adjacent GRP.

Another way to separate noisy circuits, such as digital and
power conversion, from analog and RF circuitry is to locate
the digital on the bottom side of the stack-up and the ana-
log and RF modules on the top side. For practical applica-
tions, this often assumes at least an eight layer design with
one, or more, GRPs near the middle to isolate the top and
bottom sides. Great care must be taken to avoid coupling
noisy circuitry with sensitive receivers, in the case of wire-
less designs.

Because low frequency (less than 50 kHz) or audio signal
return currents tend to spread out more, that circuitry must
be separated from digital, power conversion, or motor con-
troller circuits. Likewise, sensitive RF receiver circuits, such
as GPS, cellular, or Wi-Fi devices must also be kept sepa-
rate from noisy digital, power conversion, or motor control-
ler circuitry.

While Figure 10 implies routed power, it is very common to
use 3.3V power planes under the digital circuitry for good
EMI suppression. Power can also be routed as polygons
under the appropriate circuit sections.

ADDITIONAL TIPS

Multiple ground vias: It's a good practice to create a ma-
trix of ground vias connecting GRPs together using a spac-
ing of about 5-mm. This will provide multiple return paths for
signals penetrating more than one GRP layer. In addition,
if you use multiple GRPs, you should design via stitching

all around the periphery of the board to create a Faraday
cage for those signal layers in between. This technique is
especially useful when incorporating wireless technology in
the design.

Ground fills: While it seems to be a fairly common practice
to fill in unused areas within each layer with ground fills,
besides being unnecessary, they can lead to the issue of
the “trace crossing a gap in the return” problem for dense
boards where all the transmission line rules may be difficult
to achieve. Eric Bogatin explains this a bit more in Refer-
ence 10.

Routed power versus power planes: The conventional
method is to start with one or more (depending on the num-
ber of layers) power-ground “cores” and build the signal
layers from there, usually equally on each side of the core
for best manufacturability. Typically, digital ground return is
used for this. Another big advantage is that when spaced
very close together (less than 3 mils), the power-ground
core becomes a good high-frequency decoupling capacitor.
As the number of layers increase, it's often best to locate
two or more power-ground cores closer to the top and bot-
tom of the stack-up — generally on layers 2-3 and 6-7 (on
eight-layer boards, for example).

CONCLUSION
Most wireless products, especially smaller portable/mobile
devices, now require greater care in their overall system
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Concept of Partitioning Circuit Functions

RF Digital Motor Power Filters
Control Supply
ki i [eetosma R i 7 H B E Power Input
| Wi-Fi | E 3 { | Power | |
L &Br T 1 1 t | Motor {_:Supply:
Secuil, : P Conol T3] [
: . £ 5
. I : Digital 1 'eeece=-- (i
D—o 16GPS : L 8 IO Connectors
' : 2|
t 5 e : : i E
| ]
! Cellular E i ___________ | 4 R E
FX : 1 ' | E
|>— I E Analog E 8 ':
| R SO |

of the board, if possible for minimum EMI.

Power Distribution

1. Keep Analog section away from motor control and digital sections.
2. Keep power conversion and motor control near power entry point.
3. All power and /O connectors should be filtered and transient-protected.
4. All power and /O connectors should be grouped together on one edge

Figure 10: An example of how to partition circuit functions on a board.

design. An important key to low EMI and consequently, op-
timum performance, is the design of the PC board. You can
largely “throw out” the layout rules used in past years, be-
cause at the clock and signal speeds used today, all copper
traces become transmission lines and require more care
to avoid gaps in the signal path where the electromagnetic
wave can “leak out” and couple to sensitive circuits.

The important points to remember are that all signal and
power networks should now be considered as transmission
lines, the signals and power transients travel at about half
light speed within the dielectric space, the copper traces
“guide” the signals along the GRP, and circuit functions need
to be partitioned across the board real estate in order to re-
duce coupling. Maintaining these guidelines will help assure
the lowest EMI and best performing wireless designs.
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IDENTIFYING AND LOCATING RADIO
FREQUENCY INTERFERENCE (RFI)

Kenneth Wyatt
Wyatt Technical Services, LLC
ken@emc-seminars.com

Introduction

With the plethora of wireless devices, increasing broadcast, communications, and other RF sources all competing for
radio spectrum, the chances of radio frequency interference (RFI) will only increase. This article explains how to identify,
characterize, and locate typical interfering sources.
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IDENTIFYING AND LOCATING RADIO
FREQUENCY INTERFERENCE (RFI)

CATEGORIES OF INTERFERENCE
There are two broad categories of interference; narrow
band and broadband (Figure 7).

Narrow Band — this would include continuous wave (CW)
or modulated CW signals. Examples might include clock
harmonics from digital devices, co-channel transmissions,
adjacent-channel transmissions, intermodulation products,
etc. On a spectrum analyzer, this would appear to be nar-
row vertical lines or slightly wider modulated vertical bands
associated with specific frequencies.

Broadband - this would primarily include switch-mode
power supply harmonics, arcing in overhead power lines
(power line noise), wireless digitally-modulated systems
(such as Wi-Fi or Bluetooth), or digital television. On a
spectrum analyzer, this would appear to be broad rang-
es of signals or an increase in the noise floor. Power line
noise or switch-mode power supplies are the most com-
mon sources.
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Figure 1: An example spectral plot from 9 kHz to 200 MHz of narrow band harmonics (ver-
tical spikes) riding on top of broadband interference (broad area of increased noise floor).
The yellow trace is the baseline system noise.

TYPES OF INTERFERENCE
Some of the most common types of interference are de-
scribed below.

Co-Channel Interference — more than one transmitter (or
digital harmonic) using, or falling into, the same receive
channel.

Adjacent-Channel Interference — a transmitter operating
on an adjacent frequency whose energy spills over into the
desired receive channel.

Intermodulation-Based Interference — occurs when en-
ergy from two, or more, transmitters mix together to pro-
duce spurious frequencies that land in the desired receive
channel. Third-order mixing products are the most common
and usually, this occurs from nearby transmitters. An ex-
ample of potential intermodulation might occur in a strong
signal area for FM broadcast.

2021

Fundamental Receiver Overload — this is normally caused
by a strong, nearby, transmitter simply overloading the receiv-
er front-end or other circuitry, causing interference or even
suppression of the normal received signal. A common exam-
ple is VHF paging transmitters interfering with receivers.

Power Line Noise (PLN) — This is a relatively common
broadband interference problem that is typically caused by
arcing on electric power lines and associated utility hard-
ware. It sounds like a harsh raspy buzz in an AM receiver.
The interference can extend from very low frequencies be-
low the AM broadcast band, and depending on proximity
to the source, into the HF spectrum. If close enough to the
source, it can extend up through the UHF spectrum.

Switch-Mode Power Supplies — Switch-mode power sup-
plies are very common and are used for a variety of con-
sumer or commercial products and are a common source
of broadband interference. Lighting devices, such as the
newer LED-based lights or commercial agricultural “grow”
lights, are another strong source of interference.

Other Transmitters — There are several transmitter types
that commonly cause RFI:

* Two-Way or Land Mobile Radio — Strong interfering
FM signals may result in “capture effect”, or over-riding
of the desired received signal.

* Paging Transmitters — Paging transmitters are gen-
erally very powerful FM or digitally modulated trans-
missions that can overload receiver Digital paging will
sound very raspy, like a power saw or buzzing, and may
interfere with a wide range of receive frequencies. For-
tunately, most of the VHF paging transmitters moved
to the 929/931 MHz frequency pairs, so this is not the
issue it once was.

* Broadcast Transmitters — Broadcast transmitter in-
terference will have modulation characteristics similar
to their broadcasts — AM, FM, video carriers, or digital
signals.

Cable Television — Signal leakage from cable television
systems will generally occur on their prescribed channel as-
signments. Many of these channels overlap existing over-
the-air radio communications channels. If the leaking signal
is a digital channel, interference will be similar to wideband
noise (a digital cable channel is almost 6 MHz wide).

Wireless Network Interference — Interference to wireless
networks (Wi-Fi, Bluetooth, etc.) is increasingly common,
and with the proliferation of mobile, household (loT), and
medical devices incorporating Wi-Fi and other wireless
modes, this issue is likely to get worse. More details on
wireless interference will be found in the companion article,
Wireless Network Interference and Optimization.

LOCATING RFI
SIMPLE DIRECTION FINDING (DFING)
DF Techniques — There are two primary methods for
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DFing. (1) “Pan ‘N Scan” where you “pan” a directional an-
tenna and “scan” for the interfering signal, recording the
direction on a map, while keeping note of intersecting lines.
(2) “Hot and Cold” where an omni-directional antenna is
used while watching the signal strength. In this method, the
rule of thumb is for every 6 dB change you’ve either dou-
bled or halved the distance to the interfering source. For
example, if the signal strength was -30 dBm at one mile
from the source, traveling to within a half-mile should read
about -24 dBm on the spectrum analyzer.

DF Systems — Radio direction-finding (RDFing) equipment
can be installed into a vehicle or used portable. For vehicu-
lar use, there are several automated Doppler direction-find-
ing systems available. Some examples include:

*  Antenna Authority (mobile, fixed and portable) www.an-
tennaauthorityinc.com

*  Doppler Systems (mobile and fixed) www.dopsys.com

* Rohde & Schwarz (mobile, fixed, and portable) http://
www.rohde-schwarz.com

Step Attenuator — You'll also find a step attenuator quite
valuable during theprocess of DFing. This allows control
over the signal strength indication (and receiver overload)
as you approach the interference source. The best models
come in steps of 10 dB and have a range of at least 80
dB, or more. Step attenuators may be purchased through
electronics distributors, such as DigiKey, etc. Commercial
sources would include Narda Microwave, Fairview Micro-
wave, Arrow, and others.

LOCATING POWER LINE INTERFERENCE

For Low Frequency Interference — particularly power line
noise (PLN) — the interference path can include radiation
due to conducted emissions along power lines. Therefore,
when using the “Hot and Cold” method you’ll need to be
mindful that the radiated noise will generally follow the route
of the power lines, peaking and dipping along the route. The
maximum peak usually indicates the actual noise source.
As a complication, there may be several noise sources —
some possibly long distances away.

Antennas — For simply listening to power line noise, the
built-in “loopstick” antenna on an AM broadcast band radio
or telescoping antenna on a shortwave radio may work well.
However, for tracking down power line noise to the source
pole, and typically for DFing other interfering sources, you'll
want to use higher frequencies. A simple directional Yagi,
such as the Arrow |l 146-4BP (Figure 17) with three piece
boom (www.arrowantennas.com) can be assembled quickly
and attached to a short length of pipe and works well to
receive this type of broadband RFI.

Use of VHF Receivers — Whenever possible, you'll gen-
erally want to use VHF or higher frequencies for DFing.
The shorter wavelengths not only help in pinpointing the
source, they also make smaller handheld antennas more
practical.

ITEM

Signature Analyzers — These are time-domain interfer-
ence-locating instruments that produce a distinct “signa-
ture” of an interfering signal. This would include instru-
ments produced by Radar Engineers (Figure 2). They are
the best solution for tracking down power line noise and
consumer devices that produce repetitive noise bursts with
known periodicity.

Figure 2: A signature analyzer from Radar Engineers that tunes from 500 kHz o 1 GHz and
which displays an electronic “signature” of a specific interference source. Receivers such as
this are used by professional investigators to track down power line noise (photo courfesy,
Radar Engineers).

LOCATING NARROW BAND INTERFERENCE

For most narrow band interference sources, such as
co-channel, adjacent channel, and intermodulation interfer-
ence, the recommended tool is the spectrum analyzer, as
this allows you to focus on particular frequency channels
or bands and see the big picture of what’s occurring. Once
the interfering signal is identified, the analyzer can then be
used to DF the signal.

USING SPECTRUM ANALYZERS

Spectrum analyzers display frequency versus amplitude
of RF signals. They can be helpful in determining the type
and frequencies of interfering signals, especially for narrow
band interference. There are two types of analyzers; swept-
tuned and real time.

Swept-tuned analyzers are based on a superheterodyne
principle using a tunable local oscillator and can display a
desired bandwidth from start to stop frequencies. They are
useful for displaying constant, or near constant, signals, but
have trouble capturing brief intermittent signals, due to the
lengthy sweep time.

A real-time analyzer samples a portion of the spectrum us-
ing digital signal processing techniques to analyze the cap-
tured spectrum. They are able to capture brief intermittent
signals and are ideal for identifying and locating signals that
may not even show up on swept analyzers. Most real-time
bandwidths are limited to 27 to 500 MHz, maximum. The
Signal Hound BB60C and Tektronix RSA306 are both rel-
atively inexpensive real-time spectrum analyzers that are
USB-powered and use a PC for control and display.

One important point to keep in mind regarding the use of
spectrum analyzers is that because they have an un-tuned
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front end, they are particularly susceptible to high-powered
nearby transmitters off frequency from where you may be
looking. This can create internal intermodulation products
(spurious responses) or erroneous amplitude measure-
ments that are very misleading. When using spectrum an-
alyzers in an “RF rich” environment, it's important to use
bandpass filters or tuned cavities (duplexers, for example)
at the frequency of interest.

Spectrum analyzers are also useful to characterize com-
mercial broadcast, wireless, and land mobile communi-
cations systems. For wireless or intermittent interference,
real-time analyzers work best. If used for tracking PLN, it's
best to place the analyzer in “zero-span” mode to observe
the amplitude variation. Placing the analyzer in “Line Sync”
may also be helpful.

COMMERCIAL INTERFERENCE HUNTING SYSTEMS
There are several manufacturers of interference hunting or
direction-finding systems. I'd like to describe four of these,
Aaronia, Narda, Rhode & Schwarz, and Tektronix. As men-
tioned previously, for intermittent interference (particularly
for commercial communications installations) or digital-
ly-modulated signals, a real-time spectrum analyzer is the
best tool and has the ability to capture brief, intermittent,
signals; some as short as a few microseconds. Examples
might include the Aaronia Spectran V5 series. Tektronix
RSA-series, or Narda IDA2.

Aaronia — Aaronia not only has the lightest portable system
for Dfing, but the biggest and heaviest-looking. Their Spec-
tran V5 Handheld is the smallest real time analyzer. Mapping
is not an option on this model, but the larger Spectran V5
XFR PRO is a ruggedized laptop that can use open-source
maps and has triangulation features. Aaronia also has a va-
riety of affordable directional antennas and a combination
GPS/compass may be mounted on some models.

Figure 3: The Aaronia Spectran V5 handheld real-fime analyzer is the smallest self-contained
unit and tunes from 9 kHz to 6 GHz. Other models have upper frequencies of 12 and 18 GHz.

Aaronia is also unique in that they’ve developed a drone
detection system comprised of a 3D tracking antenna, the
model IsoLOG 3D with options from 9 kHz to 40 GHz in
360 degrees. This matches up with their Spectran Com-
mand Center with triple LCD screens. See the references
for more information on that system.

2021

Figure 5: The Narda IDA2 spectrum analyzer and interference hunting system. The frequency
range is 9 kHz to 6 GHz. Photo, courtesy Narda STS.

Narda Safety Test Solutions — Narda has a similar inter-
ference analyzer, the Model IDA2 with a real-time band-
width of 32 MHz and frequency range of 9 kHz to 6 GHz.
There are a variety of directional antennas available with
built-in GPS and compass. This system also relies on
open-source mapping tools, such as Open Street Maps
(http://www.openstreetmaps.org). It is battery-operated for
easy portable use.
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Figure 6: The mapping software with bearing lines drawn showing triangulation of an inter-
ference source. Photo, courtesy Narda STS.
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Rohde & Schwarz — Rohde & Schwarz has a portable sys-
tem (Figure 7) that can quickly identify most interference
sources and can also use imported mapping feature and
GPS/compass in the antenna to triangulate the interfering
source. Several fixed, mobile, or portable antennas are
available for different frequency bands. This system also
relies on open-source mapping tools, such as Open Street
Maps (http://www.openstreetmaps.org). It is battery-operat-
ed for easy portable use.

Figure 7: The Rohde & Schwarz R&S®PR100 custom spectrum analyzer with mapping and

triangulation and R&S®HE300 antenna. The R&S® FSH analyzer may also be used. Photo
courtesy, Rohde & Schwarz.

Tektronix — Tektronix also has a means of Dfing and map-
ping with their real time DSA-series spectrum analyzers.
The USB-controlled RSA507A is noteworthy due to it's
built-in battery and portable capability. It also offers 40
MHz real-time bandwidth. By connecting it to a tablet PC,
such as the Panasonic Toughpad model FG-Z1 and with
the Alaris DR-A0047 antenna, you have a self-contained
portable DF hunting tool (Figure 9). This system also relies
on open-source mapping tools, such as Open Street Maps
(http://www.openstreetmaps.org).

Triangulation
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Figure 8: The mapping application for the R&S® FSH analyzer. Photo courtesy, Rohde &
Schwarz.

Figure 9: The Tektronix spectrum analyzer with mapping/triangulation and Alaris DR-A0047
antenna. Photo, courfesy Tektronix.

Figure 10: When the SignalVu-PC software with mapping option is connected fo one of
their RSA-series real fime spectrum analyzers and Alaris directional antenna, the compass
direction is automatically shown, along with the spectral display of the signal in question.
Photo, courtesy Tektronix.

Tektronix provides their SignalVu-PC with Mapping option
to help identify and capture interfering signals. The map-
ping option allows bearing lines to be marked on the map to
triangulate the source of interference.
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Figure 11: Flipping over to the mapping option of SignalVu-PC, allows you to record bear-
ing lines to the interfering source, with the triangulation showing the approximate location
of the source. Photo, courtesy Tektronix.
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SUMMARY

With today’s increasing use of wireless devices, broadcast,
communications, military and other RF sources all com-
peting for radio spectrum, the chances of radio frequen-
cy interference (RFI) will only increase. With the proper
tools, broadcast and communications engineers are able
to quickly identify and eliminate sources of interference as
they are detected. The latest real-time spectrum analyzers
make the job even more efficient.

MANUFACTURERS MENTIONED

Aaronia AG http://www.aaronia.com

Narda Safety Test Solutions https://www.narda-sts.com/
en/

Radar Engineers http://www.radarengineers.com
Rohde & Schwarz https://www.rohde-schwarz.com/us/
home_48230.html

Tektronix http://www.tek.com
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Wireless/RF is ubiquitous, so implement a pre-compliance regimen with off-the-shelf equipment.
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COST-EFFECTIVELY ENSURE
ELECTROMAGNETIC COMPATIBILITY
IN THE AGE OF loT

Every electronic product has to go through full electromag-
netic compatibility (EMC) testing to get the much-coveted
stamp of approval from the various regulatory bodies. This
has traditionally been a costly undertaking with multiple trips
to a distant testing facility, with multiple reworks required to
get final approval. In the age of the Internet of Things (IoT),
this is not the way to go about it. There is a better approach.

The loT has changed everything, with wirelessly connected
devices creating the opportunity to gather data to perform
analytics in order to improve device usability for consumers.
For industry, loT-enabled analytics are improving process,
safety, and production outcomes for manufacturing facili-
ties, while opening the possibility of new business models.
However, for electronic system and consumer product de-
signers, it has created a number of headaches; some obvi-
ous, some more subtle and insidious.

To start with, there’s the ubiquitous demand for wireless
connectivity, whether it be Wi-Fi, Bluetooth, Zigbee, cellu-
lar, or the various flavors of long-range, low-power options
such as LoRaWAN, Sigfox, Narrowband-loT (NB-loT) or

2021

LTE Cat 1. I's common to have multiple RF interfaces in
the same device. This is great for users, but is a nightmare
for designers, many of whom are not RF experts. They
may have mastered the art of ensuring power supplies no
longer interfere with digital circuits, but wireless connec-
tivity adds a whole new dimension of difficulty. From the
antenna placement and routing, to the design of high-fre-
quency circuits from 900 MHz to 5 GHz, the difficulties
have affected many product delivery schedules, and the
problem is only going to get worse with 5G emerging with
millimeter-wave operation at 28 GHz and up.

Brave designers will “roll their own” RF circuits, but these
tend to be large design teams with high-volume expec-
tations. It seems easy enough, get a good RF integrated
circuit (IC) from a reputable vendor, put some shielding
around it, place and route the antenna wire, and they’re off
and running. Maybe. However, a few trends have altered
the design landscape and have forced designers to rethink
their approach.

The primary influences on designs are smaller form factors,
higher integration, and electronic component density per
inch squared of printed circuit board (PCB) space, system
complexity, higher clock speeds, multiple and distributed
power rails with fast-switching transients, LCD emissions
as displays get integrated into IoT devices, and faster data
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Figure 1: It used to be sufficient to shield a couple of key circuits, but the designers of the Samsung Tab 4 tablet shielded literally every circuit fo ensure maximum EMC. The four rectangular

silver elements on the corners are speakers, not circuits. (Image Source: Rohde & Schwarz)
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transfer rates between central processing unit (CPU) and
memory. These are the obvious and classic trends that
create interesting challenges that designers actually enjoy
solving, though time-to-market pressures and shrinking
budgets can be a kill-joy for some, or an added challenge
for others.

However, as mentioned, there are two more subtle trends,
and these are the ones that are actually causing the most
headaches, and the most opportunity for differentiation
through innovative approaches to expediting the route to
ensuring system EMC.

These trends, which are a direct result of the IoT, are the
need to combine power supplies, high-performance digi-
tal circuits, and RF interfaces in compact form factors for
products that are falling rapidly in price. So much so, that
the complexity-to-price ratio is becoming untenable for
high-quality, low-cost, smart-home-based systems that are
the sweet-spot for [oT devices. Even mobile phone and tab-
let manufacturers, which have typically been able to charge
a premium for higher margins, are getting squeezed as
complexity increases and form factors shrink.

To address EMC and its associated electromagnetic inter-
ference (EMI) issues, it used to be sufficient to place shield-
ing around key components, such as the RF circuits, to
reduce their susceptibility to interference from high-speed
digital clock and signal switching harmonics, and to prevent

ITEM

them from being an interferer. However, as density and
complexity has increased, it's now not uncommon to shield
literally everything, as in the case of the Samsung Tab S4,
Figure 1.

The Tab S4 is an extreme example of cutting-edge con-
sumer-level design in terms of density, performance, and
complexity, with a price to match ($649). However, most de-
signs in the loT space, from white goods and audio stream-
ing systems with built-in voice assistants, to wearables,
cost much less, forcing designers to find ways to lower de-
velopment and test costs.

ACCELERATING EMC TESTING —

WHILE LOWERING COST

It's possible to accelerate the design and test cycle when
using power-supply and RF modules. These come pre-cer-
tified and do save time and resources. However, many de-
signers falsely assume that buying a module means they’re
home free with respect to national and international com-
patibility and compliance regulations. Nothing could be fur-
ther from the truth.

It's true that the RF module may remain fully Bluetooth
certified and interoperable, but once the power supply,
RF module, antenna, and digital circuits are laid out and
connected all regulatory certification bets are off. The full
system now needs to be certified to CE, FCC, or CISPR
requirements, due to the many and varied interactions be-
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Figure 2: Implementing a regimen of pre-compliance checkpoint tests can greatly increase the chance of completing an loT design on fime and within budget.

(Image Source: Rohde & Schwarz)
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tween the subsystems. These include load transients, spu-
rious power-supply emissions, various internal and ambient
EMI sources, and RF harmonics.

The task for designers is to understand EMC and the ef-
fects and sources of EMI, and then performance pre-com-
pliance testing on the system to identify and mitigate any
issues — before sending it out to an external lab for cer-
tification. Along with the expense of time, the compliance
tests themselves can cost up to $10,000 and up to 90 per-
cent of devices fail the first time around, leading to rework
and retesting, sometimes multiple times. The costs add up
quickly, especially if the fix requires a full or partial redesign.
It's critical to initiate preventative measures, such as de-
sign-cycle checkpoints, to help avoid costly project delays,
Figure 2.

Another important reason to perform pre-compliance test-
ing is to avoid over-design of the device. Often, designers
run the risk of adding additional shielding or other precau-
tions, which adds weight, time, power consumption, and
direct costs. The goal is to pass the test for full compliance
without going overboard.

In order to minimize the chance of multiple rounds of com-
pliance certification and rework, it helps to have some
up-front education on EMC and EMI. Combined with off-
the-shelf test equipment and some “tricks of the trade,” it's
possible to quickly identify and mitigate EMC issues before
submitting a system for formal certification.

DEFINING EMC AND IDENTIFYING SOURCES OF EMI
EMC and EMI are often confused, but simply put, EMC is
concerned with ensuring various pieces of electrical and
electronic equipment can operate in the same electro-
magnetic environment. It requires the equipment to have
minimal unwanted electromagnetic emissions and to also
minimize its susceptibility to ambient electromagnetic
energy, typically from nearby equipment or long-range ra-
dio transmitters.

EMI is the actual unwanted electromagnetic energy that de-
signers need to suppress within their own designs, as well
as protect their design from outside sources. These sourc-
es can be static electricity, other radios, sporadic emissions
from motors or power supplies, mains hum, microwave ov-
ens and the system’s internal digital switching harmonics
and sub-harmonics, and even audio signals. Their interfer-
ence potential depends upon the operating frequency of
the equipment under test (EUT) and they can manifest as
continuous wave or pulsed EMI signals.

In EMC parlance, the system causing the interference is
the source, and the system being affected is the victim. Be-
tween them are the four EMI coupling mechanisms: radiat-
ed, inductive, capacitive, and conductive, or any combina-
tion of the four, Figure 3. EMI can be viewed fractally in the
sense that it applies between small or large systems that
are near or far apart, as well as between subsystems, com-

2021

ponents, traces, and antenna within a system. Not that an-
tennas are particularly interesting, as they not only transmit
and receive intentional emissions, but also serve as perfect
couplers of EMI into and out of a system.

Radiative
e
Source —€ > Victim
) P

! | Inductive L 4 N
fﬂo* Capacitive
= e

Conductive

Figure 3: The four EMI coupling mechanisms are radiative, inductive, capacitive and
conductive. (Image Source: ipfs.io)

The EMI and EMC principles are similar for nearby and
within systems. For the sake of simplicity, this article will fo-
cus on a single system and how to design for EMC, perform
pre-compliance testing, and debug using an off-the-shelf,
mid-range oscilloscope.

DESIGNING FOR EMC
Let’s consider the following basic principles to demonstrate
that EMC hasn’t changed since EE 101:

* Be careful on trace routing

» Be aware that higher speeds mean more EMI issues

« PCB stacking makes EMI worse

* Avoid sharp corners in traces (reasonable design tools
can match the maximum trace angle to the operating
frequency)

* Have larger ground planes

* Use shielded cables and housings

* Avoid discontinuities and resonances in the transmission
path

Unfortunately, EMI cannot be eliminated entirely. Thus the
designer’s job is to manage and mitigate it, applying funda-
mental principles in combination with experiential know-how.

PRE-COMPLIANCE TEST AND DEBUG

Once the design is in the prototype stage and pre-compli-
ance checkpoints have been established, the next task is
to either isolate the EUT completely from ambient EMI, or
to characterize the environment and account for detected
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EMI response vary using
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Peak Detector (spectrum/ieceiver)
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EMI is analyzed in frequency
stepped scan with receiver

spectrum — frequency sweep

Figure 4: When in receive mode, specirum analyzers can imitate higher cost EMI receivers, but make sure it has at least a quasi-peak (QP) detector with a directional antenna.

(Image Source: Rohde & Schwarz)

interferers during the test cycle. Again, interferers also can-
not be eliminated, but the probability of interference can be
determined and mitigated.

To scan a wide range of frequencies for interferers, a full
EMI receiver with an array of filters and wide dynamic
range is a good option, but can be expensive. Alternatively,
a spectrum analyzer can come close to an EMI receiver’s
capabilities without breaking the bank. Start by getting a
baseline and account for any present signals. Spectrum an-
alyzers, such as the R&S®FPC1500, have optional PC EMI
software (Elektra) that can set the compliance limits, or the
user can do it manually, Figure 4.

The spectrum analyzer itself will need at least a quasi-peak
(QP) detector with a directional antenna as part of the min-
imum viable feature sets to approximate a full EMI-compli-
ant receiver. Look for an analyzer with a frequency range
from 5 kHz to 5 GHz to detect sub-GHz signals and 5-GHz
Wi-Fi network interferers. Also, a built-in vector network
analyzer (VNA) is useful as it can be used to match the
antenna impedance to the RF module if there isn’t an RF
antenna built in.

Some spectrum analyzers also have an integrated signal
generator that can be used to generate an additional sig-
nal in the presence of the intended transmitter signal. This
“interferer” tests to make sure there is sufficient blocking
at the receiver to allow the intended signal to get through.

To start pre-compliance testing, do a limit-line test, or max
hold sweep, with a max hold detector, as that’s a fast and
easy test. Then, use the QP detector to do spot checks
on any potential problem areas. Use electric field (E-field)
and magnetic field (H-field) near-field probes, Figure 5. The
magnetic field probe has a loop through which the magnetic
field passes perpendicularly, inducing a detectable voltage

captured
=

H

Signal Plane

Ground Plane

Figure 5: The larger the size of the E-field and H-field probes, the greater their sensitivity, at
the cost of precision. It helps to zero in on the EMI source by reducing the size of the probe.

(Image Source: Rohde & Schwarz)

INTERFERENCE TECHNOLOGY

131

101/DG/ss3|a4IM I




—
2
-
v
()
n
v
~
(0]
A
=
(@)
_|

INTERFERENCE TECHNOLOGY ENGINEER’S MASTER

When using the probes, it's important to keep in mind that
the output of the probe very much depends upon the orien-
tation of the probe relative to the emitters. Also, there is a
trade-off to be made: the larger the probe, the greater the
sensitivity, but the precision decreases. So, as the source
of EMI gets more clearly defined, reduce the size of the
probe to zero in on the source and verify that the readings
are below the maximum power levels allowed.

This requires having a solid knowledge of the design to
know where these might be. Many EMI sources can be an-
ticipated by factoring in the clock frequencies, the power
supply’s switching frequency, and the expected harmonics.

Knowing the layout is critical, as it helps to know when a
clock line might be too close to an RF module. This be-
comes something to watch for as it might be what’s cou-
pling in and causing another spur that’s in a different part
of the spectrum.

However, no matter how good a designer’s knowledge of
the physical layout and the circuit's design parameters,
nothing beats running the system software and time-cor-
relating the EMI to the running code.

TIME-CORRELATED TEST AND

DEBUG WITH OSCILLOSCOPES

Given the budget and resource constraints of many loT de-
velopers, a spectrum analyzer may be out of reach. How-
ever, every bench has an oscilloscope, and the right dig-

2021

ital oscilloscope can also perform EMI test. This was not
always the case, as the fast Fourier transform (FFT) pro-
cessing capability wasn’t available. That has changed, with
some digital oscilloscopes now implementing FFT digital
down-conversion and overlapping FFTs in hardware.

Look for a digital oscilloscope with these key characteris-
tics: enough capture memory (can hold greater than 500
Ksamples), 50-Q coupling impedance to ensure sufficient
bandwidth and a sample rate >2x the maximum frequency,
start with 2.5 Gsamples/s for 0 to 1 GHz. If testing systems
with 2.45-GHz or 5-GHz radios, the sample rate will need to
be upgraded accordingly. Also look for low noise and good
vertical sensitivity capable of being set to 500 yV/div to 5
mV/div for high sensitivity over the full bandwidth.

As the probe will be moving around the board or system,
it's important that the scope’s response time be fast so
there’s no delay when trying to correlate EMI back to the
time domain. Some scopes do include FFTs in software,
so be careful to ensure the time and frequency domain
are seen in real time. As the source of the EMI becomes
clearer, the time-domain view should allow the EMI source
to be correlated to changes such as bus level switching,
Figure 6.

Other features to look for on a scope include a color ta-
ble and screen persistence to easily detect and distinguish
continuous wave signals, burst signals, and signal zoom:
Figure 7.

on bty

o

f a time

FFT Gating isolates the spectrum o
event

Figure 6: Multi-domain digital oscilloscopes with fast FFT capability and a gating feature help debug by allowing users to time-correlate EMI events and find their origin.

(Image Source: Rohde & Schwarz)
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CONCLUSION

In the age of loT, with ubiquitous wireless connectivity,
meeting EMC requirements for any standard is becoming
more difficult and time consuming. The problem is exacer-
bated by the falling cost of IoT devices, which puts pressure
on designers to get it right the first time to avoid extra cer-

ITEM

tification costs and rework. That said, implementing a strict
pre-compliance test regimen and checkpoints combined
with typical benchtop equipment, such as digital oscillo-
scopes, can help limit formal and expensive EMC certifica-
tion testing to one round.

Figure 7: The R&S®RT02000's 10.1-inch capacitive touchscreen allows users to quickly navigate pop-up menus and adjust scaling by zooming in or moving a waveform.

(Image Source: Rohde & Schwarz)
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EMC EQUIPMENT MANUFACTURERS MATRIX

The following chart is a quick reference guide of test equipment and includes everything you’ll need from the bare mini-
mum required for key evaluation testing, probing, and troubleshooting, to setting up a full in-house precompliance or full
compliance test lab. The list includes amplifiers, antennas, current probes, ESD simulators, LISNs, near field probes, RF
signal generators, spectrum analyzers, EMI receivers, and TEM cells. Equipment rental companies are also listed. The
products listed can help you evaluate radiated and conducted emissions, radiated and conducted immunity, and a host of
other immunity tests, such as ESD and EFT.

EMC Equipment Manufacturers

Type of Product/Service

=
= -
Manufacturer Contact Information - URL 2, 82 =1 =1 bl B =
=1 Bl i1 B! S| I RE| S| B=1 I =l =
a- =| = = e — B
w - 2= &6 B === £ ©
Ees=2T EZE BEEZESE
EEsE§222£29z£E°28
S E S SIS = S E S 2] 2 =
A.H. Systems www.ahsystems.com X|X X X
Aaronia AG www.aaronia.com X|X X X
Advanced Test Equipment Rentals | www.atecorp.com X{X|X|X]|X X X{X|{X|X|X]|X
Altair www.altair.com X
AR RF/Microwave Instrumentation | www.arworld.us/ X|X X|X X|X|X X
Anritsu www.anritsu.com X X X
Beehive Electronics www.beehive-electronics.com X X
Coilcraft www.coilcraft.com X|X
(ST Computer Simulation Technology www.cst.com X
Electro Rent www.electrorent.com X X X X[{X|X XX
EM Test www.emtest.com X[{X|X
EMC Partner www.emc-partner.com X X
Empower RF Systems www.empowerrf.com X X X1|X
ETS-Lindgren www.ets-lindgren.com X|X|X[X X|IX[X|X X
Fischer Custom Communications www.fischercc.com XX X
Gauss Instruments www.gauss-instruments.com X
Instrument Rental Labs www.festequip.com X X X XX |[X X|X
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- % g z€3 L=
Manufacturer Contact Information - URL ] ] = SIREIR= I EE| =
S E2=EEE BEESTSE
£ tE2282E8=2352
= SEF3SLBESsSsES=
Instruments For Industry (IFI) www.ifi.com X XX
Keysight Technologies www.keysight.com X X X X X
Milmega www.ametek-cts.com/about-us/brands/milmega X X|X
MVG www.mvg-world.com X X X
Narda/PMM www.nardo-sts.it XX X X|X|X]|X
Noiseken www.noiseken.com X XX
Ophir RF www.ophirrf.com X X
Pearson Electronics www.pearsonelectronics.com X
Rigol Technologies www.rigolna.com X{X|X]|X]|X X X
Rohde & Schwarz www.rohde-schwarz.com X[X[X|X|X][X X[X[X|[X X
Siglent Technologies www.siglent.com/ X XX X X
Signal Hound www.signalhound.com X X|X X X
TekBox Technologies www.tekbox.net X|X X X XX
Teseq www.teseq.com X X X X1 X|X]|X
Test Equity www.testequity.com X X X{X|X]|X]|X XX
Thermo Keytek www.thermofisher.com X X X
Thurlby Thandar (AIM-TTi) www.aimtti.com X X X
Toyotech (Toyo) www.foyotechus.com/emc-electromagnetic-compatibility/| X | X X XX X
TPI www.rf-consultant.com X X
Transient Specialists www.ransientspecialists.com X|X X
TRSRenTelCo www.trsrentelco.com X|X X X|X[X][X X|X
Vectawave Technology www.vectawave.com X
Windfreak Technologies www.windfreaktech.com X X
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REFERENCES
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(TEST LABS, GROUPS, PUBLICATIONS, & LINKEDIN GROUPS)

AUTOMOTIVE EMC TEST LABS

Applus Laboratories (Australia)
http://www.appluslaboratories.com/en/

ARAI (India)
https://www.araiindia.com/services/department-and-
laboratories

Cetecom
http://www.cetecom.com/en/products-services/
testing.html

CKC Laboratories
http://www.ckc.com/service/emc-testing/automotive-
emc-testing/

Dayton T. Brown
http://www.dtbtest.com/EMI-Testing-EMC-Testing.
aspx

DLS
https://www.dlsemc.com/emc-testing/emc-intro.htm

Element
https://www.element.com/landing/us-emc-emi-testing

Element Materials
http://www.nwemc.com/emc-testing-capabilities/
military-aerospace-and-automotive-emc-testing

Elite Electronic Engineering
http://www.elitetest.com/testing-services/emc-testing/
automotive-truck-emc-testing

EMC Technologies
https:// www.emctech.com.au/emc-testing/
automotive-emc-testing/

Eurofins (UK)
https://etcal.co.uk/automotive-emc-testing/

Horiba Mira
https://www.horiba-mira.com/facilities/

Intertek
http://www.intertek.com/automotive/electrical/emc-
testing/

Keystone Compliance
https://keystonecompliance.com

Marvell
https://www.marvell.com

MET Laboratories
http://www.metlabs.com/services/emcemi-testing/

National Technical Systems (NTS)
https://www.nts.com/services/

Nemko
https://www.nemko.com/product-testing/emc-testing/
automotive

Seibersdorf Laboratories (Germany)
https://www.seibersdorf-laboratories.at/en/home

TUV SUD America
https://www.tuv-sud-america.com/us-en

Underwriters labs
https://www.ul.com/automotive-and-mobility

Yazaki Testing laboratory
http://www.yazakiemc.com/wp/

If your test lab specializes in automotive EMC testing and is not listed, please contact: james@lectrixgroup.com

and we’ll include you in the next issue.

INTERFERENCE TECHNOLOGY

137

aAIloWOoINY I


http://www.appluslaboratories.com/en/
https://www.araiindia.com/services/department-and-laboratories
https://www.araiindia.com/services/department-and-laboratories
http://www.cetecom.com/en/products-services/testing.html
http://www.cetecom.com/en/products-services/testing.html
http://www.ckc.com/service/emc-testing/automotive-emc-testing/
http://www.ckc.com/service/emc-testing/automotive-emc-testing/
http://www.dtbtest.com/EMI-Testing-EMC-Testing.aspx
http://www.dtbtest.com/EMI-Testing-EMC-Testing.aspx
https://www.dlsemc.com/emc-testing/emc-intro.htm
https://www.element.com/landing/us-emc-emi-testing
http://www.nwemc.com/emc-testing-capabilities/military-aerospace-and-automotive-emc-testing
http://www.nwemc.com/emc-testing-capabilities/military-aerospace-and-automotive-emc-testing
http://www.elitetest.com/testing-services/emc-testing/automotive-truck-emc-testing
http://www.elitetest.com/testing-services/emc-testing/automotive-truck-emc-testing
https://www.emctech.com.au/emc-testing/automotive-emc-testing/
https://www.emctech.com.au/emc-testing/automotive-emc-testing/
https://etcal.co.uk/automotive-emc-testing/
https://www.horiba-mira.com/facilities/
http://www.intertek.com/automotive/electrical/emc-testing/
http://www.intertek.com/automotive/electrical/emc-testing/
https://keystonecompliance.com
https://www.marvell.com
http://www.metlabs.com/services/emcemi-testing/
https://www.nts.com/services/
https://www.nemko.com/product-testing/emc-testing/automotive
https://www.nemko.com/product-testing/emc-testing/automotive
https://www.seibersdorf-laboratories.at/en/home
https://www.tuv-sud-america.com/us-en
https://www.ul.com/automotive-and-mobility
http://www.yazakiemc.com/wp/
mailto:james%40lectrixgroup.com?subject=

INTERFERENCE TECHNOLOGY ENGINEER’S MASTER | 2021

aAl oWOoINY I

REFERENCES (conTinuED)

(TEST LABS, GROUPS, PUBLICATIONS, & LINKEDIN GROUPS)

AUTOMOTIVE INDUSTRY GROUPS AUTOMOTIVE INDUSTRY
LINKEDIN GROUPS
Auto Alliance

http://www.autoalliance.org « Auto OEM Network - World’s Largest Automotive Group
Automotive Industry Action Group » Automotive Industry Professionals Worldwide
http://www.aiag.org « Automotive Management Professionals

European Automobile Manufacturers Association * Automotive Industry Professionals

http://www.acea.be » Automotive OEM Professionals
* Managers of Automotive

National Automobile Dealers Association ,

https://www.nada.org * Automotive careers

» Automotive Engineers

Automotive Council UK

. . » Automotive Electronics and Embedded Software
http://www.automotivecouncil.co.uk

* The Next Mobility: Automotive & Transportation

Automotive Industries Association of Canada Industry Innovation
https://www.aiacanada.com « Automotive PRO Network
Center for Automotive Research . Automot!ve Infot.amment, Telematics & Connectivity
http://www.cargroup.org * Automotive Testing

* Automotive Innovation
German Association of the Automotive Industry . )
https://www.vda.de/en » Automotive Industry Innovation Group
* ASQ Automotive Division
Motor Trades Association of Australia

« Automotive Quality Professionals
http://www.mtaa.com.au Y

» Automotive Systems Engineers
+ Center for Automotive Research - CAR

PUBLICATIONS » Automotive Electrical and Electronics Manufacturing
2020 Automotive EMC Guide + Automotive Cyber Security
The guide is comprised of the latest trends in tech- « Automotive active safety / passive safety

nology, EMC design, standards, and pre-compliance

testing in the automotive space. » Automotive Electronics Community

https://learn.interferencetechnology.com/2020-automotive- » Automotive Sensors and Electronics
emc-guide/ - 1SO 26262 in Automotive Functional Safety
Interference Technology Engineer’s Master * Automotive Infotainment Testing

(ITEM 2020)  The Automotive Engineer

Interference Technology Engineer’s Master (ITEM) is
an exhaustive guide full of invaluable EMC directo-
ries, standards, formulas, calculators, lists, and “how-
to” articles, compiled in easy-to-find formats.
https://learn.interferencetechnology.com/item-2020/
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TOP THREE EMI AND POWER INTEGRITY
PROBLEMS WITH ON-BOARD DC-DC
CONVERTERS AND LDO REGULATORS
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Kenneth Wyatt Steve Sandler
Wyatt Technical Services LLC Picotest Systems, Inc.
ken@emc-seminars.com steve@picotest.com

Modern devices are continuing a long-term trend of squeezing more electronics into smaller packages, while also
increasing system performance, data rates and operating efficiency. Higher efficiencies are often achieved by imple-
menting faster silicon MOSFETs or even faster eGaN FETs while size is reduced by increasing switching frequencies
and replacing aluminum and tantalum capacitors with smaller ceramic devices. One result of this trend is that there is
greater interaction between the disciplines of EMI, signal integrity (SI) and power integrity (PI).
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TOP THREE EMI AND POWER INTEGRITY PROBLEMS
WITH ON-BOARD DC-DC CONVERTERS AND LDO
REGULATORS

INTRODUCTION

EMI is a measure of the electromagnetic emissions pro-
duced by the high-speed current and voltage signals the
system creates. Power integrity is a measure of the power
quality at the device that being powered. This means that
the power supply voltages must be maintained within the
allowable operating voltage range of high-speed devices.

Devices, such as modems, reference clocks and low noise
amplifiers (LNAs) are all sensitive to noise on the power rails,
which results in timing jitter, spurious responses reduced
data channel eye openings, and degraded signal-to-noise
ratio (SNR). This too, is a measure of power integrity.

The power supply itself is a noise source and the noise
sources generated by the power supply must be kept from
propagating through the system.

This article discusses the three most common causes of
EMI and power integrity issues while providing tips for how
to avoid or minimizes them in your design,

1. Ringing on switched waveforms causes broad reso-
nant peaks in the emission spectrum.

2. DC-DC converters generate noise at the switching
frequency, and because of high speed switching devic-
es, can generate broadband switching harmonics well
into the GHz.

3. Power plane resonance in DC-DC converter or LDO
regulators due to high-Q capacitors resonating with
power planes.

RINGING AND RADIATED EMISSIONS

Any ringing on the switched waveform (fairly common) can
lead to broadband resonances in the resulting RF spec-
trum. Resonant frequencies resulting from DC-DC convert-
ers or low dropout (LDO) linear regulators can be as low as
a few kHz while resonance due to the PDN with switching
devices, such as MOSFET’s can be in hundreds of MHz or
higher.

The harmonic energy resulting from this switching is “cap-
tured” by the PDN and device resonances, evident as
ringing in the time domain. The current and voltage of this
ringing produces EMI. The magnitudes of the ringing and
EMI are related to the quality factor (Q) and characteristic
impedance of the resonance and the harmonic energy pro-
duced by the switching.

As an example, the switching waveform on a DC-DC
buck converter demo board was measured with a Rohde
& Schwarz RTE 1104 oscilloscope and Rohde & Schwarz
RT-ZS20 1.5 GHz active probe (Figure 1).

2021
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Figure 1. Diagram showing the measuring point at the switch device junction (on the
left side of L1) to ground return.

There was a very large ringing superimposed on the
switched waveform of 216 MHz. This can be seen clearly
in Figure 2.

A Fischer Custom Communications F-33-1 current probe
was used to measure both the input power cable common
mode current (violet trace) and output load differential mode
current (aqua trace). See Figure 3. Note the broad resonant
peaks at 216 MHz (marker 1) and the second harmonic at
438 MHz (marker 2).

i ‘

4 _ =

Figure 2. Measuring the rise time and ringing on a DC-DC converter. Nofice to strong
ringing at 216 MHz.
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Figure 3. Resulting resonances from the 216 MHz ring frequency (marker 1) and
second harmonic at 438 MHz (marker 2).

Remediation Tips - There are several ways to improve the
design to minimize the resonances, ringing and therefore
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EMI. Since the energy is related to the switching frequen-
cy, rise time of the switching, characteristic impedance,
and Q of the resonances, these factors are also the paths
to mitigation.

» Slower edges will degrade operating efficiency but re-
duce high frequency energy

» Careful PCB design and capacitor selection will minimize
the characteristic impedance and Q

» Keep traces short and wide and dielectrics thin.

» Keep all the switching circuitry on one side of the board,
preferably with a thin dielectric to the respective ground
return plane.

» Use of a snubber circuit, damping of resonances using
controlled ESR capacitors, or redesign of the inductor for
lower leakage inductance.

For additional detail on measuring ringing refer to Refer-
ence 1.

FAST EDGES CREATE BROADBAND NOISE AT GHZ
FREQUENCIES

Today’s on-board DC-DC converters use switching frequen-
cies as high as 3 MHz. This is an advantage because it al-
lows for physically smaller inductor and filter components,
as well as increased efficiency. However, the fast edge
speeds create broadband harmonic energy. The bandwidth
of this harmonic energy is related to the voltage and current
rise time. A 1ns edge speed can produce harmonic energy
up to 3 GHz, or more.

These broadband harmonics are the cause of radiated
emissions failures and also can affect the receiver sensi-
tivity of any on-board telephone modems or other wireless
systems, such as GPS. Figure 4 shows how a typical DC-
DC converter circuit can be characterized using an H-field
probe connected to a spectrum analyzer.

It's also possible to connect the probe to an oscilloscope
and hold it near each DC-DC converter to get some idea of
the ringing, if any, without disturbing the circuit.

Figure 4. Probing DC-DC converter noise sources on a typical wireless device.

Figure 5 shows the resulting measurement of a couple DC-
DC converters. The yellow trace is the ambient noise floor

ITEM

of the measurement system and is always a good idea to
record for reference. The aqua and violet traces are the two
converter measurements. Note that both produce broad-
band noise currents out to 1 GHz, with the convertor in vio-
let out to beyond 1.5 GHz. Note the violet trace is 20 to 50
dB higher than the ambient noise floor.

TracelPF

DL -30.00 dBm| || Select Trace

Trace Type

Freeze

Avg Times

100

Trace Math
Blank All

PassiFail

130
Start Freq
REW

StopFreq 1
SWT

Figure 5 - In this example, we're looking from 30 MHz o 1.5 GHz to generally char-
acterize the spectral emissions profile of a couple of on-board DC-DC converters. Both
will potentially cause interference to mobile phone bands in the 700 to 950 MHz
region. The one with the violet trace is over 30 dB above the ambient noise level in
the mobile phone band.

Remediation Tips — To reduce the risk of self-interference
to on-board mobile phone modems and wireless systems,
the product design must start off with EMC in mind and with
no corners cut.

This will consist of:

» Anear perfect PC board layout

* Filtering of DC-DC converters

+ Filtering of any high frequency device

* Filtering of the radio module

 Local shielding around high noise areas
» Possibly shielding the entire product

* Proper antenna placement

The PC board layout is critical and is where most of your
effort should reside. An eight or ten layer stack-up will pro-
vide the most flexibility in segregating the power supply, an-
alog, digital, and radio sections and provide multiple ground
return planes, which may be stitched together around the
board edge to form a Faraday cage. Care must be taken to
avoid return current contamination between sections — es-
pecially in the ground return planes. For wireless products,
the power plane for the radio modem section should be iso-
lated (except via a narrow bridge) from the digital power
plane. All traces to this isolated plane should pass over the
bridge connecting the two. This can provide up to 40 dB of
isolation between the digital circuitry and radio.

It is vital that the power and ground return planes be on ad-
jacent layers and ideally 3-4 mils apart at the most. This will
provide the best high frequency bypassing. All signal layers
should be adjacent to at least one solid ground return plane.
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Clock, or other high-speed traces, should avoid passing
through vias and should not change reference planes.
Power supply sections should be well isolated from sensi-
tive analog or radio circuitry (including antennas). Be aware
of primary and secondary current loops and their return
currents. These return currents should not share the same
return plane paths as digital, analog, or radio circuits. Re-
member that high frequency return currents want to return
to the source directly under the source trace.

For more details on resolving DC-DC converter noise is-
sues with wireless radio modems, refer to Reference 2.

PC BOARD PLANE RESONANCE AND THE EFFECT
ON RADIATED EMISSIONS

Noise propagation in a simple system can be represented
by three elements, the voltage regulator, the printed circuit
board planes with decoupling capacitors (PDN) and the de-
vice being powered (load).

Each of these three elements is comprised of resistive, in-
ductive and capacitive terms. Even “noise free” low drop-
out (LDO) regulators can be highly inductive (Reference 3).
The resistive, inductive and capacitive terms can resonate
amplifying the noise signals created by the power supply
and the load as they travel across the PDN creating EMI.
The harmonics of the switching frequency and the switch
ringing discussed earlier excite these PDN resonances
(Reference 4). As stated previously this noise can degrade
and interfere with on-board wireless modems, as well as
resulting radiated and conducted emissions.

A short video helps explain the basic principles of PDN de-
sign (Reference 5). The radiated EMI of a LTC3880 DC-DC
converter measured near the input plane using an H-field
probe is seen in Figure 6.

163MHz

Figure 6. Spectrum analyzer display showing the 30 MHz and 160 MHz resonances
detected near the input power connections of a DCDC converter.

The 163 MHz is attributed to the ringing of the switches
as seen in Figure 7. This ringing is caused by the induc-
tance of the upper MOSFET bond wires, pins and circuit
board planes, ringing with the lower MOSFET and PC
board capacitance.

2021

163MHz

Figure 7. The 163 MHz EMI is easily explained by the ringing at the switch device, as
discussed earlier.

The input ceramic decoupling capacitor resonates at ap-
proximately 30 MHz, as seen in Figure 8 and results in the
large 30 MHz EMI signature.

=30MHz

=~

=]
S

=)

10k 100k ™ 10M

Frequency (Hz)

Trace 1: Impedance Magnitude (Q)

Figure 8. The larger 30 MHz emission is identified as a printed circuit board resonance
using an H-field probe and confirmed by a 1-port reflection impedance measurement
at the input capacitor.

The input power plane section of the DC-DC converter
(measured in Figure 6) is shown in Figure 9 with sche-
matic representations of the component, PC board and
external connections.

Figure 9. The power plane section of the DC-DC converter (measured in Figure 6) with
schematic representations of the component, PC board and external connections.

A very simple simulation example can be used to illustrate
these impedance resonance effects. Consider a simple
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DC-DC converter as shown in Figure 10.

; DD

- PWM1 +

* SR c4 >
PWRR2 = C3 R=200 mOhfn - ;
Vde=12V R=6 mOhm L=400 pH ——

L=500 pH
cu1uF

= I €=100 nF
=

SRC3
R=10hm
C=Coss pF

2.

L

L=1.0uH
R=10mOhm ¢ SRLC2
R=10 mOhm
L=1nH
C=47 uF

% SRC4 =
PWM2 R=10hm
R C=Coss pF

Figure 10. A simple DC-DC converter for illustration of plane resonance EMI. The “FET”
switches include lead inductance and drain capacitance (Coss). A small PC board and
two ceramic capacitors are included.

R1
R=0,9 Ohm

1| ey

Designers frequently place the FET switches on one side
of the board with power entry on the opposite side of the
PC board. The small PC board plane used in this example
has power entry through a pair of pins and no interconnect
inductance is added to connect power to the PC board. A
large 47 uF ceramic capacitor is placed on the top side of
the PC board, while a smaller, 0.1 yF ceramic capacitor is
placed very close to the FET switches on the bottom side of
the PC board. Two parallel vias connect power and ground
from the top side of the PC board to the bottom side as
seen in Figure 11.

The simple model is used to simulate the harmonic current
in the input connector, which is directly related to conduct-
ed and radiated emissions. Two simulations are performed;
one with low ESR ceramic capacitors and the other with
a lower Q controlled ESR ceramic replacing the 0.1 yF
capacitor close to the FET switches. Both simulations are
shown together in Figure 12.

To FET
Switches

Figure 11. The large round pins on the left are the input power connector, J2. The
larger capacitor on the top side is an 0805 sized 47 pF and the smaller capacitor on
the bottom side is an 0603 sized 0.1 pF.
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Figure 12. Spectral simulation of the input power lead shows the high Q ceramic (10
mQ blue) has a dear peak near 10 MHz that is eliminated using a controlled ESR
ceramic (200 mQ red)

The simulated impedance, measured at the smaller capac-
itor in Figure 13 shows the corresponding plane resonance
with a clear 10 MHz peak using the high Q ceramic capac-
itor (blue) and the peak is eliminated using the controller
ESR ceramic capacitor (red).

3EO

1E-1—

mag(AC.VDD)

1E-2—

mag(switches..AC.C2_1_PWR_2_GND)

183 T T T T T
1E8 1E4 1E5 1E6 1E7 1E8 1E9

freq, Hz

Figure 13. The simulated impedance at the 0.1 uF capacitor using high Q ceramic (10
mQ blue) and a controlled ESR ceramic (200 mQ red)

Remediation Tips — To minimize PDN resonances, the
complete system of voltage regulator, PDN and the load
need to be carefully balanced. Damping resistance must
be included to eliminate or minimize the existence or Q of
resonances. This will consist of:

» Short, wide power planes

» Keep the layout as small as possible to minimize induc-
tance

» Thinner PC board dielectric layers, closer to the surface

* Incorporate EM simulation to identify and minimize PDN
resonances

» Keep capacitors on one side of the PC board to the extent
possible

» Low-Q or ESR controlled capacitors reduce Q

» Choose voltage regulators and output capacitors for good
control loop stability

» Don’t place cutouts or holes in ground plane layers below
the power plane

 Ferrite beads are a very common cause of PDN reso-
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nances
» Be aware of inductive interconnects bringing power to the
system.

Printed circuit board design and decoupling is critical and
“‘rules-of-thumb” generally don’t work well in high speed
circuits. The design of the circuit board and capacitor de-
coupling always involves trade-offs, but the impacts on
resonances need to be weighed carefully. A multi-frequen-
cy harmonic comb generator can be extremely helpful for
quickly identifying PDN resonances (Reference 3).

SUMMARY

As you can see, designing DC-DC converters, LDOs, and
PDNs with today’s high-speed technology nearly always re-
quires careful circuit design, adequate filtering, simulation
of the PDN, very careful circuit board layout, and use of
controlled-ESR filter capacitors. Poor designs can result in:

* Ringing in power supply switches (or other fast-edged
digital switching) resulting in associated radiated or con-
ducted emissions resonant peaks at the ring frequency
and harmonics.

» High frequency broadband noise well beyond 1 GHz, re-
sulting in self-interference to radio modems.

» Poor stability and resonances in un-damped power distri-

2021

bution networks, leading to instability, spectral resonanc-
es, and associated radiated and conducted emissions.
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1210CAN Series

o Low-profile 1210 footprint:
3.30x2.67 x3.0 mm

Common Mode Chokes

* Designed for common mode noise suppression on CAN or
CAN FD in automotive or industrial automation applications

¢ 51 yH value meets IEC 6228-3 (CDV Annex D) requirements
o Filters a broad frequency range of common mode noise
o Can be used for FlexRay automotive bus system

Coiloraft
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FIVE STEPS FOR SUCCESSFUL
AUTOMOTIVE EMC DESIGN

oAl

By Sreevas P Vasudevan By Praveen S Mohan
Senior EMI/EMC Engineer Principal EMI EMC Engineer

EMI/EMC behavior of devices has become a major quality benchmark all over the world. The automotive industry
follows several standards and stringent limits. Advancements in technology, customer requirements, along with
harsher fuel emissions regulations, have resulted in the need to place more electrical and electronic systems into
vehicles. In turn these resulted in the need of using electromagnetic compatible systems in the vehicle to avoid cross
coupling between the systems and causing non-compliances or customer dissatisfaction.
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FIVE STEPS FOR SUCCESSFUL AUTOMOTIVE
EMC DESIGN

WHAT MAKES AUTOMOTIVE EMC SPECIAL?
Electronic systems in automotive involve in safety critical
functions which include engine management, braking con-
trol, and airbag deployment, to name a few. Also, the au-
tomotive industry has seen a new generation of on board
electronics for driver assistance devices and entertainment.
Having the mobility of automobile, it can be exposed to differ-
ent electromagnetic environments, from electromagnetically
benign locations to electromagnetically harsh environments
like airports with high radar fields.

Almost all automobiles today have sensitive AM/FM/DAB
radio receivers (or perhaps even a land mobile VHF/UHF
radio), so emissions from digital circuits are one of the big-
gest EMI problems facing today’s designer of vehicular
electronics. Most of the time the problem is annoying, but
in the case of emergency vehicles (police, fire, ambulance),
jamming a radio receiver could be life threatening. As a re-
sult, most vehicle manufacturers now require suppressing
the offending emissions to extremely low levels.

In short, automotive emission requirements are aimed at
protecting on board receivers (CISPR 25) and immunity re-
quirements are very stringent to protect the safety critical
on-board devices. Major Original Equipment Manufacturer
(OEMs) had come up with their own standards which are
more stringent than regulatory requirements. This make it
essential for the suppliers to be fine tuning the EMC design
best to suit the market.

EMC CONTROL - VEHICLE LEVEL OR ELECTRONIC
SUB ASSEMBLY (ESA)

Understanding the fact that all major OEMs use electron-
ics sub assemblies from more than one supplier for inte-
grating in the vehicle, it is required by all major OEMs that
the ESA fulfills the emission and immunity requirements.
It can un-doubtfully say that making the ESA compliant to
respective standards shall increase compliance possibility
at the vehicle level testing, but, over the years it is proved
that failure at vehicle levels are not completely avoided by
making ESA compliant to EMC.

The article aims to provide a brief understanding for suppli-
ers intended to produce products compliant and acceptable
to Tier 1 OEMs.

I. UNDERSTAND THE REQUIREMENT

The automotive industry is a good example of responsible
‘EMC regulation’. Country specific legal requirements are
limited to generic clauses in the form of directives (for Eu-
rope) or FCC — Part 15 (United States). In addition to legal
requirements, customer-based requirements are established
by OEMs. Requirements of Tier 1 OEMs vary with each oth-
er in terms of standard followed, test limits and test type. A
standardized test specification that cover major OEMs are
far from reality even today R". For radiated and conducted

2021

emissions of ESA, OEMs use CISPR25 as guideline and
for regulatory purpose at vehicle level emission results,
CISPR12 is used. For immunity measurements the 1SO
11452-series is referenced for ESA and ISO 11451 series
is referenced at the vehicle level. These standards apply to
vehicles powered by internal combustion engines, as well
as hybrid and electric vehicles. Test distances and methods
required to validate a product's performance are detailed
in these standards. Some of the OEM specific standards,
such as standards issued by General Motors, Ford and Fiat
Chrysler requirements are available in the public domain. It
is of utmost importance that product manufactures (of ESA)
shall be aware of the OEMs they are targeting, and the re-
spective levels of emission and immunity to be achieved.

. Electronic
Vehicle Level Sub-Assembly
Emission Emission
Standards CISPR 12, EN 55012 Standards CISPR 25, EN 55025
S0 11451-2 (Radiated 150 11452-2 (Radiated
Immunity) Immunity)
IS0 11451-3 (On Board 150 11452-3 (TEM Cell
Transmitter Immunity) Method)
S0 114514 (BCI
Method) IS0 11452-4 (BCI Method)
Immunity Immunity E (Strinli
Standards Standards 150 114525 (Strpline)
IS0 11452-7 (Direct RF
150 10605 (ESD) Power Injection)
150 114529 (Portable
transmitter)
150 10605 (ESD)

Table 1 - Automotive EMC Standards Overview

Il. INCLUDE EMC IN DESIGN

It is often observed that EMC is taken into consideration
at the final phase of the project, either after experiencing
a compliance failure or at final sample stage. EMC design
from the earliest stages of the project leads to easy imple-
mentation and cost-effective design approaches. When de-
signing an electronic circuit, it is necessary to take several
precautions to ensure that its EMC performance require-
ments can be achieved. Methods that can address EMC
during the design are optimized as:

» Component selection and frequency selection

* PCB design for minimum radiation

 Cabing & Shielding

A. Component selection and frequency selection

For many automotive electronic systems, the embedded
microcontroller is the only high-speed source of EMI on the
board. If one can confine the selection of the component
having lower emission profile and higher immunity perfor-
mance, the EMC performance can be improved. Always
ask for EMC compliance data for microcontrollers or pas-
sives used in the design. A detailed view EMC performance
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graphs will help to identify the advantages and shortcom-
ings of the components. Preparing a 'frequency table‘ (such
as shown in Table 2) that list out the fundamental frequency
and the dominant harmonics associated with each compo-
nent would be a handy tool for better understanding of the
circuit for design. Better design shall use frequencies that
will not interfere constructively.

Harmonic
Fundamental Frequency

Radaiated
Immunity
Level

Radiated
Emission

Level (1st,3rd, 5th, Remarks

Tth, 9th,, 11th)

Reference Frequency

Table 2 - Component selection - Frequency check

B. PCB design for minimum radiation

Clocks & Harmonics: The primary sources of emissions
from microcontroller based automotive systems are the
clocks and other highly repetitive signals. A non-sinusoidal
periodic waveform is composed of a fundamental frequency
plus harmonic frequencies. The harmonics of these signals
result in discrete narrowband signals that are typically with-
in the VHF and UHF radio ranges. These harmonics are
easily radiated by cables, wiring and printed circuit boards.
The amplitude of square wave harmonics in digital systems
decreases at the slowest rate (20 dB/decade) as frequency
increases, and therefore are a rich sources of high frequen-
cy harmonics. Any conductor will act as an efficient antenna
when it's physical dimensions exceed a (1/20) fraction of a
wavelength. This shows that for a 300 MHz signal, a PCB
trace of 5 cm can act as antenna. The design shall take
care in avoiding PCB trace length comparable to the wave-
length of the signal carried through it.

Spread Spectrum Clocking (SSC): Radiated emissions
are typically confined in a narrow band centered around
clock frequency harmonics. By uniformly distributing the ra-
diation over a band of a few MHz, regulatory measurement
levels (in a 120 kHz bandwidth at frequencies below 1 GHz
and in a 1 MHz bandwidth at frequencies above 1 GHz) will
be reduced up to 8 dB R,

Current Loop: Another key source of emissions is current
flow. As processor speeds increase, the current require-
ment of the processor increases. Current flowing through a
loop generates a magnetic field, which is proportional to the
area of the loop. Loop area is defined as trace length times
the distance to the ground plane. As signals change logic
states, an electric field is generated from the voltage tran-
sition. Thus, radiation occurs because of this current loop
and the voltage transition. The following equation (1) shows
the relationship of current, its loop area, and the frequency
to EMI (E-field): Since the distance to the ground plane is
fixed due to board stack up requirements, minimizing trace
length on the board layout is key to decreasing emissions.

EMI (V/m) =k IAR (1)
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Where:
k = constant of proportionality
| = current (A)
A = loop area (m?)
f = frequency (MHz)

Decouple Power Line: Whenever a digital circuit switches,
it also consumes current at the switching rate. These puls-
es of power current will radiate as effectively as pulses of
signal current. These switching peak currents cause more
radiation since the power levels are usually much higher
than those on an individual signal line. For devices with
multiple power and ground pins, each pair of pins should
be decoupled. High frequency capacitors in the 0.01-0.1 uf
range should be installed as close as possible to the device
V.- Also, high frequency capacitors (0.001 pf typical) shall
be placed on the input and outputs of all on-board voltage
regulators. This will protect these devices against high lev-
els of RF energy and will also help suppress VHF parasitic
oscillations from these devices. Keep the capacitors close to
the devices, with very short leads.

C. Cabing & Shielding

Radio Frequency Immunity: The design method for better
immunity to radio frequency is to avoid unwanted energy
reaching vulnerable circuits. This requires high frequency
filtering on cables (both power and I/O) which act as an-
tennas and a careful circuit layout and circuit decoupling.
To prevent coupling, noise carrying cables shall be placed
away from chassis seams. Ferrite beads can be used to
attenuate common mode noise on I/O cables. Provide ade-
quate grounding for all cables. Both ends of cables shall be
grounded to chassis ground.

The system case acts as shield and reduces EMI by con-
taining EMI radiation. Effectiveness of the shield depends
on the material used and the discontinuities in the case. Ca-
ble and module shielding are effective but are not popular in
vehicular designs due to the costs.

lll. REVIEW FOR EMC GUIDELINES

In the above section multiple EMC design methods are
mentioned, it is important to suitably select the best possi-
ble methods based on the design considerations and cost
impact. For better implementation, EMC design reviews
shall be conducted at the sample stage. Introduction of
front loading enables us to confirm the EMC design ef-
fect from the first prototype step and to reduce time for
EMC improvement countermeasure at later stages. EMC
review, hand in hand with design stage, helps to have a
robust EMC design by ensuring major EMC checks are
in place.

Structure of EMC design review- The EMC design review
shall include the hardware circuit designer, PCB designer,
mechanical designer, software designer and persons re-
sponsible for cable / interfaces. A detailed check for — Hard-
ware selection, PCB guideline implementations, cable / in-
terface connections must be performed at each review and
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the potential EMC challenges shall be noted.

EMC design review can look for answers to important ques-
tion like,
1. How severe are the EMC challenges for the circuit un-
der design?
2. What should be the focus of the EMC design — PCB or
at interface cables.
3. Is shielding of cables / critical circuits a possible solu-
tion?
4. Do we need an EMC simulation for a cost-effective im-
plementation?
5. Afacility for EMC pre-compliance is available or can be
developed.

IV. PLAN FOR PRE-COMPLIANCE

Performing pre-compliance EMC testing avoids the risk
of product failure and eliminates costly re-testing after
design. EMC troubleshooting using near field probes for
emission measurement are common nowadays, but for au-
tomotive device where the emission requirements are too
stringent and immunity levels are too high, an exposure to
actual test levels and setups is necessary to understand
any pitfalls in design before final compliance testing. There
are organizations having in-house equipment capable for
automotive emission and immunity measurement, and
these organization benefit from easy access and quick fix
to EMC threats during design stage itself.

A. Common mode current measurement:

Measuring common-mode currents from cables can give
an estimate of the radiated emission values, as radiated
emission from cable is directly proportional to the com-
mon-mode current in that cable. We can use below equa-
tion to find out the amount of E-field emission.

£ 12.6 X 1077(f x I X Icm)

r

Where E is the e-field strength in uV/m, lcm is in micro
amps, fis in MHz, r (distance from Antenna) & I (Length of
the harness) are in meters. Common mode current can be
measured with a high frequency clamp-on current probe
and a spectrum analyzer / EMI Receiver.

A generic test setup for emission measurement for auto-
motive devices using a LISN, current probe, and spectrum
analyzer / EMI receiver is shown in figure 1.

B. 1m Radiated Emission test

Radiated emission testing can be performed as part of
pre-compliance measurement with proper calibrated an-
tennas if we can control or reduce the reflection of the
emitted field. This can be achieved by keeping the DUT
away from reflective surfaces. A lot of trial and error mea-
surement may be required to build this setup in an internal
lab. Small broadband antennas are the best choice for 1m
EMC testing. A bi-conical antenna (30 — 200 MHz) and a

Spectrum
analyser

Power supply/
Battery

Monitoring and
recording

Load Simulator

* Connect current probe to soectrum analvser for Current orobe measurement and clamo it to harness.

Table with GND plane

small log periodic antenna (200 — 1000 MHz) are suitable
for this kind of measurement. Active antennas are the oth-
er option for this kind of test. The antenna needs to be
placed 1m from the DUT. Connect the antenna to a spec-
trum analyzer and take measurements. A reference mea-
surement with an approved lab can give a bench mark
for the internal pre-compliance measurement. However at
least a 6dB correction factor may be required with respect
to an approved lab. Cost effective pre-compliance for ra-
diated emissions can be made by the “Golden Product
method” R4 where the correction factors for the environ-
ment and equipment of pre-compliance measurement can
be identified by comparing with a Golden sample whose
radiated emissions behavior is already available from a
test lab.

C. Pre-compliance Immunity testing

Measuring radiated immunity for automotive products with-
out an anechoic chamber will be difficult to do as the fields
are very high and it can interfere with the system around
and with licensed radio services. Alternative ways to do this
are to use hand held radio transmitters and place close to
the device under test to check if these can cause any per-
formance degradations. The BCI (ISO 11452-4) test in a
small shielded room or shielded box can be used for un-
derstanding the immunity performance of the device up to
1 GHz R, This is relatively less expensive than a fully in-
stalled antenna measurement.

With these methods, immunity performance of the product
at different electromagnetic field levels can be observed
and the product can be taken to an approved facility for
further investigation and compliance testing.

D. ESD testing

ESD tests can be done in an internal lab with an ESD gen-
erator. Various models of ESD generators are available and
these can be set up in an internal lab without much space and
cost impact. Care should be taken to monitor the temperature
and humidity of the area during the test time, as these envi-
ronmental factors have impact on the static discharge.
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V. SYSTEM INTEGRATION

Vehicle manufacturers are required to gain EMC approv-
al for all vehicles. The electronic sub-assemblies, com-
ponents and separate technical units are operated in full
functionality for approval testing. Vehicles must not have
electromagnetic emissions above the limits and must be
immune to interference levels stated in the appropriate
standards. Even though OEMs use sub-assemblies that
have sufficient EMC robustness when tested individually,
there exist a high chance that electromagnetic robustness
for emission and immunity can be affected when different
functional modules are integrated. These can be due to
sharing of a common power supply or sharing a common
communication network.

Inter-system radiated emissions and immunity of ESAs
within the vehicle can be improved by proper positioning
of the ESA in the vehicle. It is observed that for conven-
tional automobiles with internal combustion engines, EMC
sensitive equipment are positioned away from engine sec-
tion where high power and high frequency switching noise
are high. CAN, LIN and FlexRay are major communication
networks. When devices are connected to a shared bus
network, electromagnetic noise can be controlled by prop-
er impedance matching design.

VI. CONCLUSION

Much advancement is happening in the automotive indus-
try. As automotive systems are more and more occupied
with electronic systems and subassemblies, EMI/EMC
measurements became crucial for market certification and
safety. It is required that automotive suppliers are posi-
tioned well in advance for EMC achievement. The above
explained the key stages of a successful EMC achieve-
ment. Time for required for product development can be
reduced if we only had a harmonized method of testing
worldwide and with different OEMs. One day, methods and
procedures might be unified for test execution that every-
one can adopt. For now, by following a common EMC re-
quirement and include EMC in the design strategy, a robust
EMC design can more likely be achieved.
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RESILIENCE IS KEY TO THE CONNECTED AND
AUTONOMOUS REVOLUTION

INTRODUCTION

Connected and autonomous vehicles have long been
hailed as the answer to safe transport. Around 1.25 million
people die in road traffic accidents worldwide each year ac-
cording to E&T—and driver error accounts for over 90% of
those deaths’. In theory, the removal of the driver as the
lead decision maker for vehicle control should reduce this
number, with the SMMT estimating that 2,500 lives will be
saved between 2014 and 2032 through the introduction of
autonomous vehicles. It is imperative however, that the in-
dustry ensures that the control technology underpinning the
revolution remains safe, secure and functional as autono-
mous vehicle development progresses.

Artificial intelligence (Al) technologies, which utilize ma-
chine learning, are at the heart of vehicle automation. There
have been significant strides in the development of the ba-
sic algorithms used in machine learning in addition to an
increase in the amount of quality data available. Infrared
sensors, light detection and ranging (LiDAR) systems, 360°
vision systems, wireless connectivity and many more data
sources all combine to provide machine learning algorithms
with a wealth of rich information from which to learn, opti-
mize and grow. It is now widely acknowledged that autono-
mous vehicles offer the application that Al has been waiting
for, and that the introduction of autonomous vehicles will be
sooner than we think.

Wireless technologies and the associated benefits that
they bring are an ever-increasing and indispensable part
of modern society. Services such as digital radio and TV
(DAB and DVB-T), GSM, 3G, 4G, Wi-Fi ,and Bluetooth are
now commonplace in most executive and prestige vehicles.
With demand increasing and implementation costs reduc-
ing, these technologies are becoming available across the
majority of vehicles offered by manufacturers. For exam-
ple, Bluetooth is common in all but the most basic entry
level vehicles, and DAB and DVB-T are optional on most
mid-range vehicles. Integrated GSM, 3G, 4G, 5G, and Wi-
Fi technologies will be available in the next wave of models
from the major high-end vehicle manufacturers, and along
with intelligent transport systems (ITS), are set to deliv-
er the much awaited ‘connected car’ and the connectivity
backbone for autonomous vehicles.

For engineers though, who must look through the glossy
benefits and get to the nuts and bolts of what is required
to realize the change, a thorough understanding of the
safety, security and functionality risks of each vehicle
feature will be essential in ensuring that connected and
autonomous technologies are resilient. These elements
of the engineering process are inextricably linked, creat-
ing a web of intertwined and hidden risks. Security and
safety systems must remain functional, whilst safety sys-
tems and functional systems must remain secure from
cyber threats.

ITEM

Standards form a key role in the engineering process, with
ISO 26262 for functional safety and SAE J3061 for cyber
security representing the state of the art for achieving high
levels of system confidence. While changes are being im-
plemented to tackle the issues surrounding connectivity
and autonomy and significant work is undertaken to align
the standards, even ISO 26262 Edition? scheduled for re-
lease in 2018 is unlikely to fully cover the requirements for
autonomous vehicles. This is a reflection of the complexity
of verifying the safe and secure operation of connected and
autonomous vehicles rather than any inadequacy in the
standards generation process.

It is the engineering processes within these standards, de-
fining rigorous recommendations and regulations (through-
out the product life-cycle from concept to decommission-
ing), that must be built upon to fully realize resilience for
autonomous systems.

FUNCTIONAL PERFORMANCE

In order for connected and autonomous vehicles to function
properly, we must ensure acceptable levels of performance
for critical functions, such as braking, steering and accelera-
tion. Key to this is the connected technology backbone; the
broadcast systems and wireless links that enable connect-
ed vehicles to ‘talk’ to each other and to surrounding infra-
structure. Data transmitted and received by vehicles will rise
significantly, with vehicles using GSM, 3G, 4G, Wi-Fi, Blue-
tooth, vehicle-to-vehicle /infrastructure communication, and
other data links and broadcast technologies.

Vehicle connectivity is improving, but not quickly enough
for customers. According to J.D. Power’s 2016 Vehicle De-
pendability Study, the number of problems with infotain-
ment, navigation, and in-vehicle communication systems
- collectively known as audio, communication, entertain-
ment, and navigation or ACEN - has increased and now ac-
counts for 20% of all customer-reported problems?®.

For vehicle manufacturers, this poses a big issue as many
customers will rate the quality of the entire electrical system
in their vehicles based on the reception and connectivity
experience that the vehicle delivers. Currently for main-
stream vehicles, radio reception is the key tell-tale, but for
high-end vehicles, this will extend to TV reception and in-
terference. However, in the future customers will be armed
with an increased number of diagnostic tools including data
link corruption or dropouts, which will exhibit themselves
as dropped phone calls, poor Wi-Fi reception or slow data
rates. These will all form the tell-tale signs of electromagnet-
ic interference issues or poor system/antenna performance.
The irony is that the number of noise sources fitted to vehi-
cles, and their proximity to sensitive antenna systems due
to space constraints, are both causing an increased risk of
electromagnetic issues and at the same time the means by
which customers can perceive issues.

The risk of poor performance can lead to impact on the cus-
tomer, such as the inability to make a phone call via the in-
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fotainment system, as well as warranty issues which lead to
lengthy debates between customer, OEM and dealership.
However issues will also reduce the effectiveness of vehi-
cle features reliant on connectivity, some of which will be
part of the vehicle control strategy. OEMs are acutely aware
of these issues but are reliant on costly and time consum-
ing subjective surveys to progress design development and
gather data on connectivity performance issues meaning
that signing off performance confidently is a challenge.

OEMs therefore require quantitative targets and mean-
ingful performance measures for vehicle development. To
meet these requirements for robust and accurate reception
and connectivity assessment methods, a number of factors
must be considered including; antenna performance, the
level of wanted signal received by the vehicle when moving
and the unwanted interference levels from the vehicle. All
of these factors must be combined such that they reflect
‘real-world performance’, accurately simulating the vehicle
occupant’s experience to ensure that reception issues are
identified and rated.

Connectivity is a key enabler in the future of mobility, and
performance is crucial to feature functionality. Bottlenecks
in connectivity must be avoided and data throughput must
be maximized.

2021

There are also many challenges ahead for electromagnet-
ic testing of autonomous features, most of which surround
the issue of system complexity. As functions are combined
for co-pilot or auto-pilot features, system complexity grows
rapidly. This in turn means that each system function is
linked to multiple inputs from other vehicle systems. With
this web of interconnectivity comes fragility, meaning fault
modes are more likely. As such, test complexity increases
due to the increase in stimuli for operational test modes.
Efficient electromagnetic testing of autonomous features
involves immersive situational testing, delivering services
that use more diagnostic information, real-time vehicle data
analysis, moving targets, and a number of other actuator
and simulator systems.

SAFETY

Traditionally, safety has been considered to include active
safety, such as anti-lock braking systems, blind spot infor-
mation systems, and lane departure warning systems, as
well as passive safety, including seat belts and airbags.
However, with connectivity, electrification, and automation,
safety has to be considered in a completely new light. First
and foremost, new technologies mean engineers are having
to get to grips with new systems and tools, which come with
their own safety considerations. Secondly, new hazards are
being created as a result of these new technologies. This in-
cludes exposure to electromagnetic energy and hazardous
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levels of electrical energy, potentially causing health-relat-
ed issues, as well as thermal runaway, leading to thermal
events, such as the release of chemicals.

System failures are another potential cause of hazards and
can be caused by random hardware faults or systematic
faults such as software defects. Widespread application
of electronic systems in vehicles means it is especially im-
portant that safety risks are managed throughout product
development. The ever increasing complexity of vehicle
technology requires a coordinated approach to safety and
functionality, and that the safety of security systems and
the security of safety systems must be considered togeth-
er. Only by undertaking coordinated, pragmatic and ‘goal-
based’ programs can robust engineering solutions be de-
livered while avoiding unnecessary development rework,
verification, and validation activities.

SECURITY

Increasing autonomy and connectivity has exposed us to
the potential of greater levels of malicious activity in the
form of cyberattacks. There are many potential threats
that we face, including traditional vehicle theft, owners en-
hancing the performance of their own car, identity theft, or
unauthorized remote access to vehicle functions. Each of
these threats can have a variety of different consequenc-
es, including the financial, privacy, and operational impacts
typically associated with the information security domain,
as well as potential impacts upon safety and functionality.

In order to address these threats, we must use a risk-driv-
en security engineering approach, through which appro-
priate security measures can be specified, designed, and

implemented. Effective verification and validation is re-
quired to evaluate whether the actual level of security is
as designed, and whether it is effective at preventing the
relevant attacks. This involves various review, analysis,
and testing activities which take several forms, including
verification of correct functional behavior, proper imple-
mentation of security mechanisms, vulnerability analysis,
and penetration testing to confirm the effectiveness of
those mechanisms.

Due to the diverse nature of the automotive supply chain,
it is essential to perform this verification for individual
hardware and software components, complete embedded
systems and at vehicle level, to ensure that all elements
are properly integrated.

It is clear that there are still challenges on the horizon yet
to be fully addressed, but with a coordinated approach to
safety, security, and functionality, we will be able to better
map, manage, and mitigate the risks for connected and
autonomous vehicles.

REFERENCES
1. https://www.gov.uk/government/uploads/system/
uploads/attachment_data/file/401562/pathway-
driverless-carssummary.pdf

2. https://www.smmt.co.uk/wp-content/uploads/sites/2/
SMMTCAV-position-paper-final.pdf

3. http://www.jdpower.com/press-releases/2016-us-
vehicledependability-study-vds
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EMC EQUIPMENT MANUFACTURERS

Introduction

The following chart is a quick reference guide of test equipment and includes everything you'll need from the bare mini-
mum required for key evaluation testing, probing, and troubleshooting, to setting up a full in-house precompliance or full
compliance test lab for military and aerospace testing. The list includes amplifiers, antennas, current probes, ESD simula-
tors, LISNs, near field probes, RF signal generators, spectrum analyzers, EMI receivers, and TEM cells. Equipment rental
companies are also listed. The products listed can help you evaluate radiated and conducted emissions, radiated and
conducted immunity and a host of other immunity tests, such as the new ESD test for MIL-STD-461G.
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EMC Equipment Manufacturers

Type of Product/Service

ITEM

Spectrum Analyzers/EMI Receivers

Manufacturer Contact Information - URL ‘§ s & £ g :;:
E o 2 =2 8 3 = o
= —E % e 2 ~_§ f, _E E é’ §
=T < O O [T — a. o= o= o= u» —_
A.H. Systems www.ahsystems.com X | X X X
Aaronia AG Www.aaronia.com X | X X X
ﬁ::;’(:‘l‘sed e e o X | x| x|x XX | x[x|x|x]|x X | X
ALTAIR www.altair.com X
Amplifier Research (AR) www.amplifiers.com X|X]|X X X | X X X
Anritsu www.anritsu.com X X X
Electro Rent www.elecirorent.com X X X | X XX [ X]|X X
EM Test www.emiest.com/home.php X X X
EMC Partner www.emc-partner.com X X
Empower RF Systems www.empowerrf.com X X
Elsther (!Jslo.m www.fischercc.com X X|X|X
ommunications
Gauss Instruments www.gauss-instruments.com/en/ X
Haefley-Hippotronics www.haefely-hipotronics.com X X
HV Technologies, Inc. www.hviechnologies.com X X X X X
Instrument Rental Labs www.{estequip.com X X X | X X[ X[ X]|X X
Instruments For .
Industry (IF) www.ifi.com X X X
ITG Elecironics www.itg-electronics.com X
Keysight Technologies https://www.keysight.com/us/en/home_html X|X]|X X|X|X
Microlease www.microlease.com/us/home X X X | X X | X[ X]|X X
Milmega www.milmega.co.uk X X X
Narda/PMM www.narda-sts.if/narda/default_en.asp X|X|X X X | X X
Noiseken www.noiseken.com X X X
Ophir RF www.ophirrf.com X X
Pearson Electronics www.pearsonelectronics.com X
PPM Test www.ppmtest.com X X | X X | X
R&B Laboratory www.rblaboratory.com X
Rigol Technologies www.rigolna.com X X | X X | X|X
Rohde & Schwarz www.rohde-schwarz.com/us/home_48230.html X[ X|X]|X X|X|X]|X X|X|X
Siglent Technologies www.siglentamerica.com X | X X|X|X
Signal Hound www.signalhound.com X | X X | X|X
Solar Electronics www.solar-eme.com X X X | X X
TekBox Technologies www.tekbox.net X X|X]|X X X
Tektronix www.tek.com X | X X | X
Teseq www.{eseq.com/en/index.php X X | X X X | X X
Test Equity www.testequity.com/leasing/ X X X | X X[ X[ X]|X X
Thermo Keytek www.thermofisher.com/us/en/home.html X X
Thurlby Thandar (AIM-TTi) | www.aimtti.us X X X
Toyotech (Toyo) www.foyotechus.com/emc-electromagnetic-compatihility/ X | X X X | X X
TPI www.rf-consultant.com X X
Transient Specialists www.iransientspecialists.com X X X
TRSRenTelCo www.irs-rentelco.com/SubCategory/EMC_Test_Equipment.aspx | X | X | X X X[ X[ X]|X X
Vectawave Technology www.vectawave.com X
Windfreak Technologies www.windfreaktech.com X X
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TABLE OF NEW EQUIPMENT
ALLOWED/REQUIRED IN MIL-STD-461G

Tony Keys
EMC Analytical Services

Ken Javor
EMC Compliance

The following table was compiled by Ken Javor, of EMC Compliance. The updated changes to MIL-STD-461G require
some new equipment. One of these changes allows the use of time domain EMI receivers, which will help speed up
the testing, due to their fast FFT-based signal acquisition. Following is a list of some specific changes and equipment
requirements:

CS101 (Conducted Susceptibility, Power Leads) - There is now a requirement to measure induced AC power line ripple.

This requires a new “power ripple detector”, which is a specially designed isolation transformer that matches the power
line to 50 ohms.

CS114 (Conducted Susceptibility, Bulk Cable Injection) - This injection probe test now requires the use of a current
probe calibration fixture to validate the test level during pre-calibration.

CS117 (Conducted Susceptibility, Lightning Induced Transients, Cables and Power Leads) - This is a new test added to
MIL-STD-461G and requires a lightning transient simulator.

CS118 (Conducted Susceptibility, Personnel Borne Electrostatic Discharge) - This is a new test added to MIL-STD-461G
and requires a standard electrostatic discharge simulator.

RS103 (Radiated Susceptibility, Electric Field) - This test requires an E-field antenna that can go down to 2 MHz.
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Requirement

Equipment Type

Table of New Equipment Required for Latest Updates to MIL-STD-461G

Vendor(s)

Websites

Amplifier Research

Gauss Instruments

hitp://www.arworld.us/himl/dsp-receiver-multistar.asp

hitp://www.gauss-instruments.com/en/products/tdemi

General Time Domain EMI Keysight http://www.keysight.com/en/pdx-x201870-pn-N9038A/mxe-emi-receiver-3-hz-to-44-
receivers’ ghz?cc=UG&lc=eng
Rohde & Schwarz | htips://www.rohde-schwarz.com/us/products/test-measurement/emcfield-strength-test-
solutions/emcfield-strength-fest-solutions_105344.html
Frequency domain ripple | Pearson Electronics | http://www.pearsonelecironics.com/news/179
monitoring transducer’
High-voltage differential | Rohde & Schwarz | https://www.rohde-schwarz.com/us/product/rizd01-producistartpage_63493-34629.himl
(101 s;;;’:s’)mo Mz, 1k Rohde & Schwarz | htips://www.rohde-schwarz.com/us/product/rto-productstartpage_63493-10790.himl or
Digital Oscilloscopes hitos: y - )
ps://www.rohde-schwarz.com/vn/product/rte-productstartpage_63493-54848.html
(200 MHz - 4 GHZ, 5/10 (with Option RTO-K17)
6Sa/s)
ETS/Lindgren http://www.ets-lindgren.com/EMC (fixture not listed on web site but should be part of
current probe/injection clamp line-up)
Fischer (!’5'0"“ hitp://www.fischercc.com/ViewProductGroup.aspx?productgroupid=141
Current probe calibration | Communications
(s14 h
Ixture
Pearson Electronics | htip://www.pearsonelectronics.com/news/180 (fixture holds both injection clamp and
current probe)
Solar Electronics | http://www.solar-emc.com/RFI-EMIhtml (scroll to bottom of page)
HV Technologies http://www.hviechnologies.com/TestsTrack/Lightning/tabid /408 /Default
117 IS';I(:;::;IS ighining fest Thermo Scientific | http://www.thermoscientific.com/en/produci/ecat-lightning-test-system-lts.html
Solar Electronics | http://www.solar-emc.com/2654-2.htm|
EMC Partner hitps://www.emc-partner.com/products/immunity/esd/esd-generator
EM Test http://www.emtest.com/products/productGroups/ESD_generators.php
Hoefely http:/ /www.haefely-hipotronics.com/product/product-category /electrostatic-discharge-fest-
systems-esd/
118 ESD gun Kikusui http://www.kikusui.co.jp/en/product/detail.php?ldFamily=0020
LISUN Group hitp://www.lisungroup.com/product-id-318.html
Noiseken http://www.noiseken.com/modules/products/index.php?cat_id=1
Thermo Scientific | http://www.thermoscientific.com/en/product/minizap-15-esd-simulator.html
TESEQ http://www.teseq.com/product-categories/esd-simulators.php
Amplifier Research | http://www.arworld.us/html/field-analyzers-field-monitoring.asp
1 - 18 GHz electric field
RS103 probe (most fest facilities | ETS/Lindgren http://www.ets-lindgren.com/EMCProbes
already have one)
NARDA http://www.narda-sts.us/products_highfreq_bband.php

* Specified as acceptable for use, but not required.
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http://www.arworld.us/html/dsp-receiver-multistar.asp
http://www.gauss-instruments.com/en/products/tdemi
http://www.keysight.com/en/pdx-x201870-pn-N9038A/mxe-emi-receiver-3-hz-to-44-ghz?cc=UG&lc=eng
http://www.keysight.com/en/pdx-x201870-pn-N9038A/mxe-emi-receiver-3-hz-to-44-ghz?cc=UG&lc=eng
https://www.rohde-schwarz.com/us/products/test-measurement/emc-field-strength-test-solutions/emc-field-strength-test-solutions_105344.html
https://www.rohde-schwarz.com/us/products/test-measurement/emc-field-strength-test-solutions/emc-field-strength-test-solutions_105344.html
http://www.pearsonelectronics.com/news/179
https://www.rohde-schwarz.com/us/product/rtzd01-productstartpage_63493-34629.html
https://www.rohde-schwarz.com/us/product/rto-productstartpage_63493-10790.html
https://www.rohde-schwarz.com/vn/product/rte-productstartpage_63493-54848.html
http://www.ets-lindgren.com/EMC
http://www.fischercc.com/ViewProductGroup.aspx?productgroupid=141
http://www.pearsonelectronics.com/news/180
http://www.solar-emc.com/RFI-EMI.html
http://www.hvtechnologies.com/TestsTrack/Lightning/tabid/408/Default
https://www.thermofisher.com/order/catalog/product/10135115
http://www.solar-emc.com/2654-2.html
https://www.emc-partner.com/products/immunity/esd/esd-generator
http://www.emtest.com/products/productGroups/ESD_generators.php
http://www.haefely-hipotronics.com/product/product-category/electrostatic-discharge-test-systems-esd/
http://www.haefely-hipotronics.com/product/product-category/electrostatic-discharge-test-systems-esd/
http://www.kikusui.co.jp/en/product/detail.php?IdFamily=0020
http://www.lisungroup.com/product-id-318.html
http://www.noiseken.com/modules/products/index.php?cat_id=1
http://www.thermoscientific.com/en/product/minizap-15-esd-simulator.html
http://www.teseq.com/product-categories/esd-simulators.php
http://www.arworld.us/html/field-analyzers-field-monitoring.asp
http://www.ets-lindgren.com/EMCProbes
http://www.narda-sts.us/products_highfreq_bband.php
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MILITARY RELATED DOCUMENTS

AND STANDARDS

The following references are not intended to be all inclusive, but rather a representation of available sources of additional

information and point of contacts.

MIL-HDBK-235-1C Military Operational Electromagnetic
Environment Profiles Part 1C General Guidance, 1 Oct
2010.

MIL-HDBK-237D Electromagnetic Environmental Effects
and Spectrum Certification Guidance for the Acquisition
Process, 20 May 2005.

MIL-HDBK-240A Hazards of Electromagnetic Radiation to
Ordnance (HERO) Test Guide, 10 Mar 2011.

MIL-HDBK-263B Electrostatic Discharge Control Hand-
book for Protection of Electrical and Electronic Parts, As-
semblies and Equipment (Excluding Electrically Initiated
Explosive Devices), 31 Jul 1994.

MIL-HDBK-274A Electrical Grounding for Aircraft Safety,
14 Nov 2011.

MIL-HDBK-335 Management and Design Guidance Elec-
tromagnetic Radiation Hardness for Air Launched Ord-
nance Systems, Notice 4, 08 Jul 2008.

MIL-HDBK-419A Grounding, Bonding, and Shielding for
Electronic Equipment and Facilities, 29 Dec 1987.

MIL-HDBK-454B General Guidelines for Electronic Equip-
ment, 15 Apr 2007.

MIL-HDBK-1004-6 Lightning Protection, 30 May 1988.

MIL-HDBK-1195, Radio Frequency Shielded Enclosures,
30 Sep 1988.

MIL-HDBK-1512 Electroexplosive Subsystems, Electri-
cally Initiated, Design Requirements and Test Methods, 30
Sep 1997.

MIL-HDBK-1857 Grounding, Bonding and Shielding De-
sign Practices, 27 Mar 1998.

MIL-STD-188-124B Grounding, Bonding, and Shielding for
Common Long Haul/Tactical Communications-Electronics
Facilities and Equipment, 18 Dec 2000.

MIL-STD-188-125-1 High-Altitude Electromagnetic Pulse
(HEMP) Protection for Ground-Based C41 Facilities Per-
forming Critical, Time-Urgent Missions Part 1 Fixed Facil-
ities, 17 Jul 1998.

MIL-STD-220C Test Method Standard Method of Insertion
Loss Measurement, 14 May 2009.

MIL-STD-331C Fuze and Fuze Components, Environmen-
tal and Performance Tests for, 22 Jun 2009.

MIL-STD-449D Radio Frequency Spectrum Characteris-
tics, Measurement of, 22 Feb 1973.

MIL-STD-461F Requirements for the Control of Electro-
magnetic Interference Characteristics of Subsystems and
Equipment, 10 Dec 2007.

MIL-STD-461G Requirements for the Control of Electro-
magnetic Interference Characteristics of Subsystems and
Equipment, 11 Dec 2015.

MIL-STD-464C Electromagnetic Environmental Effects
Requirements for Systems, 01 Dec 2010.

MIL-STD-704F Aircraft Electric Power Characteristics, 12
Mar 2004.

MIL-STD-1275E Characteristics of 28 Volt DC Input Power
to Utilization Equipment in Military Vehicles, 22 March 2013
(MIL-STD-1275F expected in 2021)
http://everyspec.com/MIL-STD/MIL-STD-1100-1299/MIL-
STD-1275E_45886/

MIL-STD-1310H Standard Practice for Shipboard Bond-
ing, Grounding, and Other Techniques for Electromagnetic
Compatibility Electromagnetic Pulse (EMP) Mitigation and
Safety, 17 Sep 2009.

MIL-STD-1377 Effectiveness of Cable, Connector, and
Weapon Enclosure Shielding and Filters in Precluding Haz-
ards of EM Radiation to Ordnance; Measurement of, 20
Aug 1971.

INTERFERENCE TECHNOLOGY

161



http://everyspec.com/MIL-HDBK/MIL-HDBK-0200-0299/MIL-HDBK-235-1C_23774/
http://everyspec.com/MIL-HDBK/MIL-HDBK-0200-0299/MIL-HDBK-235-1C_23774/
http://everyspec.com/MIL-HDBK/MIL-HDBK-0200-0299/MIL-HDBK-235-1C_23774/
http://everyspec.com/MIL-HDBK/MIL-HDBK-0200-0299/MIL-HDBK-237D_21777/
http://everyspec.com/MIL-HDBK/MIL-HDBK-0200-0299/MIL-HDBK-240A_32066/
http://everyspec.com/MIL-HDBK/MIL-HDBK-0200-0299/MIL_HDBK_263B_162/
http://everyspec.com/MIL-HDBK/MIL-HDBK-0200-0299/MIL-HDBK-274A_39159/
http://everyspec.com/MIL-HDBK/MIL-HDBK-0300-0499/MIL-HDBK-335_NOTICE-4_31373/
http://everyspec.com/MIL-HDBK/MIL-HDBK-0300-0499/MIL-HDBK-419A_VOL-1_23447/
http://everyspec.com/MIL-HDBK/MIL-HDBK-0300-0499/MIL-HDBK-454B_9167/
http://everyspec.com/MIL-HDBK/MIL-HDBK-1000-1299/MIL-HDBK-1004-6_7896/
http://everyspec.com/MIL-HDBK/MIL-HDBK-1000-1299/MIL_HDBK_1195_2112/
http://everyspec.com/MIL-HDBK/MIL-HDBK-1500-1799/MIL_HDBK_1512_1843/
http://everyspec.com/MIL-HDBK/MIL-HDBK-1800-1999/MIL-HDBK-1857_2459/
http://everyspec.com/MIL-STD/MIL-STD-0100-0299/MIL-STD-188_124b_NOTICE-4_51628/
http://everyspec.com/MIL-STD/MIL-STD-0100-0299/MIL-STD-188_125-1_NOTICE-1_24888/
http://everyspec.com/MIL-STD/MIL-STD-0100-0299/MIL-STD-220C_21984/
http://everyspec.com/MIL-STD/MIL-STD-0300-0499/MIL-STD-331C_CHANGE-1_22111/
http://everyspec.com/MIL-STD/MIL-STD-0300-0499/MIL-STD-449D_21852/
http://everyspec.com/MIL-STD/MIL-STD-0300-0499/MIL-STD-461F_19035/
http://everyspec.com/MIL-STD/MIL-STD-0300-0499/MIL-STD-461G_53571/
http://everyspec.com/MIL-STD/MIL-STD-0300-0499/MIL-STD-464C_28312/
http://everyspec.com/MIL-STD/MIL-STD-0700-0799/MIL-STD-704F_1083/
http://everyspec.com/MIL-STD/MIL-STD-1100-1299/MIL-STD-1275E_45886/ 
http://everyspec.com/MIL-STD/MIL-STD-1100-1299/MIL-STD-1275E_45886/ 
http://everyspec.com/MIL-STD/MIL-STD-1300-1399/MIL-STD-1310H_20136/
http://everyspec.com/MIL-STD/MIL-STD-1300-1399/MIL_STD_1377_458/
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MIL-STD-1399 Section 300 Part 2 Medium Voltage Electric
Power, Alternating Current 25 September 2018
http://everyspec.com/MIL-STD/MIL-STD-1300-1399/

MIL-STD-1542B Electromagnetic =~ Compatibility and
Grounding Requirements for Space System Facilities,
15 Nov 1991. MIL-STD-1605 Procedures for Conducting
a Shipboard Electromagnetic Interference (EMI) Survey
(Surface Ships), 08 Oct 2009.

MIL-STD-1686C Electrostatic Discharge Control Program
for Protection of Electrical and Electronic Parts, Assem-
blies, and Equipment (Excluding Electrically Initiated Ex-
plosive Devices). 25 Oct 1995.

ADS-37A-PRF Electromagnetic Environmental Effects (E3)
Performance and Verification Requirements, 28 May 1996.
DOD-STD-1399 Section 070 Part 1 D.C. Magnetic Field
Environment, Notice 1, 30 Nov 1989.

DoDI 3222.03 DoD Electromagnetic Environmental Effects
(E3) Program, 24 Aug 2014.

DoDD 4650.01 Policy and Procedures for Management
and Use of the Electromagnetic Spectrum, 09 Jan 2009.

DoDI 6055.11 Protecting Personnel from Electromagnetic
Fields, 19 Aug 2009.

AEROSPACE STANDARDS

AIAA Standards
http://www.aiaa.org/default.aspx

S$-121-2009, Electromagnetic Compatibility Requirements
for Space Equipment and Systems

RTCA Standards
https://www.rtca.org/

DO-160G, Environmental Conditions and Test Procedures
for Airborne Equipment

DO-160G Change 1, Environmental Conditions and Test
Procedures for Airborne Equipment

D0O-233, Portable Electronic Devices Carried on Board Air-
craft

DO-235B, Assessment of Radio Frequency Interference
Relevant to the GNSS L1 Frequency Band

DO-292, Assessment of Radio Frequency Interference Rel-
evant to the GNSS L5/E5A Frequency Band

DO-294C, Guidance on Allowing Transmitting Portable
Electronic Devices (T-PEDs) on Aircraft

DO-307, Aircraft Design and Certification for Portable Elec-
tronic Device (PED) Tolerance

DO-307A, Aircraft Design and Certification for Portable
Electronic Device (PED) Tolerance

DO-357, User Guide: Supplement to DO-160G

D0O-363, Guidance for the Development of Portable Electronic
Devices (PED) Tolerance for Civil Aircraft

DO-364, Minimum Aviation System Performance Standards
(MASPS) for Aeronautical Information/Meteorological Data
Link Services

DO-363, Guidance for the Development of Portable Electronic
Devices (PED) Tolerance for Civil Aircraft

DO-307A, Aircraft Design and Certification for Portable
Electronic Device (PED) Tolerance

SAE Standards
http://www.sae.org/

ARP 5583 — Guide to Certification of Aircraft in a High In-
tensity Radiation (HIRF) Environment http://standards.sae.
org/arp5583/
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http://everyspec.com/MIL-STD/MIL-STD-1600-1699/MIL-STD-1686C_5522/
http://everyspec.com/ARMY/ADS-Aero-Design-Std/ADS-37A-PRF_2455/
http://everyspec.com/DoD/DoD-STD/DOD-STD-1399_070-1_NOTICE-1_25599/
https://www.esd.whs.mil/dd/
https://www.esd.whs.mil/dd/
https://www.esd.whs.mil/dd/
http://www.aiaa.org/default.aspx
https://www.rtca.org/
http://www.sae.org/
http://standards.sae.org/arp5583/
http://standards.sae.org/arp5583/
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SUMMARY OF MILITARY AND
AEROSPACE EMC TESTS

Ghery Pettit
Pettit EMC Consulting
Ghery@PettitEMCConsulting.com

Introduction

Military and aerospace EMC tests cover a wide range of products. While the standards, including limits and test
methods may differ, all EMC test standards have a few things in common. The most basic are the limits for emissions
and the types and levels of susceptibility testing.

Emissions tests (and their associated limits) are put in place for military and aerospace equipment primarily to protect
other systems from interference. These other systems may or may not include radio equipment. Examples abound
showing the effect of inadequate EMC design.
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SUMMARY OF MILITARY AND
AEROSPACE EMC TESTS

While many military and aerospace EMC issues may be
addressed by operational changes, testing is still required
to find weaknesses.

Military and aerospace EMC testing is performed at the
system and subsystem levels. MIL-STD-464C provides re-
quirements at the system or platform level. The latest ver-
sion, MIL-STD-461G, provides requirements at the equip-
ment or subsystem level. Reference 1 provides details on
both of the standards, but this article will highlight some key
tests, particularly as they relate to MIL-STD-461G.

N T

CE101 Conducted Emissions, Audio Frequency Currents, Power Leads
CEI02. Conducted Emissions, Radio Frequency
Potentials, Power Leads
(E106 Conducted Emissions, Antenna Port
(s101 Conducted Susceptibility, Power Leads
(5103 Conducted Susceptibility,.Amennu Port,
Intermodulation
Conducted Susceptibility, Antenna Port, Rejection of Undesired
(5104 .
Signals
(5105 Conducted Susceptibility, Antenna Port, Cross-Modulation
(5109 Conducted Susceptibility, Structure Current
(s114 Conducted Susceptibility, Bulk Cable Injection
(SN5 | Conducted Susceptibility, Bulk Cable Injection, Impulse Excitation
Conducted Susceptibility, Damped Sinusoidal Transients, Cables
(5116
and Power Leads
Conducted Susceptibility, Lightning Induced Transients, Cables
osnz
and Power Leads
(S118 | Conducted Susceptibility, Personnel Borne Electrostatic Discharge
RE101 Radiated Emissions, Magnetic Field
RE102 Radiated Emissions, Electric Field
RE103 Radiated Emissions, Antenna Spurious and Harmonic Outputs
RS101 Radiated Susceptibility, Magnetic Field
RS103 Radiated Susceptibility, Electric Field
Radiated Suscepfibility, Transient
Sl Electromagnetic Field

Table 1: MIL-STD-4616 Emission and suscepfibility requirements

2021

MIL-STD-461G divides test requirements into 4 basic types.
Conducted Emissions (CE), Conducted Susceptibility (CS),
Radiated Emissions (RE) and Radiated Susceptibility (RS).
There are a number of tests in each category and the fol-
lowing table, taken from MIL-STD-461G Table IV, shows
these test methods.

A brief description of each these tests will be provided be-
low. These are summarized from a more detailed introduc-
tion to MIL-STD-461G, which is found in the References 1,
2, and 3. Keep in mind that a complete copy of MIL-STD-
461G is 280 pages, so any information here is brief and
the standard must be read and understood. A copy of MIL-
STD-461G may be obtained free. See Reference 4.

CE101 Conducted Emissions, Audio Frequency Currents,
Power Leads. CE101 is applicable from 30 Hz to 10 kHz for
leads that obtain power from sources that are not part of the
EUT. There is no requirement on output leads from power
sources. Emission levels are determined by measuring the
current present on each power lead. There is different in-
tent behind this test based on the usage of equipment and
the military service involved. The specific limits are based
on application, input voltage, frequency, power and current.

CE102 Conducted Emissions, Radio Frequency Potentials,
Power Leads. CE102 is applicable from 10 kHz to 10 MHz
for leads that obtain power from sources that are not part
of the EUT. There is no requirement on output leads from
power sources. The lower frequency portion is to ensure
EUT does not corrupt the power quality (allowable voltage
distortion) on platform power buses. Voltage distortion is
the basis for power quality so CE102 limit is in terms of
voltage. The emission levels are determined by measur-
ing voltage present at the output port of the LISN. Unlike
CE101, CE102 limits are based on voltage. The basic limit
is relaxed for increasing source voltages, but independent
of current. Failure to meet the CE102 limits can often be
traced to switching regulators and their harmonics.

CE106 Conducted Emissions, Antenna Port. CE106 is ap-
plicable from as low as 10 kHz to as high as 40 GHz (de-
pending on the operating frequency) for antenna terminals
of transmitters, receivers, and amplifiers and is designed
to protect receivers on and off the platform from being de-
graded by antenna radiation from the EUT. CE106 is not
applicable for permanently mounted antennas.

CS101 Conducted Susceptibility, Power Leads. CS101 is
applicable from 30 Hz to 150 kHz for equipment and sub-
system AC and DC power input leads. For DC powered
equipment, CS101 is required over the entire 30 Hz to 150
kHz range. For AC powered equipment, CS101 is only re-
quired from the second harmonic of the equipment pow-
er frequency (120 Hz for 60 Hz equipment) to 150 kHz. In
general, CS101 is not required for AC powered equipment
when the current draw is greater than 30 amps per phase.
The exception is when the equipment operates at 150 kHz
or less and has an operating sensitivity of 1 yV or better.
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The intent is to ensure that performance is not degraded
from ripple voltages on power source waveforms.

CS103, CS104 and CS105 Conducted Susceptibility, An-
tenna Port, Intermodulation, Rejection of Undesired Signals
and Cross-Modulation. This series of receiver front-end
tests include test methods for Intermodulation (CS103),
Rejection of Undesired Signals (CS104) and Cross Modu-
lation (CS105). They were designed for traditional tunable
super-heterodyne type radio receivers. Due to the wide
diversity of radio frequency subsystem designs being de-
veloped, the applicability of this type of requirement and
appropriate limits need to be determined for each procure-
ment. Also, requirements need to be specified that are
consistent with the signal processing characteristics of the
subsystem and the particular test procedures to be used to
verify the requirement.

CS109 Conducted Susceptibility, Structure Current. CS109
is a highly specialized test applicable from 60 Hz to 100
kHz for very sensitive Navy shipboard equipment (1 pV
or better) such as tuned receivers operating over the fre-
quency range of the test. Handheld equipment is exempt
from CS109. The intent is to ensure that equipment does
not respond to magnetic fields caused by currents flowing
in platform structure. The limit is derived from operational
problems due to current conducted on equipment cabinets
and laboratory measurements of response characteristics
of selected receivers.

CS114 Conducted Susceptibility, Bulk Cable Injection.
CS114 is applicable from 10 kHz to 200 MHz for all electri-
cal cables interfacing with the EUT enclosures.

CS115 Conducted Susceptibility, Bulk Cable Injection, Im-
pulse Excitation. CS115 is applicable to all electrical cables
interfacing with EUT enclosures. The primary concern is to
protect equipment from fast rise and fall time transients that
may be present due to platform switching operations and
external transient environments such as lightning and elec-
tromagnetic pulse.

CS116 Conducted Susceptibility, Damped Sinusoidal Tran-
sients, Cables and Power Leads. CS116 is applicable to
electrical cables interfacing with each EUT enclosure and
also on each power lead. The concept is to simulate elec-
trical current and voltage waveforms occurring in platforms
from excitation of natural resonances with a control damped
sine waveform.

CS117 Conducted Susceptibility, Lightning Induced Tran-
sients, Cables and Power Leads. CS117 is one of two new
test methods added to MIL-STD-461G. CS117 is applicable
to safety-critical equipment interfacing cables and also on
each power lead. Applicability for surface ship equipment is
limited to equipment located above deck or which includes
interconnecting cables, which are routed above deck. The
concept is to address the equipment-level indirect effects of
lightning as outlined in MIL-STD-464 and it is not intended

ITEM

to address direct effects or nearby lightning strikes.

CS118 Conducted Susceptibility, Personnel Borne Elec-
trostatic Discharge. CS118 is applicable to electrical, elec-
tronic, and electromechanical subsystems and equipment
that have a man-machine interface. It should be noted that
CS118 is not applicable to ordnance items. The concept is
to simulate ESD caused by human contact and test points
are chosen based on most likely human contact locations.
Multiple test locations are based on points and surfaces
which are easily accessible to operators during normal
operations. Typical test points would be keyboard areas,
switches, knobs, indicators, and connector shells as well as
on each surface of the EUT.

RE101 Radiated Emissions, Magnetic Field. RE101 is
applicable from 30 Hz to 100 kHz and is used to identify
radiated emissions from equipment and subsystem enclo-
sures, including electrical cable interfaces. RE101 is a spe-
cialized requirement, intended to control magnetic fields for
applications where equipment is present in the installation,
which is potentially sensitive to magnetic induction at lower
frequencies.

RE102 Radiated Emissions, Electric Field. RE102 is ap-
plicable from 10 kHz to 18 GHz and is used to identify ra-
diated emissions from the EUT and associated cables. It
is intended to protect sensitive receivers from interference
coupled through the antennas associated with the receiver.

RE103 Radiated Emissions, Antenna Spurious and Har-
monic Outputs. RE103 may be used as an alternative for
CE106 when testing transmitters with their intended anten-
nas. CE106 should be used whenever possible. However,
for systems using active antenna or when the antenna is not
removable or the transmit power is too high, RE103 should
be invoked. RE103 is applicable and essentially identical to
CE106 for transmitters in the transmit mode in terms of fre-
quency ranges and amplitude limits. The frequency range
of test is based on the EUT operating frequency.

RS101 Radiated Susceptibility, Magnetic Field RS101 is a
specialized test applicable from 30 Hz to 100 kHz for Army
and Navy ground equipment having a minesweeping or
mine detection capability, for Navy ships and submarines,
that have an operating frequency of 100 kHz or less and an
operating sensitivity of 1 pV or better (such as 0.5 pV), for
Navy aircraft equipment installed on ASW capable aircraft,
and external equipment on aircraft that are capable of be-
ing launched by electromagnetic launch systems. The re-
quirement is not applicable for electromagnetic coupling via
antennas. RS101 is intended to ensure that performance of
equipment susceptible to low frequency magnetic fields is
not degraded.

RS103 Radiated Susceptibility, Electric Field. RS103 is ap-
plicable from 2 MHz to 18 GHz in general, but the upper
frequency can be as high as 40 GHz if specified by the pro-
curing agency. It is applicable to both the EUT enclosures
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and EUT associated cabling. The primary concern is to en-
sure that equipment will operate without degradation in the
presence of electromagnetic fields generated by antenna
transmissions both onboard and external to the platform.
The limits are platform dependent and are based on levels
expected to be encountered during the service life of the
equipment. It should be noted that RS103 may not neces-
sarily be the worst case environment to which the equip-
ment may be exposed.

RS105 Radiated Susceptibility, Transient Electromagnetic
Field. RS105 is intended to demonstrate the ability of the
EUT to withstand the fast rise time, free-field transient envi-
ronment of EMP. RS105 applies for equipment enclosures
which are directly exposed to the incident field outside of
the platform structure or for equipment inside poorly shield-
ed or unshielded platforms and the electrical interface ca-
bling should be protected in shielded conduit.

Not all tests are required for each type of device or intended
use environment. MIL-STD-461G provides a matrix in Table
V showing how these tests are used based on the intended
use of the device.

o Type of Produci/Service

Subsystems Installed

In, On, or Launched

From the Following
Platforms or
Installations

—_——| — —=| — — —| — —_— —_—| —_—| —_— —_— —] — —

Surface Ships

— | — | RS105

Submarines
Aircraft, Army,
Including Flight
Line

Aircraft, Navy
Aircraft, Air Force
Space Systems,
Including Launch
Vehicles

Ground Army

o e N

e HEC=1

Ground Navy

1] ] |-

Ground, Air Force

Legend:

A: Applicable (in green)

L: Limited as specified in the individual sections of this standard. (in yellow)
S: Procuring activity must specify in procurement documentation. (in red)

Table 2: MIL-STD-461G Requirement matrix

Again, the reader is referred to References 1 through 3
for more details, or to MIL-STD-461G for the details of the
standard (Reference 4). This guide also provides a list of
standards that apply to various military equipment.

A popular and common aerospace EMC requirement re-
quired by the FAA for commercial aircraft is RTCA/DO-160,
Environmental Conditions and Test Procedures for Air-
borne Equipment. The latest version is RTCA/DO-160 G,

2021

published on December 8, 2010, with Change 1 published
on December 16, 2015. DO-160 covers far more than just
EMC issues, but the EMC subjects covered include input
power conducted emissions and susceptibility, transients,
drop-outs and hold-up; voltage spikes to determine wheth-
er equipment can withstand the effects of voltage spikes
arriving at the equipment on its power leads, either AC or
DC; audio frequency conducted susceptibility to determine
whether the equipment will accept frequency components
of a magnitude normally expected when the equipment is
installed in the A/C; induced signal susceptibility to deter-
mine whether the equipment interconnect circuit configura-
tion will accept a level of induced voltages caused by the
installation environment; RF emissions and susceptibility;
lightning susceptibility; and electrostatic discharge suscep-
tibility.

This document can be purchased from RTCA on their web-
site (Reference 5). A manufacturer producing products sub-
ject to the requirements in RTCA/DO-160 should obtain a
copy and ensure they have a complete understanding of
the content of the document and that any laboratory testing
to it is properly accredited.

Examples of differences in test equipment between com-
mercial and military standards.

There are differences in test equipment used compared
with commercial EMC tests. Some examples are provided
below.

Where 50 yH LISNs are universally required for commer-
cial EMC tests, there are specific cases for CE01 and CE02
tests where a 5 pH LISN is called out. Limits for CE101
tests are provided in dBuA. LISNs are only used for line
impedance stabilization. The measurements are taken with
current probes. Limits for CE102, on the other hand, are
given in dBuyV and measurements are taken in much the
same way as for commercial standards with the receiver
connected to the RF output port of one of the LISNs and the
other RF output port(s) terminated in 50 Ohms. It should
be noted that MIL-STD-461G calls out a 20 dB pad on the
output of the LISN to protect the receiver from transients.
This is not a requirement in the commercial standards, but
is worth considering when setting up a laboratory for com-
mercial testing, as well.

Military EMC standards, such as MIL-STD-461G will require
the use of different antennas for radiated emissions testing.
Commercial equipment standards, such as CISPR 32 and
ANSI C63.4, require the use of linearly polarized antennas
and do not contain requirements for magnetic field testing.

MIL-STD-461G, RE101, requires the use of a 13.3 cm loop
sensor, not required in the commercial standards. A receiv-
er capable of tuning from 30 Hz to 100 kHz is needed.

MIL-STD-461G, RE102, requires testing of radiated emis-
sions to as low as 10 kHz. From 10 kHz to 30 MHz a 104
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cm (41 inch) rod antenna is used. This frequency range
is not covered in CISPR 32 or the FCC Rules for radiated
emissions. Thus, the antenna and receiver requirements
are different. From 30 MHz to 200 MHz a biconical antenna
is used, also commonly used in commercial testing. From
200 MHz to 1 GHz a double ridge horn antenna is called
out in 461G. This is different than the tuned dipole or log
periodic dipole array antennas used for commercial testing.

The test procedures are also different for radiated emis-
sions testing, requiring different laboratory set-ups and test
facility types. No turntable is needed for MIL-STD-461G,
nor is an antenna mast capable of moving the antenna over
a range of heights.

MIL-STD-461G, RS103, can require significantly higher
field intensities for radiated susceptibility testing. Where
CISPR 35 requires 3 V/m from 80 MHz to 1 GHz and at
a few discrete frequencies up to 5 GHz (with the option of
testing a few discrete frequencies at up to 30 V/m), MIL-
STD-461G requires testing from 20 V/m to as high as 200
V/m over the range of 2 MHz to 40 GHz for certain equip-
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ment. Additional test equipment (signal generators, ampli-
fiers, antennas, etc.) is required over that needed for com-
mercial testing.

Each test in MIL-STD-461G requires its own unique test
equipment. Some may be useable for commercial testing,
others may not. If testing to MIL-STD-461G, ensure that the
equipment is proper for the tests being performed. A detailed
understanding of the requirements in MIL-STD-461G is re-
quired to ensure that the proper equipment is being used and
the laboratory is following the appropriate processes.
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INTRODUCTION

Lightning may produce a spectacular display when viewed,
but the associated electromagnetic effects (EME) has the
potential (pun intended) to severely damage electrical and
electronic circuits. MIL-STD-461G added a new test method
to evaluate device tolerance for induced current on equip-
ment cables or insulation breakdown from the effects of in-
direct lightning. Although new to MIL-STD-461, the induced
lightning tests have a background in civil aviation with similar
test methods documented in RTCA/DO-160.

Most equipment has been evaluated for effects from indi-
rect lightning events using CS115 and CS116 test methods
for several years and these test methods remain present
in revision “G” for qualifying equipment. The CS117 test
method addition primarily targets aircraft flight or safety crit-
ical equipment and some other critical applications calling
for this evaluation.

Notethatthe CS117testmethoddoesnotprovidetestcoverage
for MIL-STD-464 lightning direct effects or nearby lightning
requirements.

PLANNING FOR TEST

Is testing applicable to my device?

MIL-STD-461G, Table V lists CS117 as having Limited (L)
applicability or Specified (S) in procurement contract doc-
uments. The Limited applicability defers to as specified in
individual section of the standard. The individual section
(5.15) lists applicability as safety-critical equipment and ap-
plies testing to the interconnecting cables including power
cables and individual high side power leads. Additionally,
non-safety critical equipment that are part of or connected
to safety-critical are considered as applicable for this test
method. Normally a procurement contract will specify test
applicability but consider the design implications if develop-
ing a product that potentially fits into the critical category.

What waveforms and test levels apply?

Waveforms associated with CS117 are classified as double
exponential or damped sine wave where the waveform gen-
erator provides control of the rise and decay times of various
waveforms. Figure 1 provides a generic waveform shape.
The double exponential waveform on the left has an ampli-
tude in current (1) terms or in voltage (V) terms. T, denote the
rise time and T, denotes the decay time to 50% of the peak.
The rise and decay times vary depending on the waveform
selected for test with the detailed waveform parameters pro-
vided in the standard. The waveform parameters are verified
by applying the transient to a calibration loop configured as
a short circuit for current (I) waveforms and configured as an
open circuit for voltage (V) waveforms.

The damped sine or cosine waveform on the right ampli-
tude is in voltage terms and has a frequency of 1 MHz or
10 MHz with both frequencies used for testing. The damp-
ening factor is not specified but based on the waveform
drawing, the 50% (£25%) decay is reached by the 5" cycle.

ITEM

25% to 75%

Largest
of Largest Peak

Peak
50%

1
. /\ /\\/\\/\an

Figure 1: Double Exponential (top) and Damped Sine (bottom) Waveforms

What is a calibration loop?

A low impedance wire loop. Note that impedance is the
basis so low self-inductance and low resistance must be
considered. High current levels are associated so the wire
should be large enough to prevent potential I?R heating is-
sues. The loop passes through the injection transformer in
a single turn with enough length to support injection trans-
former and monitor probe placement.

What is implied by test level versus limit level?

The test level is the target amplitude for the specific wave-
form. The waveform calibration verifies that the test level
can be produced into the short circuit calibration loop for
double-exponential current waveforms or open calibration
loop for damped sine voltage waveforms. During test the
characteristic cable impedance is not known, so adjusting
the amplitude to achieve the test level we may encounter
an inability to attain the specified current or voltage. In
this case the limit level is used to prevent over-stressing
the circuit. We must realize that cable placement can af-
fect the impedance so maintain the test configuration to
help with standardization.

Table VII in MIL-STD-461G lists the applicable waveforms
and test/limit levels for multiple stroke and multiple burst
testing. Single stroke tests are not separately specified but
combined into the multiple stroke tests by elevating the first
stroke test/limit levels.

The table also sets the test/limit levels for internal and external
installation applications. Table VIl provides the generic test/
limit levels, however if platform data is available the test/limit
level should be tailored to use platform specific information.
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What are low count wire bundles?

Table VIl includes a separate test/limit level for individual
power leads or low count wire bundles. The lesser of the
individual lead test/limit current multiplied by the number of
wires or the specified test/limit level is used. Depending
on the waveform and test level, a bundle with as many as
10-wires could be considered as a low count cable. For
example, in Table VIl 15t row (see Figure 2), the internal first
stroke individual | is 60 Aand bundle I is 600 A so a 9-wire
bundle would use an |, of 540 A. If this test level was set,
then subsequent strokes would apply 270 A, exceeding the
test level prescribed. This issue should be addressed in the
test procedure to avoid confusion about the test execution
and acceptance of the product.

The standard treats a wire bundle as all wires associated
with an interface connector. | somewhat disagree with this
standardization when dealing with cable injection testing in-
cluding the CS117 test method. We need to understand the
installation cable layout to determine test levels. Consider
that a single interface may have wiring that routes two dif-
ferent directions upon exiting the device — e.g., some wires
route to the cockpit control head and other wires route to
sensors in the aircraft tail. Coupling exposure is not equal
so a common mode current could become differential at the
device creating an interference that is not apparent if com-
mon mode. A test procedure should address this potential
risk and establish appropriate testing.

What about waveform 6 applicability?

MIL-STD-461G, Table VII under the multiple burst heading
a discussion regarding waveform 6 with some ambiguity.
“Equipment installations that utilize short, low impedance ca-
ble bundle installations.” “Short” and “low” lack definition so
the test procedure needs to document applicability with the
criteria used to determine applicability. Some would consid-
er less that 1-meter as short and others may consider less
than 20-meters as short — this decision needs to be agreed
upon prior to testing instead of obtaining a report rejection.

WAVEFORM CALIBRATION
Waveform calibration is an integral part of the CS117 test
method as with most test methods in MIL-STD-461G under
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the signal integrity check mantra. The calibration process
confirms the ability for the test level to be attained with the
test waveform parameters using the calibration loop con-
figured as shorted loop or open loop as applicable for the
test level waveform. Referring to Figure 2, you can see
that waveform 1 is associated with the test current (not the
voltage limit waveform 2) so the shorted loop configuration
would be appropriate for the calibration.

Establish the calibration configuration (see Figure 3) with a
shorted calibration loop for calibration of the current wave-
form. Adjust the transient generator settings to the | level
applicable to the cable to be tested and record the settings
and waveform. Verify that the waveform parameters comply
with the timing parameters established for that waveform.

It is not necessary for the transient generator to produce
the associated V| limit waveform, however if the transient
generator can produce the V level in the shorted loop con-
figuration the settings and waveforms should be recorded.
Accomplish the calibration process for each applicable
waveform recording the settings and waveform parameters.
For multiple stroke and multiple burst tests, verify the pulse
patterns and timing.

Reverse the transient generator polarity and repeat the cal-
ibration process.

Q9

i

Figure 3: Calibration Configuration

Applicability Test Description

Internal
Equipment Levels **

External
Equipment Levels **

Waveform 2 (WF2)/

All equipment installation Waveform 1 (WF1)

First Stroke

First Stroke

Vi =300V (WF2) V=750V (WF2)
IT=600 A (WF1) IT=1500 A (WF1)
IT-60 A¥ IT- 150 A*
Subsequent Strokes Subsequent Strokes
VL =150V (WF2) VL =375V (WF2)
IT=150 A (WF1) IT=375A (WF1)
IT=30A* IT=75A*%

Figure 2: MIL-STD-461G, Table VIl Extract
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EUT TESTING

Now that the waveform calibration has been successfully
completed, the test configuration can be established and
testing can proceed. Figure 4 shows the basic test config-
uration for signal or control lines. For power line tests, the
injection transformer would be installed between the LISNs
and the EUT and recall that MIL-STD-461 specifies that the
power cable be unshielded and have a length of 2.5-meters
for testing.

Once configured, establish EUT operation and allow the
EUT to stabilize. Start applying transients with the tran-
sient generator adjusted to zero then increase the transient
generator amplitude settings or injection transformer con-
figuration until the test level or the limit level is attained.
Note that if injection transformer configuration is changed
a re-calibration is required. As the amplitude is increased
monitor the EUT performance for susceptibility indications.

« If susceptibility is NOT observed the EUT is considered
compliant.

* If susceptibility outside the performance requirements is
observed the EUT is considered non-compliant.

« Ifthe limitlevel is attained before the test level is reached
an evaluation is used to determine acceptability using the
following criteria:

1. If the transient generator produced a compliant lim-
it level waveform during calibration, the test is ac-
ceptable.

2. Ifthe specified limit level waveform is attained during
testandthewaveshapemeetstheparameters,thetest
is acceptable.

3. If one of the above criteria is not met, a retest is
required using a transient generator that can meet
the limit level waveform requirements.

Multiple stroke testing applies at least ten multiple strokes
while monitoring EUT performance. The time between mul-
tiple stroke applications shall not exceed 5-minutes.

Multiple bursttestingappliesamultiple burstevery 3-seconds
foratleast5-minuteswhile monitoringthe EUTforsusceptibility
indications.

Remember that the testing is repeated with the transient
generator polarity reversed.

Source —
_L Via

I* 2)) 20

Return Plane

D)) D)) | l

_\_ —> Load

Figure 4: Test Configuration

Note that the standard provides significant guidance on
measuring the applied waveforms dealing with RF noise on

ITEM

the waveform. Since the standard is thorough on this topic,
| am not going to repeat that information in this article. The
guidance is in the MIL-STD-461G appendix.

Remember that cable placement during test may influence
the waveform and provide alternate current paths from par-
asitic reactance — note the physical parameters and con-
form to the standard layout — good photos of the configu-
ration provides the ability to repeat the test with minimum
variance.

SUMMARY

As we have discussed, planning for this test is essential
and that planning includes understanding the installation
and platform construction. Understanding the application
and test requirements is needed to support inclusion of
control measures to prevent susceptibility.

Pay close attention in selecting acceptance criteria for de-
vice performance. Failing to allow minor perturbations that
do not impair the critical performance can affect the product
design and associated costs.

Don’t forget that the CS117 testing involves some relatively
high current and voltage levels. Maintain a safe test envi-
ronment to prevent shocking events that can result in injury.
Use appropriate personal protective equipment in case the
EUT should experience rapid disassembly from high level
transients.

The overall test program for CS117 requires many mea-
surement system details so pay attention to the testing,
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