
CONNECTOR TYPES AND CABLE SHIELDING 
TECHNIQUES 

Electromagnetic radiation and interference must be understood before specifications can be applied. 

Darrell Fernald, Cable Systems, Inc. , Everett, MA 

In order for an engineer to apply 
proper specifications for electromag- 
netic radiation and interference, 
those specifications must be under- 
stood fully in terms of how they are 
to be measured and how they might 
affect the design and cost of other 
system components. The numerous 
specifications that exist and their dif- 

fering requirements are constantly 
being applied and misapplied by en- 

gineers today. For example the sys- 
tem designed to meet the require- 
ments of FCC Part 15, Subpart J of 
the Rules and Regulations is vastly 
different from the system designed 
to meet the rigors of TEMPEST in 
both the physical look of the system 
and the final manufactured cost of 
such a system. The requirements of 
MIL-STD-461B span a significant 
range between these two specifica- 
tions, encompassing both emissions 
coming into a svstem and those ema- 
nating from a system. 

Designing a system (for the pur- 
pose of this paper a system is defined 
as including the interconnects) to 
meet the requirements of the FCC 
computing device regulation in- 

volves meeting the requirements of a 
35 dB world within a frequency 
range of 30 MHz to 1 GHz. In order 
to meet the requirements of this 
specification, most connectors in- 

cluding D-subminiature types are 
suitable. Typically, cable to meet this 
specification is shielded only with an 
aluminum mylar tape wrap and a 
braid shield of 65 percent or greater. 

However, designing a system to 
meet the rigors of TEMPEST or any 
other svstem that has a requirement 
for shielding in excess of 60 dB re- 
quires much more care in the selec- 
tion of connectors and cables. In 

these applications, D-subminiature 
connectors and others are not suit- 

able for the shielding application. 
These connector types do not fit 
their mating connectors securely 
enough to prevent radiation from es- 

caping at the interface. In fact, the D- 

subminiature connector can act as a 
slot antenna when it is viewed as a 
mated pair. Due to plating and fit 

problems, many of the circular con- 
nectors also do not have a suitable 
interface to prevent escaping radia- 
tion at the plug and receptacle inter- 
face. The cable portion of the assem- 
bly must also undergo a dramatic 
change from that which is suitable 
for the FCC. This change includes 
the addition of a higher optical per- 
centage coverage braid in one or 
more layers, depending on the speci- 
fication to be met. 

Connectors designed to meet the 
requirements of the higher shielding 
specifications typically have RFI fin- 

gers installed internal to the connec- 
tor, which help to keep the radiation 
confined inside the shell of the con- 
nector. In these cases, alternatives to 
expensive circular connectors (in ex- 
cess of $100 each) are several types 
of filtered pin connectors (including 
D-subminiature). Another option is 
to design the output circuitry of the 

system so that the offending radia- 
tion does not reach the cable assem- 
bly for transmission to the outside 
world. Typically, this solution is used 
when the radiation from the cable 
assembly is out of specification in 

only one, or at most a few, isolated 
frequencies. In these cases it is possi- 
ble to filter out the offending fre- 

quencies. This alternative is usually a 
lower cost solution to the require- 
ments of a production system that 
involves the manufacture of many 
duplicate systems. In this way, the 
manufacturer will be able to take ad- 

vantage of quantity purchases of the 
required filter components. 

For the design engineer to per- 
form the useful function of designing 
and predicting the performance of 
cable assemblies used in a shielding 
specification, a selection of calibrat- 
ed components must be available 
and the proper combination must be 
selected. Figures 1 and 2 give the 
relative merits of various commonly 
used connector types and cable 
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Figure 1. Connector Shielding. 
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shielding techniques. If the engineer 
first determines the shielding to be 
met and the frequency range over 
which the requirement must be met, 
then connectors and cables may be 
selected. 

Figures 1 and 2 are intended as a 
guide to help the engineer in select- 
ing connector and cable systems to 
meet the specifications indicated in 

previous paragraphs. Their validity 
is dependant on the frequency of in- 

1 = Foil 2 = Foil + 56% Braid 3 = Foil + 90% Braid 

4 = Foil + 2 90% Braids 5 = 2 Foils + 2 90% Braids 

Figure 2. Cable Shielding. 

terest. These lines are intended to be 
used for frequencies over 100 mega- 
hertz and below 600 megahertz. Be- 
low 100 megahertz one should sub- 
tract approximately 5 dB per 50 
megahertz to 50 megahertz, then 5 
dB per 20 megahertz down to 10 
megahertz. Below 10 megahertz 
these'guides should be. applied with 
extreme care since the shielding ef- 

fectiveness at these frequencies now 
becomes more magnetic than elec- 
tric in nature and is affected differ- 
ently by the various shields. Above 
600 megahertz, one should subtract 
5 dB per 100 megahertz up to 1 
gigahertz, and over one gigahertz, 
the charts should be applied with 
extreme care, since holes in the 
shield can play an increasingly large 
part in the leakage. 

Since the intent of the charts is to 
provide the engineer with an accu- 
rate preliminary method for predict- 
ing the shielding effectiveness of a 
cable connector system, it should be. 
pointed out that there are several 
other factors that can affect the leak- 
age in a cable connector system. The 
first and foremost of these is the con- 
nection between the cable and the 
connector. It is not enough to make a 
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We've'introduced:a, . fullirange: MIL-C-26482 and MIL-C-83723. 
of filtered connectors in D- 
subrni'niature and military/aero-, Siiace, weight and cost saving 

space' circular s. They' re inter- . advantages. . 

mateable:andinterrnouritablewith Not only will you be able to 
. all: MIL-C-24308 rectangulars eliminate i'nterference at. the 
. . as well, as circulars designed to input/output of electronic 

. MIL'-C-:38999'. series. l and II, equipment; but you' ll realize the 

advantages of space, '. weight 
and cost'sayings as compared, 
to'using discrete EMI/RFI 'filters 
wired downstream of your 
connectors. 

U. S. manufacturing. 

Our U. S. . 'manufacturing head-:: 
ITEM 1988 



good mechanical and electrical con- 
nection, but rather a 360 degree bar- 
rier to radiation must be constructed 
in the cable to connector interface. 
This barrier is most often performed 
by the use of a backshell, which, if 

firmlv attached to the connector and 
to the cable by means of a 360 de- 

gree mechanical connection or a 360 
degree solder connection, can have a 
remarkable effect on the radiation of 
the system. The type of material and 
thickness ultimately determines its 
degree of effectiveness. For exam- 
ple, a copper foil used on a pre-mold 
is very effective for meeting the re- 
quirements of FCC Docket 20780 
but would not fare well in a require- 
ment that was in excess of 90 dB. In 
this case, the copper foil itself is the 
limitation, since the radiation is at- 

, tenuated by both the surface reflec- 
tion and the thickness of the materi- 
al. A 3 to 5 mil thick sheet of copper 
foil is very effective in the reflective 
mode; however, it is not thick 
enough to provide much in the way 
of absorption. 

Other areas that can have a dra- 
matic effect in the reduction of the 
effectiveness of a cable connector 
system in attenuating radiation are: 

~ Poor grounding of the connector 
shell on the mating panel connec- 
tor. Both panel connectors must 
be at the same RF ground poten- 
tial in order for the system to 
have its maximum effectiveness. 
If they are not, then the cable can 
act, in some cases, as a radiating 
antenna. 

A non-conductive surface treat- 
ment on the mating connectors, 
such as an olive drab paint which 
is used on some military type of 
connectors or a yellow chromate 
finish which is on some D-sub- 

minature connectors. Once 
again, if the ends of the cable 
cannot be grounded, then the ca- 
ble will radiate. 

Elimination of the jack-screws on 
D-subminature connectors will 

also increase the chance for . a 
poor connection and resulting ra- 
diation. Jack-screws themselves 
do not ensure a good RF connec- 
tion, but their elimination will in 
most cases be the cause for an 
ineffective ground since these 
tvpes of connectors do not fit 

tightly together and can leak. 

SUMMARY 
In conclusion, if one follows the 

above guidelines, a good usuable ca- 
ble to connector system can be ap- 
proximated. It is important that 
some testing of the basic design be 
done to assure the designer that 
some basic error has not been com- 
mitted and that a producable svstem 
exists. Once the system has been 
tested and the basic parameters 
have been verified, then the designer 
may rest assured that the system can 
be reproduced in quantity. a 
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