
- EMI SUSCEPTIBILITY GENERATORS 

What is an EMI Susceptibility Generator? It is a signal 
generator, a power amplifier, a broadband power source, a 
spark gap and coil, or any device with a power output of 
sufficient magnitude to determine the susceptibility or vul- 
nerability of an object under test. 

Susceptibility is a term used in the Interference Tech- 
nology to describe an equipment or systems' undesirable re- 
sponse to externally applied energy. This energy. can be ap- . 

plied to an antenna to establish a radiation environment, 
and is commonly called radiated susceptibility test. It is also 
applied to power and other lines through coupling capaci- 
tors or current probes, and is commonly referred to as 
conducted susceptibility test. 

Radiated Susceptibility 
Radiated susceptibility tests are usually performed to as- 

sure that the test specimen will operate in its intended 
radiated environment. The irradiation levels are either spe- 
cified by a standard, or determined through a study or 
prediction of the intended environment. For instance, if 
you know that your equipment has to operate near a micro- 
wave oven, a radio or TV antenna installation, or close to 
communications equipment, the equipments' response to 
these fields should be tested in the laboratory. A measure- 
ment or calculation can define the field intensity (volts per 
meter) or power density (watts per square meter), and fre- 
quency of the environment. Then, by obtaining the proper 
antennas and power sources, it can nearly be duplicated in 
the laboratory. 

Military and other specifications define the fields which 
must be generated and imposed on electronic equipment. 
. The earlier specifications merely defined the type of antenna 
to use as a function of frequency, specified the open circuit 
voltage into the antenna terminal, and the distance between 
the antenna and the test specimen. The frequency ranged 
from 150KHz to 106Hz. The Signal Corps was the only 
service to specify field intensity rather than antenna applied 
voltage. 

The most widely used modern-day Government specifi- 
cation, MIL-STD-461A, specifies the required frequencies, 
test distances, field intensities and test antennas. However, 
considerable flexibility is allowed by the statement, "An- 
tennas other than those specified can be used if described 
in the test plan and approved by the procuring activity. " 
For several years, the standard required a susceptibility field 
strength of 1 volt/meter from 14kHz throughlOGHz. How- 
ever, in its Notice 3 and 4 revision the levels were increased. 

. MIL-STD-461B uses a variety of high levels for RS03 by 
applying MIL-HDBK-235. 

Obviously, radiated levels of this order of magnitude 
cannot be generated using standard laboratory equipment. 
The military has found these levels to be realistic of in- 
tended environments. The consumer product manufacturer 
may also be surprised to learn the environments in which 
his products are operated. 

A major drawback of the EMI specifications, and a trap 
that many product manufacturers may fall into, is the un- 
challenged application of a single modulated CW frequency. 
Often, there are two or more radiators generating the severe 
intended environment, and the combined effects on prod- 
ucts or systems can be considerably different from that of a 
single CW signal. An undesirable response to a single CW 
signal can be referred to as a spurious response, but multi- 
ple signals produce intermodulation and cross-modulation 
products which can result in an undesirable response of the 
equipment under test. Also, a CW signal cannot realistically 
simulate'the radiated environment of a fluorescent light, 
commutator noise from a motor, or automotive engine 
noise. 

When considering the purchase of an EMI susceptibility 
generator, you should look for features which could pro- 
vide considerable time savings in the performance of tests. 
For instance, the peaking of the signal at each test frequency 
could take enough labor costs to pay for an expensive 
broadband source which is commercially available after one 
lengthy test. Some of the important features you should 
look for are: 

1. Protection against damage under any magnitude or 
phase of source and load VSWR; 

2. No tuning or band-switching (broadband); 
3. Reproduction of AM or FM modulation appearing on 

the input signal; 
4. Compatibility with reactive antennas; 
5. Suppression of harmonic products; 
6. Versatility in use for other purposes; and 
7. Bandpass ripple. 

Conducted Susceptibility 
The application of a susceptibility signal to a power line 

may not be as simple as it may first seem. The use of a cur- 
rent probe will provide impedance isolation between the line 
and the power source. However, the probe which induc- 
tively couples the energy into the line may have losses. 
There is a danger of burning out the impedance matching 
resistors in the probe when applying high levels of energy. 
The lines must be monitored to determine the amount of 
energy pick-up by the line. 

When susceptibility voltages are specified, capacitors are 
often used as the coupling device. The impedance of the 
capacitor must be small at the frequency of operation to 
avoid significant voltage drops across the device. Although 
the capacitor provides isolation between the source and line 
at low and power line frequencies, no isolation is present at 
the test frequency. Thus, when the line impedance is low, it 
will tend to load down the power source making it difficult 
to develop the desired voltage level. With an unlimited 
power source, it may be possible to burn out the equipment 
under test without ever reaching the desired or maximum 
safe voltage level. 

For frequencies below 50 KHz, an isolation transformer 
is used as the coupling device. The secondary winding of the 
transformer is connected in series with the line under test, 
and must have a negligible impedance at the test frequency. 
The power is then applied to the primary winding and 
"modulates" the line. At power line frequencies, there is 
some danger of power being fed back to the power source 
causing damage to the source. 

Test Facilities 
Conducted susceptibility tests may be performed in the 

open. laboratory. However, the susceptibility signal may 
propagate through the laboratory's power lines and inter- 
fere with other equipment. The power lines also have the 
capability of radiating the energy. To protect the rest of 
your laboratory, power line filters should be used. An in- 
ductor should be placed between the filter and the coupling 
device so that the filter will not load down the susceptibility 
signal source or in other ways effect the results of the test. 

A shielded anechoic chamber would probably provide the 
best facility in which to perform radiated susceptibility tests. 
The anechoic material is absorbative usually above 100MHz 
(depending upon size and shape of the anechoic material), 
and reflections from the walls are 30 dB or more down at 
the point of the test sample. Significant reflections and per- 
haps standing waves will be present at frequencies below the 
cut-off frequency of the anechoic material. However, . the 
FCC, OTM, other laboratory. users and the general public 
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would greatly appreciate the containment of these high sig- 
nal levels. Many cities and towns have ordinances to this 
effect, especially when your signals may interfere with 
police and fire communications. 

Commercial Applications 
Once an almost completely neglected aspect of EMC/ 

EMI, susceptibility has within the past few years assumed 
extremely important status. The earliest military rf inter- 
ference specifications (such as AN-1-24 and Navy 16E4) had 
no susceptibility requirements at all. Not until the appear- 
ance of MIL-I-6181 in 1950 was there a document with sus- 
ceptibility limits and test methods. Progressive expansion 
of susceptibility requirements in military EMI documents 
paralleled that of the emission aspects thereof. However, in 
the civilian sector, susceptibility considerations were es- 
sentially ignored, except in a few documents covering com- 
mercial airline avionics equipments. The Federal Com- 
munications Commission (FCC) Rules and Regulations 
contain emission limits and test methods for receivers in 
Part 15; but requirements for susceptibility have never been 
established for consumer equipment in the U. S. This has 
led to a near-chaotic situation within the past few years; in 
which by the beginning of 1982, the FCC will have been 
presented with about 300, 000 complaints of interference to 
consumer-owned electronic equipments in two years. Ef- 
forts in the Congress to alleviate the situation by specifically 
authorizing the FCC to establish susceptibility requirements 
for civilian electronic equipment have come to nought 
thus far. 

Origins of Susceptibility 
Susceptibility may originate in many ways. Some of these 

are: 
1. Receiver front-end overload. 
2. Intermodulation product generation in non-linear ele- 

ments, both intentional (such as mixers) and uninten- 
tional (such as mixers) and unintentional (such as 
audio IC's). 

3. Demodulation of environmental rf signals in low-level 
audio circuits. 

4. Spurious system resonances in sub-audio to gigahertz 
frequency ranges. 

5. Power line noise and transients. 
6. Electrostatic discharge. 

Table 1 summarizes the various conducted and radiated 
susceptibility test frequency ranges and briefly describes the 
basic test methods used. 

Particularly for military equipments and systems, re- 
quirements which are more stringent and/or in frequency 
ranges not covered by a particular document may be im- 
posed by the system or equipment specification. 

Conducted Susceptibility 
Electronic devices and many equipments usually con- 

sidered electrical may be vulnerable to external signals or 
noise entering their circuits on their power leads. The low- 
frequency 30Hz-50kHz conducted susceptibility require- 
ments, CSO1 of MIL-STD-461, are intended primarily to 
assure that a particular equipment item will perform satis- 
factorily when operated from power sources which may be 
contaminated with spurious emanations; for example, 
power frequency harmonics, motor commutator ripple, or 
DC/DC converter oscillator powerline modulation. 

Figures 1 and 2 indicate the relationship between con- 
ducted susceptibility requirements and power characteris- 
tics for aircraft 28-volt DC systems as defined in MIL- 
STD-704. 

It is obvious that a margin of safety is provided between 
the maximum permissible 28-volt/DC bus ripple voltage 
envelope and the susceptibility test voltages specified. It 
should also be noted that Figure 2 shows that equipment 

designed for supplies other than 28 volts should be able. to 
function properly with up to 10 percent of the nominal 
supply voltage (to a maximum of five volts) applied to its 
power leads at frequencies up to 1500Hz with decreasing 
levels above that point. 

Spike-type susceptibility is covered by Requirement 
CSO6 of MIL-STD-461, which specifies the characteristics 
of the transients to be applied to the power input leads. As 
an example of vulnerability of presumably well-designed 
equipment to spikes injected on power input leads, a few 
years ago one of the more widely used computing systems 
(this one installed at a non-military facility) was found to be 
susceptible to transients at levels significantly below the 
specified 100 volts of CSO6. Reduction of susceptibility to 
transient is rapidly becoming of importance in commercial 
and consumer electronic equipment. Micro- and mini- 
computers are entering the market, in vehicular and house- 
hold applications. For instance, a fine roast could be over- 
cooked when the solid-state controller in a microwave oven 
malfunctions because of its vulnerability to transients gen- 
erated by the SCR speed regulator in a hair dryer being used 
in the same house. Quantitative information on spike sus- 
ceptibility requires the use of a transient generator with 
controllable repetition rate and amplitude; however, some 
qualitative idea of the vulnerability of an item to transients 
may be obtained by connecting a relay "multivibrator" 
across the input to the device. This is a relay wired so that 
its coil is in series with one of its normally-closed contacts. 

Conducted rf susceptibility (50 kHz and above) require- 
ments are aimed at assuring that an equipment item will 
be able to function properly in typical environments. Power- 
lines act as antennas and will pick up any rf signal which 
impinges on them. Such signals can, in turn, propagate 
along the lines and arrive at the power input terminals of 
the device. 

Once inside, coupling of the spurious signal into vulner- 
able circuits can occur by many different paths. The recent 
explosive growth of both communications and non-com- 
munications rf sources in public and private use means 
that this aspect of susceptibility can no longer be considered 
as only of importance in complex military systems. 

The family of conducted susceptibility requirements rep- 
resented by CSO3, CSO4, CSO5 and CSO7 is intended to 
assure that receivers are capable of operating compatibility 
in radiated rf environments in which they will be used. Al- 
through rf ambient levels are much higher in most military 
usage situations, the proliferation of communications trans- 
mitters mentioned above has resulted in a corresponding in- 
crease in interference incidents involving receivers used by 
the general public and by the numerous municipal, county 
and state government agencies. CSO3 establishes inter- 
modulation requirements; while CSO5 sets out those for 
cross-modulation (which is generally considered to be a 
special case of intermodulation). CSO4 requirements cover 
front-end rejection of undesired signals. It is quite impor- 
tant that both the testing and the analyses of results for the 
above three sets of requirements be performed by compe- 
tent personnel. Differentiation between true spurious re- 
sponses (e. g. , a higher-order image or an IF feed-through) 
and the more co'mplex intermodulation products may be 
difficult, indeed, even for relatively experienced engineers 
and technicians. Computer or programmable-calculator an- 
alytical techniques must be resorted to in this area in many 
situations. The CSO7 requirements apply only to receivers 
having squelch circuits, and are intended to establish rea- 
sonable levels of resistance to radiated impulse noise. Test 1 

of CSO7 uses only an impulse generator as the input; while 
Test 2 uses both an impulse generator and a signal generator 
(applied simultaneously via isolation networks), with the 
output of the latter set at a level below the squelch-break 
point. 
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TABLE I 
SUSCEPTIBILITY TESTS AND TEST METHODS 

TESTS METHODS 

Conducted 
Powerlines 

30 Hz to 50 kHz 
15 kHz to 150 MHz 
50 kHz to 400 MHz 

Injection from audio source via special transformer (I) 
Injection from signal generator via current probe (2) (6) 
Injection from signal generator via low-reactance capacitor (6) 

Spike Injection from spike generator via integral transformer (3) 

Intermodulation Receiver front-end injection from two signal 
generators with isolation network(s) 

Undesired signal rejection Receiver front-end injection from two signal 
generators with isolation network(s) 

Cro ss-mod ulati on 

Squelch circuits 
Impulse input only 
Sub-threshold signal, 

plus impulse input 

Receiver front-end injection from two signal 
generators with isolation network(s) 

Receiver front-end injection from impulse generator 
Receiver front-end injection from impulse 
generator and signal generator 

Radiated 
Magnetic field, loop 

Magnetic induction 
Cases 

Cables 

Electric field (5) (6) (7) 
14 kHz to 10 GHz 

14 kHz to 30 MHz 

14 kHz to 30 MHz 

Equipment case exploration with special loop energized 
from audio source (4) 

Equipment case wrapped with several turns of wire, 
energized with power frequencies and with spike generator 
Interconnecting cables wrapped with several turns of 
wire and energized as for cases 

Rod, dipole and conical log-periodic antennas 
energized from signal generators/amplifiers 
Parallel-plate line energized from signal 
generators/amplifiers (8) 
Longwire antenna in shielded enclosure, 
energized from signal generators/amplifiers (9) 
Crawford Cells, energized from signal generators/amplifiers (10) 

NOTES: 

(I) Th 

(2) 

(3) 

(4) 

(5) 
(6) 

(8) 

e special transformer may also be used to obtain con- 
ducted emission data. See the Analysis, Recording and Mea- 
surement section of ITEM for procedures. 
Method approved for use in testing commercial avionics 
equipments per RTCA Document DO-160 (Obtainable from 
Radio Technical Commission for Aeronautics, 1717 H St. , 
NW, Washington D. C. 20006) 
50-ampere secondary winding on the integral output trans- 
former is standard. Available from at least one manufacturer 
with 100-ampere secondary on special order. 
Instructions for the fabrication of this loop appear in MIL- 
STD-461. 
See footnote under Radiated Susceptibility in this section. 
Amplifiers are required to obtain the field levels specified by 
certain of the Notices to MIL-STD-461. Octave-band low 
pass filters will usually be necessary to reduce harmonic and 
other spurious outputs to levels which will prevent false 
indications of susceptibility within a particular frequency 
octave. 
Field levels at location of EVT should be checked, using a 
sensor/remote readout arrangement such as the Instruments 
for Industry type EFS-I/LMT/LDI. 
Fabrication instructions for a widely-used parallel-plate line 
and a "transmission-line" (or "loop-line" ) antenna are 
given in Air Force Design Handbook DH1-4. Directions for 
making another parallel-plate type are contained in MIL- 
STD-462. The former will accommodate larger equipment 
case sizes and accept higher excitation powers. 

(9) Directions for installation and adjustment of a suitable 
radiating line are contained in Notice 3 to MIL-STD-462. 
CAUTION: If this test setup is to be used for gene'rating field 
levels in the tens to hundreds of volts ranges, consideration 
should be given to using larger conductors than those men- 
tioned in Notice 3, and to using symmetrical, radial arrange- 
ments of paralleled non-inductive resistors at the line input 
and end terminations. Depending on shielded enclosure di- 

mensions, some difficulties may be encountered in adjusting 
the terminations. Under such conditions, a slight change in 
the excitation frequency will usually make it possible to 
perform the required checks and adjustments. 
WARNING: POWER LEVELS REQUIRED TO OBTAIN 
THE HIGHER FIELDS SPECIFIED IN CERTAIN RE- 
QUIREMENTS DOCUMENTS WILL RESULT IN THE 
RADIATION OF ENERGY AT LEVELS SUFFICIENT 
TO CAUSE HARMFUL INTERFERENCE TO COM- 
MUNICATIONS AND OTHER SERVICES AT CON- 
SIDERABLE DISTANCES FROM THE TEST LOCA- 
TION. ALL SUCH TESTING MUST BE PERFORMED 
IN SHIELDED ENCLOSURES OF ADEQUATE AT- 
TENUATION CAPABILITIES. THE SPECIFIED 
LEVELS ARE ALSO ABOVE THE LIMITS ESTAB- 
LISHED BY SOME AGENCIES FOR HUMAN EXPO- 
SURE. TEST PERSONNEL SHOULD NOT BE INSIDE 
THE ENCLOSURE DURING SUCH TESTING. 

(10) Frequency ranges dependent on cell dimensions. Consult 
manufacturers for recommended usable ranges. 
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