
CABLES AND CONNECTORS 

INTRODUCTION 

The electrical and mechanical designer spends much of 
his interference control efforts in the design of components 
without due regard to interconnecting cables and harnesses. 
The mechanical engineer designs the case or chassis seams 
with RF gasketing material, controls the machining and fin- 
ishes of mating surfaces, covers holes with screening or 
honeycomb cells, and applies other mechanical controls. 
The electrical engineer specifies the power line filters, de- 
signs the grounding system, adds the transient noise sup- 
pressors and protectors, specifies the internal harnessing 
configuration, selects the connectors, and provides other 
electrical controls. However, unless the component is de- 
signed to operate independently from all other components 
or equipment, such as T. V. , oscilloscope, radio, etc. , the 
harness and cable configuration is delegated to subsystem 
and system engineers. Thus, the component design en- 
gineers only do half of the job. 

Cable and harness configurations are critical in the com- 
ponent design to reduce the propagation of electrical noise 
(EMI) and its effects. The best electronic box, shielded en- 
closure or shielded room can always be compromised by 
poorly designed interconnecting cables. Cables provide a 
convenient path by which electrical noise is conducted out 
of the enclosure and then radiates or couples to adjacent 
wiring and equipment. The reverse process also occurs with 
external noise pick-up on cables being conducted into a 
well-shielded container. The filtering of the interconnecting 
lines does not always solve the problem. Lines which con- 
duct clock pulses, digital signals, video signals, etc. , cannot 
tolerate filters which affect the signals. These signals also 
appear as noise to other circuits when coupling to other 
lines occurs. 

Systems engineers treat interconnecting harnessing very 
seriously in respect to noise control and electromagnetic 
compatibility. They realize that crosstalk is a real everyday 
problem, and intentional system radiation can have back- 
door effects if it is allowed to get into system wiring. This 
problem is not limited to military applications or systems. 
It can occur in the home, industrial plant, in office build- 
ings, scientific centers, hospitals, automobiles, aircraft, as 
well as electronic laboratories. A car radio can be jammed 
by electrical noise radiation from unsuppressed truck igni- 
tion systems. Noise from the fluorescent lights, razor, 
vacuum cleaner, etc. , interferes with T. V. and radio recep- 
tion. Computers are extremely vulnerable to the coupling 
of transients generated by air-conditioners or time-clocks. 
In the hospital, patient monitors are disturbed by the mag- 
netic fields emitted by power lines, heating blankets and 
other electronic equipment. Electric typewriters and other 
office machines can make communications nearly impossi- 
ble. Electronic fly killers have been known to affect air- 
craft navigational equipment. In all of these examples, the 
method of radiation and pick-up of the electrical noise is 
through cables. The primary means of protecting electro- 
explosive devices is through the design of its cables. 

CABLE SEPARATION 

The coupling of signals and noise between wires and ca- 
bles is a function of the distance between cables. Thus, it is 
most advantageous to categorize the various types of cable 
signals and to provide maximum separation between them. 
This is not always easy to accomplish, especially on space 
vehicles, or in complex electronic facilities where there are 
numerous cables and harness restrained by limited cable 
troughs. It also becomes a problem when wires of different 
categories share the same cable connector. However, an 
attempt should be made to provide whatever separation is 
practical. The following categories are illustrative only, and 
are usually modified to match the partial line voltages, sig- 
nal levels and frequencies: 

a. Category P, Power: 
1. 115 volts and 240 volts single phase and three phase 

to motors, transformers, blowers, etc. 
2. Control wiring which includes relay logic, stepping 

switches, indicator light circuits (incandescent), etc. 
3. RF power, primarily transmitter outputs. 

b. Category S, Sensitive Wiring: 
This category includes moderately susceptible circuitry 
which is easily protected such as limited bandwidth 
audio amplifiers, input medium-level wide bandwidth 
video lines, properly designed digital computer input cir- 
cuitry, clean dc power, etc. 

c. Category VS, Susceptible Wiring: 
This includes very sensitive circuitry such as a servo null 
circuit working to a null level of less than 100 micro- 
volts, electro-explosive devices, high-impedance, low- 
level high-accuracy sensor circuitry (such as 10 millivolt, 
10, 000 ohm, and 0. 5 percent accuracy), and antenna 
input circuitry. 

As an aid, these three categories of wires might have an 
identifying color for ease in wiring and identification. The 
three categories should be run separately via different rout- 
ing and should cross at right angles. 

COUPLING MECHANISM 

The physical model for analyzing the coupling between 
cables is that two or more cables run parallel. The coupling 
may be expressed in terms of the transfer impedance. The 
transfer impedance can be defined as the ratio of the volt- 
age appearing between the conductors of the second cable 
to the current applied at the first. At low frequencies, i. e. , 
those frequencies for which the total length of one is short 
compared to the wavelength (these are defined as those ca- 
bles shorter than one-sixteenth wavelength), the current 
and voltage along the cable may be considered to be 
constant; therefore, it does not matter at which end of the 
cable the current or voltage is measured. At higher frequen- 
cies, standing waves on the cables must be taken into ac- 
count if the cables are not terminated in their characteristic 
impedances. 
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Figure 1. Voltage Induced in a Loop 

Transfer Impedance 
The transfer impedance is clearly dependent upon the im- 

pedances terminating between the source and the suscepti- 
ble cable. It will depend upon both magnetic and capacitive 
coupling effects. At low frequencies capacitive coupling is 
easily prevented by placing one or both of the cables in 
metallic shields. If the concern is with individual sensors in 
a cable, this shielding will not be possible, and both mag- 
netic and capacitive coupling will be significant. 

Magnetic Coupling 
Magnetic coupling is most noticeable as a contributor to 

interference when the cables are terminated with low impe- 
dances at each end. Interference voltages are induced into a 
wire by flux linkages. The source of interference will be a 
generator of magnetic flux which may be a relay coil, trans- 
former, solenoid, or just another current-carrying wire. 
The voltage induced in a loop by an adjacent wire of infin- 
ite length carrying current as illustrated in Figure I will be 
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high current source. The voltage delivered to the circuits at- 
tached to the pick-up loops will rise to half the induced 
voltage as the load impedance in the pick-up loops rises to 
match the driving impedance due to the coupling. As the 
load impedance rises from this point, the voltage at the cir- 
cuit loads will rise to the full induced voltage as a maximum. 

Capacitive Coupling 
In long cable runs, an appreciable capacitance will most 

likely exist between adjacent wires and from each wire to 
ground or shield and capacitance will exist at connectors 
and associated wiring. The voltage induced into one wire 
from an adjacent wire is a function of these capacities. Fig- 
ure 3 illustrates one model for the capacitive coupling in a 
cable. The interfering voltage, (Eo) couples through stray 
capacity (Cc) to produce a voltage (Ex) on the adjacent 
cable. The interfering cable and the adjacent cable have 
stray capacities to ground (Ca and Cb). Each cable has its 
system loads (Zl, Z2, Z3, and Z4) across which the stray 
capacities appear. If cable load impedances are high, the 
frequency spectra of voltages (Eo) and (Ex) may be affected 
by (Ca) and (Cb). The voltage division ratio will be 

E = (3. 19 x 10 ) fLI ln 
r, 

where 
f = frequency, Hertz 

L = length, inches 
I = current, amperes 

E = induced voltage, volts 
r, and r, = loop distance, inches 
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If the susceptible loop is at an angle to the interference 
source, the following holds true. Figure 2 illustrates a 
source loop coupled to a sensitive wire loop. 

R, 
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Figure 2. Susceptible Loop at an Angle 
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The induced voltage increases with an increase in fre- 
quency, source current, and length of closed loop. The in- 
duced voltage also increases with effective area enclosed by 
the pick-up loop and will affect circuits by driving current 
through the impedances in the pick-up loop and its loads. 
For low frequencies, the impedance of the pick-up loop will 
consist primarily of wire resistance, and maximum power 
will be delivered to a load of low resistance. It should be 
assumed that the source circuit is a low impedance circuit 
since the most significant interference will result from a 
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Figure 3. Capacitance Coupling in a Cable 
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Figure 4. Frequency Versus Voltage Coupling in Wires 

At high frequencies (rf), any open-ended wire should be 
given careful attention to determine if it is a pick-up point 
for high frequency excitation. Since small stray capacities 
provide effective coupling to a high impedance point, wires 
can frequently be excited when they are attached to vacant 
connector pins or open switch contacts. At a quarter wave- 
length distance, such open wires will be carrying maximum 
current and can readily couple into other wiring or circuits 
by the fields generated. An open wire will represent an ef- 
fective antenna in the presence of electromagnetic fields. 
High radio frequencies are readily coupled into power wir- 
ing either magnetically or electrically, depending upon the 
standing wave which may be excited in the power wiring at 
the coupling point. 

Figure 4 illustrates the frequency versus voltage coupling 
in adjacent wires and the function of their separation. Fig- 
ure 5 shows the typical capacitance which exists for various 
configurations of shielded AN wires. 

Not all connectors are designed to preclude the entry of 
RF energy. Each connector surface represents an impe- 
dance discontinuity of the cable shield. Even though there 
is mechanical contact with the shield through the outer mat- 
ing section of the connector, a good RF connection is not 
assured. Radio frequency energy could enter at this point 
and cause a hazardous situation. A good connector is one 
in which the shielding effectiveness of the mated connector 
equals or exceeds that of an equal length of the cable util- 
ized in the circuit. If the effectiveness of cable shields is to 
be maintained, the cable shield must be properly terminat- 
ed. In an otherwise adequately shielded enclosure, RF cur- 
rents that are conducted along the shields will be coupled to 
the system wiring from the point of improper cable ter- 
mination. 

In a properly terminated shield, such as when a Glenair 
backshell adaptor is used, the entire periphery of the shield 
is grounded to a low impedance reference, minimizing any 
RF potentials at the service of the termination. The use of 
epoxy or other synthetic conducting material has been 
found to be unacceptable for bonding in this situation. 

IMPORTANT FACTORS 

Solving cable shielding problems must take into consider- 
ation all variables of any particular case. These variables 
include: 
1. the impedance of the radiating device 
2. the impedance of the susceptibility device or circuit 
3. the frequency range of the interference signal relative to 

the desired signal 
4. the levels of the interference relative to the desired 

signals 
5. the length of the transmission line. 

Proper shielding, or other cable treatment techniques, 
and proper grounding cannot be effective unless all these 
variables are carefully considered for the particular case 
under study. 

Although the theory of shielding cables and that of ca- 
ble coupling and radiation may be interesting, many engin- 
eers are just interested in shielding and protecting the cables 
sufficiently adequate to do the job. The following design 
notes are provided to help streamline the process: 
1. Determine the type of fields which are to be attenuated. 

Electric Fields (electrostatic coupling) 
Magnetic Fields (inductive coupling) 
RF Fields (radiation) 

2. Determine the types of shielding material that is required 
and the number of layers. (This relates directly to the 
amount of attenuation required. ) 

Tin-coated Braid 
Hipernon (high permeability) 
Conduit 

3. Identify special purpose applications. 
(FED-STD-222 and other FED/MIL/DCA Require- 
ments) 

4. Determine the type of shield termination desired. (360' 
peripheral terminations are best for most applications. ) 
5. Select the connector and back shell adaptor which best 
suits your requirements and provides good electrical 
grounding. 

REFERENCES 

When you have cabling problems, your best bet is to 
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