
SHIELDED ROOMS 

EMI Protection of a Stand-alone 
Information Technology Terminal 

INTRODUCTION 
Requirements for acceptable lev- 
els of emissions and immunity 
which equipmentmust satisfy are 
continuing to become more spe- 
cific and stringent. Little atten- 
tion has been given to the emis- 
sions from, and perhaps the im- 
munity of, equipment and sys- 
tems which are already Qtted, and 
whose electromagnetic interfer- 
enc'e (EMI) output is probably in- 
creasing as they age. These sys- 
tems and equipment may be too 
expensive tobe replaced, and com- 
panies must accept these less- 
than-ideal conditions when they 
introduce new equipment, most 
of which is required for informa- 
tion technology purposes. 

The development of information 
technology equipment which can 
operate and survive in all the 
current and future world-wide 
electromagnetic environments is 
expensive in both cost and time. 
Thought must inevitably be given 
to protecting "off-the-shelf' equip- 
ment, so that it can be used more 
readily wherever it ca'n be mar- 
keted, no matter what eQect co- 
located equipment, systems and 
ambients may have. 

CURRENT METHODS OF 
ELECTROMAGNETIC 
PROTECTION 
There are three practical forms of 
shielding or screening hardware 
which can be used against the 
radiated aspects of the electro- 
magnetic hazards of RFI, EMI, 
EMP and. TEMPEST. These are: 
the drawer, the cabinet, and the 
room or enclosure. The screened 
drawer is avery special method of 
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electromagnetic protection, used 
when the equipment to be 
screened is a very small part of a 
much larger system, and is per- 
haps remote fmm it. The drawer 
has a number of disadvantages, 
not least of which is the difficulty 
of confirming its screening effec- 
tiveness usingcommon testmeth- 
odsandtechniques. Itcanalsobe 
quite expensive if a small number 
is required and development costs 
cannot be distributed equitably. 
Nevertheless, it has its place, and 
if the equipment to be protected is 
used as the source, or as the 
sensor, tests canbe derived which 
will provide a good indication of 
the drawer's screening effective- 
ness. Values greater than 80 dB 
over the frequency range 100 kHz 
to 1 GHz should generally be 
achievable. 

The cabinet is the most widely 
used method of protecting equip- 
ment against electromagnetic 
hazards, probably because it is a 
traditional, simplemethodofcom- 
bining items of electronic equip- 
ment, and marrying them into an 
easily handled package. Further, 
because of the quantities involved, 
the cabinet can be readily and 
cost-effectively manufactured, 
and it can be made aesthetically 

pleasing. DiQiculties arise in 
maintab&~ the shielding when 
equipment has to be accessed 
and the door has to be opened. It 
can also be expensive when the 
number required is quite small. 
However, it has generally become 
the norm, when considering the 
electromagnetic protection of elec- 
tronic equipment. 

There are, of course, "variations 
on a theme, " and a very wide 
range of cabinets, giving varying 
degrees of protection, are avail- 
able commercially. The RFI or 
EMI cabinet is usually of modular 
construction, consisting of ex- 
truded aluminum uprights and 
cross members withgasketed and 
bolted steel panels forming the 
sides, top and bottom. A steel 
panel is also used as a door, suit- 
ably gasketed, hinged and gener- 
ally having a fairly positive latch- 
ingmechanism, whichmaintains 
the screen around the door pe- 
riphery. Gaskets are usually of 
the knitted mesh variety. These 
cabinets are very useful when 
modest values (60 to 80 dB) of 
screening eQectiveness are re- 
quired over a limited frequency 
range ((500 MHz). 

Mostmanufacturers also produce 
a high performance cabinet, one 
with a high level. of screening 
effectiveness. Such a cabinetmay 
be referred to as an EMP cabinet 
or even a TEMPEST cabinet. It is 
more often an all-welded con- 
struction, with knife edge/laby- 
rinthine doorways, fingerstock 
contacts, and an effective door 
latching mechanism. Testing the 
screening eQectiveness can be 
somewhat difficult because of 
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resonances and reflections cause 
by the cabinet size. For low fre- 
quency shielding, always required 
when the equipment must oper- 
ate in an EMP environment, the 
cabinet is usually of steel, and 
measured values of screening ef- 
fectiveness greater than 100 dB 
over the frequency range 100 kHz 
to ) I GHz are quite usual. This 
type of cabinet can be expensive 
to procure in small quantities, 
and the cost is normally depen- 
dent on size. 

The screened room can also be of 
a modular or of an all-welded 
construction, the choice being 
determinedbythe degree ofshield- 
ing required. The modular 
screened enclosure can be made 
of plywood/chipboard/plastic 
foam panels faced on either side 
by a thin sheet of galvanized steel, 
(0. 024" or 0. 6 mm), or it can be 
plain galvanized steel panels 
formed into box sections. The 
standard panel size is normally 8' 

by 4'(2. 44mby 1. 22m) or 10'by 
4' (3. 05 m by 1. 22 m). For the 
steel-covered plywood construc- 
tion, the panels are Qtted together 
by folded steel girders, clamping 
adjacent panels at their edge. The 
folded box sections are bolted to- 
gether directly with gasketting 
placed between the panels. 

The door of the modular screened 
enclosure is the most sophisti- 
cated item, and it is manufac- 
tured so that door and doorway is 
the same size as a standard panel. 
Thus it canbe placed anywhere in 
any of the screened room walls. 

The all-welded screened room is 
usually quite special, and invari- 
ably procured when a very high 
shielding level is required at low 
frequencies in the magnetic field. 

Testing of the screening eQ'ective- 
ness of a screened room is fairly 
straightforward using test meth- 
ods based on those detailed in 
MIL-SID-285. A screening eQ'ec- 

tiveness of 80 to 100 dB at fre- 
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quencies up to 10 GHz can usu- 
ally be achieved with the modular 
screened room. 

PROTECTION FOR A 
COMPUTER TERMINAL 
A typical electromagnetic protec- 
tion requirement is often identi- 
fied when stand-alone computer 
terminals need to operate in a 
hostile electromagnetic protection 
task. 

The computer terminal normally 
consists of a microprocessor into 
w'hich is inserted the controlling 
software, a video. display unit 
(VDU) which canbe separate from 
the microprocessor, and a key- 
board. It may also include some 
external signal connection to an- 
other terminal(s), and perhaps a 

signal interface. The most impor- 
tant point to recognize is that all 
three units that make up the ter- 
minal have to be accessed, either 
for some manual operation, or so 
that part of the unit can be seen. 
This situation will probably be 
true for most items of electronic 

. information technology equip- 
ment. 

If a shielded cabinet or drawer is 
chosen as the method of provid- 
ing the electromagnetic protec- 
tion, the following arrangements 
must be provided: 

~ gasketed flaps in the screen- 
ing boundary to allow soft- 
ware to be inserted 

~ shielded windows, suitably 

gasketed and bonded to the 
screening boundary, to en- 
able the VDU screen to be 
seen 

~ a "hardened" keyboard, with 
all connecting links filtered, 
or alternatively, consisting of 
Aber-optic connections. 

Failure to provide these features 
means that whenever the actions 
of inserting sofbvare, observing 
the VDU, or operating the key- 
board are carried out, the screened 
boundary will be breached and 
the screening eQ'ectiveness of the 
shield will be impaired. Provision 
of these arrangements, however, 
will also reduce the eQecttveness 
of the shield or screen, such that 
the gasketed flap, the screened 
window and/or the entry/exit 

point of the tnterconnecttngitnks, 
will determine the overall shield- 
ing attenuation characteristics of 
the protection mechanism. 

If the terminal is to be used in a 
TEMPEST environment, then the 
terminal cannot be fully opera- 
tional and protected when these 
activities are carried out. 

A COST-EFFECTIVE 
SOLUTION 
Pointswhichneed tobe addressed 
when considering the electromag- 
netic protection requirements are: 

~ space availablility 
~ power supply requirements 
~ heat to be dissipated 

accessibility 
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~ signal interfacing 
~ size and weight of equipment 
~ attenuation requirements 
~ the shelf life of the equipment 

or system being protected 
~ cost 

The quantity of heat to be dissi- 
pated will determine whether a 
fan is necessary. Attenuvents or 
the well-known matrice of 
waveguides-beyond-cut-off, al- 
lowing circulating air into and 
out of the screened enclosure, 
will be required, regardless of the 
form the electromagnetic protec- 
tion takes. Mains filtering will 
also be necessary. 

A small screened room of mini- 
mum dimensions, 4'x 4'x 8' high, 
fitted out with a small desk to 
accommodate the computer ter- 
minal used in the example, will 

probably satisfy the requirement 
more fully than any of the other 
methods of electromagnetic pro- 
tection. Attenuvents near the 
roof and close to the floor can be 
Qtted, as with a cabinet. The 
amount of heat generated by the 
terminal equipmentwillbe slight, 
but when added to the equivalent 
amount of heat produced by the 
operator (350 watts approx. ), a 
fan maybe necessary. A suitable 
extractionmodelcanbe integrated 
with the attenuvent Qtted in the 
roof. A mains filter, probably 
somewhere between 1 and 5 
amps, will be required. The power 
requirements of the screened 
room, including the overhead 
lighting and the terminal will not 
be much larger than would be 
necessary if cabinet protection 
were used. 

The door will be a standard 
screened room door, but some 
latching mechanism, operated 
from inside the room, will be nec- 
essary to ensure that the door is 
not opened at an inopportune 
moment. 

Thus the operator can sit in front 
of the terminal and operate it in a 

comfortable, secure and con- 
trolled environment, without fear 
of the electromagnetic screening 
being impaired during normal 
operating pmcedures. Such an 
arrangement would compare very 
favorably, in terms of cost, with a 
TEMPEST cabinet, giving the 
added advantages of: 

no operational interruptions 
~ better screening performance 
~ security 
~ seclusion 
~ more selective environment 
~ better repeatability with test 

results 
~ ease of maintenance 

Furthermore, such an arrange- 
ment can be sited in places where 
space is at a premium, providing 
a protective and defined bound- 
ary within a normal office envi- 
mnment. 

A small screened enclosure, with 
dimensions of 4' by 4' by 8' high, 
Qtted with two attenuvents, a 
single access door of opening di- 
mensions 3'by'6' high, a screened 
5-amp single phase mains filter, 
providing screening effectiveness 
Qgures of 100 dB from about 20 
kHz to 1 GHz, and aesthetically 
Qnished internally with formica 
covered panels, canbe purchased 
for as little as $4, 500. 00. 

However, the health and safety 
aspects of the proposed arrange- 
ment should be considered. The 
claustrophobic pmperties of such 
a working environment could be 
considerable. It may be that the 
personnel working in the facility 
would need to be specially se- 
lected, and the decor chosen to 
minimize distress. 

Secondly, the terminal equipment 
would be out of sight, and there- 
fore not immediately open to 
simple surveillance. The use to 
which the equipment is put, and 
the well-being of the operator 
would not then be so obvious. A 
suitably placed matrice of 

waveguides-beyond-cut-off 

coul 
be fitted. Openings ofhalf an inch 
(12 mm) canmaintain the attenu- 
ation characteristics up to fre- 
quencies grater than 10 GHz, as 
long as the openings have a length 
of two inches (50 mm). 

Finally, the door operdng/clos- 
ing/securing arrangements will 

probably need to be revised, and 
an escape hatch provided to sat- 
isfy the installation and operat- 
ing environment of b'oth room 
and equipment. These difficul- 
ties are not insurmountable. 
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