l_ SHIELDED ROOMS ——

Shielding Effectiveness Testing
of RF Shielded Enclosures

INTRODUCTION

Over theyears, numerous articles
have been written about RF
shielded rooms and enclosures.
These articles have dealt with
topics such as the purchase,
construction and installation of
enclosures, and with grounding
or electrical concerns. Although
these articles have been highly
informative, none has com-
prehensively addressed the issue
of shielding effectiveness testing
of the enclosure or room. This
article explains and describes the
test procedures used within the
industry to determine shielding
effectiveness levels of enclosures.

SHIELDING

EFFECTIVENESS TESTING
While shielding effectiveness
testing or performance testing of
a shielded enclosure or room is
typically the last phase of
installation, itis possibly the most
important phase. Unfortunately,
the test process is viewed as a
nuisance or some type of magic.
In reality, the shielding effec-
tiveness test is very simple and is
identical to MIL-STD-220, which
is an insertion loss (type) test.
The major difference is the
equipment used to perform the
test.

Essentially, the shielding
effectiveness test is equivalent to
calibrating electronic test equip-
ment. Like test equipment, a
shielded enclosure should be
calibrated to determine if its
effectivenesshasdecreased orhas
been degraded.

Radiated test techniques are
used when calibrating an enclo-
sure or when determining the
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shielding effectiveness level of a
shielded enclosure. Fortunately,
standards have been established
by U.S. military and security
agencies. These standards
describe the test methodology,
equipment and performance at
specific frequencies and fields of
test. With minor modifications,
these test procedures can be
applied to any shielded enclosure
installation or user requirement.

Two of the most commonly used
standards or test procedures for
shielding effectiveness testing are
MIL-STD-285 and NSA 65-6.
These documents describe the
proper equipment arrangements
and fields of test. Each procedure
also specifies the frequencies of
test and the level of attenuation.

DESCRIPTION OF

TEST STANDARDS
MIL-STD-285

Over theyears, MIL-STD-285 has
become the workhorse of the
industry. This standard is by far
the most popular. The procedures
of MIL-STD-285 are often re-
ferenced in enclosure specifi-
cations but the frequencies are
modified to the user's require-
ments.

*See Advertisement on Page 13.

MIL-STD-285 was one of the
first standards issued for testing
radio frequency (RF) shielded
enclosures. Released in June
1956, it was a replacement for
MIL-A-18123 (SHIPS) which was
released in August 1954.

The primary purpose of MIL-
STD-285 was to establish a
standard or method for measuring
the attenuation characteristics of
RF shielded enclosures which
were used for electronic testing in
the frequency range of 100 kHz to
10 GHz. The standard includes
frequencies and fields of test as
well as the levels of attenuation
(or shielding effectiveness) that
are required of the shield. MIL-
STD-285 also provides a
description of the equipment types
that are required to perform the
test.

Though MIL-STD-285 was
established to cover the frequency
range of 100 kHz to 10 GHz, it
only requires measuring the
attenuation characteristics of an
enclosure at five frequencies
(Table 1).

For its time, MIL-STD-285 was
very specific for evaluating a
shielded enclosure. It went so far
as to suggest test point locations,
indicating that tests should be
performed in the vicinity of utility
entrances, doors and access
panels. MIL-STD-285 also
requires that a reading be taken
on all four sides of the enclosure,
and that the antenna be oriented
horizontally and vertically to the
section seams and panel seams.

NSA 65-6

NSA 65-6 is possibly the most
important standard published
regarding the evaluation of RF
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shielded enclosures. NSA 65-6
was released in October 1964. In
addition to specifying shield
performance, NSA 65-6 also
includes specifications for the
assembly of an enclosure, design
objectives, reliability of the
enclosure and electrical filter
requirements.

Eventhough itwasnotintended
toreplace MIL-STD-285, NSA 65-
6 has become a standard in its
own right. Where MIL-STD-285
is a suggested procedure for
testing between 150 kHz and 400
MHz (suggested to 10 GHz), NSA
65-6 is very specific in its test
frequency range of 1 kHz through
10 GHz. As with MIL-STD-285,
NSA 65-6 also includes a list of
frequencies and fields (Table 1).

NSA 65-6 drastically increased
the required frequencies over
those required by MIL-STD-285.
NSA 65-6 also clarified the test
point locations. NSA 65-6
specifies test areas as the door
frame (or perimeter), accessible
joints, filters and air ducts. Italso
indicates that the maximum
signal emanating from the enclo-
sure should be found by moving
the antennas to at least four
different locations.

TEST PLAN
Regardless of which test standard
or procedure is used, a test planis
required so the end user will fully
understand the test process. The
test plan will also ensure that the
user’'srequirements are met. The
user may opt fortwo testsifinterior
finishes are scheduled to be
installed. Frequency and attenu-
ation levels can also be modified.

Other than the number of fre-
quencies and test point locations,
a major difference between MIL-
STD-285 and NSA 65-6 is the
magnetic field antenna orien-
tation during the test process.
MIL-STD-285 specifies that the
loop antennas be placed perpen-
dicular to the shielding surface
(planar) and NSA 65-6 requires
that the loop antennas be placed
parallel {coaxial) to the shield
surface.

To help understand the test
process, a generic test plan is
given here.

TEST PROCEDURE

SHIELD PERFORMANCE
REQUIREMENTS

Attenuation or shielding effec-
tiveness is the performance

criteria of the shielded enclosure.
Shielding effectiveness is defined
as the level of electromagnetic
reduction provided by a shield.

Shielding effectiveness for electric
fields is defined as:

E
SEqg=2010g 1o E.

Where E, is the electric field
strength with no shield and E_ is
the electric field strength with a
shield installed.

Shielding effectiveness for mag-
netic fields is defined as:

Hb
SE g = 20 log; H,

Where H,, is the magnetic field
strength with no shield and H, is
the magnetic field strength with a
shield installed.

MAGNETIC AND

ELECTRIC FIELDS

Prior to performing shielding
effectiveness measurements for
magnetic and electric fields, the
reference leveland dynamicrange
are established. To establish the
reference level and dynamicrange,

Continued on page 246
- MIL-STD-285 NSA 65-6
Magnetic | 1 Frequency between 150 kHz-200 kHz | 4 Frequencies between 1 kHz and 1 MHz:
Field Required attenuation or shielding 1 kHz Required shielding effectiveness: 20 dB
effectiveness: 70 dB 10kHz  Regquired shielding effectiveness: 56 dB
100 kHz Required shielding effectiveness: 96 dB
1MHz  Required shielding effectiveness: 100 dB
Electric 3 Frequencies, 200 kHz, 1 MHz, 5 Frequencies between 1 kHz and 10 MHz:
Field 18 MHz 1 kHz Required shielding effectiveness: 70 dB
Required attenuation or shieiding 10kHz  Required shielding effectiveness: 100 dB
effectiveness: 100 dB 100 kHz Regquired shielding effectiveness: 100 dB
1MHz  Required shielding effectiveness: 100 dB
10 MHz  Required shielding effectiveness: 100 dB
Plane 1 Frequency, 400 MHz 4 Frequencies between 100 MHz and 10 GHz:
Wave Required attenuation or shielding 100 MHz Required shielding effectiveness: 100 dB
effectiveness: 100 dB 400 MHz Required shielding effectiveness: 100 dB
1 GHz  Required shielding effectiveness: 100 dB
10 GHz Required shielding effectiveness: 100 dB

Table 1. Attenuation Requirements of MIL-STD-285 and NSA 65-6.
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SHIELDING EFFECTIVENESS TESTING OF RF SHIELDED ENCLOSURES . . . Continued from page 211

the transmit antennas (tunable
loop for magnetic fields and rod
style for electric fields) are placed
outside the enclosure to ensure
there is no case leakage of the
receiver or spectrumanalyzer. The
antennas are placed 24 inches
apart plus the thickness of the
shielding media, which is
approximately 1 inch thick, for a
total separation of 25 inches
(Figure 1). The antennas are
oriented coaxially during the
reference level and dynamic range
establishment procedure.

The received signal level value
isrecorded in the “Reference Level”
column of a shielding effectiveness
test results form (Figure 2). The
referencelevel value is determined
by combining the value of any
external attenuation and the
received signal level which is
displayed on the spectrum
analyzer (or receiver).

With the reference level
established and recorded, the
receiver sensitivity /noise floor can
be determined. This is accom-
plished by placing the receive
antenna inside the enclosure and
removing any fixed attenuation
and/or any spectrum analyzer/
receiver internal attenuation. If
pre-amplification of the received
signal is required, the pre-
amplifier remains on during this
measurement. The receiver
sensitivity level, which is in dBm,
is recorded in the “Receiver
Sensitivity” column of the test
results form (Figure 2). During
this measurement, the trans-
mitter or source is turned off.

The system or measurement
dynamic range can now be
established. The dynamic range
is the numerical difference
between the reference level value
and the receiver sensitivity value.

With thereference level, receiver
sensitivity and dynamic range
established and recorded, the
receive antenna is placed at a
predetermined test point location
within the enclosure. Thedistance
oftheantenna to the shield surface
(panel) is 12 inches and in the
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same orientation as was used
during the reference estab-
lishment. The source antenna is
placed at the same test point but
on the outside of the enclosure.
The antenna is placed 12 inches
from the shield surface (panel)
and in the same orientation as
the receive antenna (Figure 3).
Any fixed attenuators that were
used during the reference
establishment are removed from
the receive or transmit lines and
the enclosure door(s) are closed.

The received signal level at this
point is recorded in the “Receiver
Level” column of the test results
form. The numeric difference
between the reference level and
thereceiverlevel is the attenuation
or shielding effectiveness of this
test point. Thisvalueisrecordedin
the “Attenuation (S/E)” column of
the test results form. The transmit
and receive antennas are placed at
any remaining

gain or receiver sensitivity does
not change.

The lowest recorded value will
be the attenuation or shielding
effectiveness at this frequency.

PLANE WAVE

Test frequencies for plane wave
measurements are given in Table
1. The testing procedure for plane
wave conditions is similar to that

for magnetic and electric fields.
Prior to performing the shielding
effectiveness measurements, the
reference level and dynamicrange
are established. To establish the
reference level and dynamicrange,
the transmit (dipole or log periodic)
antenna and the receive (dipole or
log periodic) antenna are placed
outside the enclosure to ensure
there is no case leakage of the
receiver or spectrumanalyzer. The
antennas are placed 74 inches

test point loca-
tions and the
received signal
levels are re-

corded. Upon [ Ampiifler ]
completion of all

test points, a
second refer-

Transmit
Antenna

Signal Source

Receive
Antenna
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ence level is
taken to ensure
that the source

Figure 1. Test Setup to Measure Reference Level
and Dynamic Range.

Shielding Effectiveness Test Resuits

Job Number:
Project:
Location: B
Qualification Test Acceptance Test Other |
Field | Center| Test | Ref. | Rcv. |Dynamic | Rev. | Attenuation | Spec
Freq. |Position| Level | Sen. | Range |Level (S/E (dB)
(dBm)|(dBm)| (dBm) |(dBm) (dB)

S — | L |
O S

| i

H = Magnetic E =Electric P = Plane Wave MW = Microwave
Witness: Test Technician:
Date: Date:

Figure 2. Sample Shielding Effectiveness Test Results Form.
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SHIELDING EFFECTIVENESS TESTING OF RF SHIELDED ENCLOSURES . . . Continued

apart plus the thickness of the shielding media
which is approximately 1 inch, for a total separation
of 75 inches (Figure 4). The antennas are co-
polarized (either horizontally or vertically) during
thereferencelevel and dynamic range establishment
procedure.

The received signal level value is recorded on the
shielding effectiveness test results form (Figure 2).
Thereference level value is determined by combining
thevalueofany external attenuation and the received
signal level which is displayed on the spectrum
analyzer (or receiver).

Essentially, the shielding
effectiveness test is equivalent
to calibrating electronic test
equipment.

With the reference level established and recorded,
thereceiver sensitivity /noise floor can be determined.
This is accomplished by placing the receive antenna
inside the enclosure and removing any fixed
attenuation and/orany spectrum analyzer/receiver
internal attenuation. If pre-amplification of the
received signal is required, the pre-amplifier remains
onduring this measurement. Thereceiver sensitivity
level, which is in dBm, will be recorded in the
“Receiver Sensitivity” column of the test results
form. During this measurement the transmitter or
source is turned off.

The system or measurement dynamic range can
now be established. The dynamic range, which is
recorded in the “Dynamic Range” column of the test
results form is the numerical difference between the
reference level value and the receiver sensitivity
value.

With the reference level, receiver sensitivity and
dynamicrange established and recorded, thereceive
antenna is placed at a predetermined test point
location within the enclosure. The distance of the
antenna to the shield surface (panel) is no less than
2 inches and in the same orientation as was used
during the reference establishment. The source
antenna is placed at the same test point but on the
outside of the enclosure. The antenna is placed 72
inches from the shield surface (panel) and in the
same orientation as the receive antenna (Figure 5).
Any fixed attenuators that were used during the
reference establishmentare removed from the receive
or transmit lines and the enclosure door(s) are
closed.

The received signal level at this point is recorded
in the “Receiver Level” column of the test results
form. The numeric difference between the reference
level and the receiver level is the attenuation or
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shielding effectiveness of this test point. This vaiue
isrecorded in the “Attenuation (S/E)" column af &
testresults form. The transmit and receive antenzas
are placed at any remaining test point locations ==
the received signal levels are recorded. Ugus
completion of all test points, a second reference less
is taken to ensure that the source gain or receswss
sensitivity does not change.

The lowest recorded value is the attenuation &
shielding effectiveness at this frequency.

TEST POINT LOCATIONS
Test point locations include the following areas:
¢ Perimeter of the door(s)

* Waveguide plumbing penetrations

* Waveguide HVAC vents (full scan)

RF Shield ‘!
o (e e () R
— | ! (
|—| Amplifier | [ Pre-Amp |-
_-Si_g_nal Source_] HL ReceiveLI__

Figure 3. Receive Antenna Placed at a Predetermines
Test Point.

Transmit RF Shield Receive
Antenna Antenna
1 75" —_——
— Amplifier | Pre-Amp |~

| -_Signal Source | Lli_l Receivei

Figure 4. Test Setup for Plane Wave Measurements

Transmit RF Shield Receive
Antenna o Antenna
.—E _-—72"—1 |_2"_ — "—’
—  Amplifier | Pre-Amp__ I

=

i M iver
|_Signal Source | ] Receiver]

Figure 5. Test Setup for Plane Wave Shielding.
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CORPORATION

RF SHIELDED ENCLOSURES
MRI SHIELDED ENCLOSURES
COPPER SCREEN ENCLOSURES
SHIELDED CABINETS
POWER & SIGNAL LINE FILTERS
RF AIR VENTS
CERTIFICATION TESTING

COMPLETE DESIGN, FABRICATION,
INSTALLATION AND TESTING CAPABILITIES

UNIVERSAL SHIELDING

Circle Number 68 on [nquiry Card

SHIELDING EFFECTIVENESS TESTING . . . Continued

¢ Electrical and communication filter areas (full
scan)

e Wall seams (number of seamns is dependent on
enclosure size and accessibility)

As a minimum, the door will be tested at six (6)
points and a minimum of one wall seam, per wall,
will be tested if accessible on both sides of the shield.
Actual test point locations are determined at the
time of test.

CONCLUSIONS

Regardless of which test standard or procedure is
used, itisimportant that a test plan is submitted and
utilized. With submission of a test plan, the actual
test process will be performed in a timely manner.
When recalibrating a shielded enclosure, the same
or original test plan can be used, if modified slightly.

MICHAEL J. LAHITA attended Norwalk State Technical College
and the U.S. Air Force School of Applied Aerosciences. Mr. Lahita
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position qof Senior RF Design Engineer, Manager of Technical
Services, and Sales Application Engineer. Prior to joining Braden
Mr. Lahita was with Keene Corporation, Ray Proof Division. (918)
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E TECHNICAL ENVIRONMENT
CONTROL, INCORPORATED

7950 Cessna Avenue s Gaithersburg, Maryland 20879 = (301) 948-5911

JE=L=" RF Shielded

Enclosure Systems

Products
and Services

B TEMPEST-approved RF shielded enclosures M Accessories

and Optional Services B Power and communication line filters

M Wave guide pipe penetrations B HVAC B Fire suppression
systems H Raised computer access flooring Ml Access panels

B Honeycomb wave guide vents B Anechoic chambers

B Emergency Maintenance Program B System Design

and Consulting B Fiber optic systems

We design, install, test and service a
variety of TEMPEST-approved RF
shielded systems— all of which meet
the requjrements of NSA 65-6 and
MIL-STD-285.

Circle Number 235 on Inquiry Card
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