
POWER PROTECTION AGAINST 
LIGHTNING KEEPS ELECTRONIC 
EQUIPMENT ON-LINE 
An understanding of the degree to which lightning can affect microprocessor-controlled equipment is 
necessary when choosing among lightning protection alternatives. 

TONY TAMOSAITIS, SOLA, A UNIT OF GENERAL SIGNAL, ELK GROVE VILLAGE, IL 

Although most people think of 
lightning's potential for damage in 

terms of direct and catastrophic 
strokes, a wide variety of more sub- 
tle problems can occur as a result of 
indirect strokes. Lightning is capable 
of inducing line voltage transients— 
ranging from momentary spikes or 
faults, to longer surges or sags — in 

varying degrees that will affect the 
performance of microprocessor-con- 
trolled equipment and computers. 
This article examines these problems 
and the alternatives for protecting 
against them. 

The phenomenon starts with a 
lightning arc, either cloud-to-cloud or 
cloud-to-earth, which generates an 
intense electromagnetic field. When 
an overhead or underground utility 
line intersects the field, a voltage 
surge is generated on the line in 

much the same manner that voltage 
is generated from the primary to the 
secondary windings of a transform- 
er. The nature and severity of this 
transient can vary with the duration 
of the stroke, the magnitude of its 
discharge, its proximity to the line, 
its distance away from the equip- 
ment, and the type and size of the 
other equipment served by the line. 

Impulses in the power-line voltage 
resulting from even minor lightning 
strokes to the utility line can exceed 
normal line voltage levels by 10 
times or more. These high-level im- 

pulses typically cause arcing in pow- 
er distribution systems. Arcing devel- 
ops when positive or negative vol- 

tages and neutral (ground) elements 
in the power system are close 
enough to one another and carry suf- 
ficient potential to allow a discharge 
of electrical energy or sparkover 
from one element to another. 

It has been determined that the 
sparkover level of most 120 to 240V 

systems is approximately 6000V 
(Ref. : IEEE STD 587-1980). This 
sparkover level insures that most im- 

pulses encountered indoors are like- 

ly to have a magnitude of 6000V or 
less. However, voltage of this magni- 
tude is still sufficient to damage or 
disrupt electronics. If they reach a 
computer or other sensitive piece of 
electronic equipment, lightning-in- 
duced transients typically create one 
of three possible effects. A high volt- 
age transient can cause immediately 
noticeable component damage, of- 
ten so high that the component can- 
not survive. Sharp, high-powered 
spikes, in other words, can destroy 
semiconductors and electrical de- 
vices found in sensitive electronic 
equipment, primarily by puncturing 
insulating barriers. Lesser voltage 
transients may not cause noticeable 
damage, yet they can put stress on 
components, causing them to de- 
grade and then to fail a few hours, 
days, or weeks later. Weak tran- 
sients, perhaps in the form of low 
energy, high frequency "noise, " 
which are probably not capable of 
causing hardware damage, can be 
interpreted as valid digital signals 
and result in program errors or al- 

tered memory. 
Sags — cycle-to-cycle decreases 

in power-line voltage — are less well 
known, but actually more commonly 
produced in electrical storms than 
surges or impulses. The reason is 
that impulse-suppression equipment 
used in ac distribution systems does 
its job by momentarily shorting the 
power-line (via arcing). The short cir- 
cuit continues until the next zero 
crossing of the ac sine wave, thereby 
limiting the short circuit power ou- 
tage duration to one-half cycle or 
less. While this short circuit is taking 
place, a portion of the downstream 

power continues to move toward its 
load. The voltage present at the load 
continues to decrease until soon 
after the arc has extinguished. This 
results in a sag, or short duration 
brownout that is usually corrected 
within the next few cycles. In this 
fashion, lightning-induced sags can 
travel throughout the system, where- 
as impulses are attenuated quickly as 
they travel through the system's 
loads and other overvoltage protec- 
tion devices. 

Lightning can also create black- 
outs, or a total loss of power, usually 
by damaging power transmission 
equipment. These can be split-sec- 
ond outages — where minor dam- 
age occurs and the utility responds 
by switching the affected loads to 
other intact sources in the power 
ground — or they can be long-term 
losses, resulting from major damage 
such as line breaks. Momentary 
blackouts within a building also can 
occur as a result of lightning-induced 
surges. When, as described above, 
the surge initiaties a short circuit at 
the primary distribution panel, down- 
stream circuits throughout the build- 

ing experience a brief total loss of 
power, rather than simply a sag in 

power. Even though this outage lasts 
no more than 1/2 cycle, a loss of this 
length is sufficient to disrupt some 
electronic equipment. Adding to the 
problem, the sudden return of power 
after the outage can appear as a sec- 
ondary surge that adds another po- 
tential for damage. 

CHOOSING POWER 
PROTECTION 

Determining the best way to pro- 
tect sensitive electronic equipment 
from lightning-induced problems will 

depend on the value of the function 
Continued on page 342 
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Continued from page 106 
performed by that equipment, and 
which kinds of power disruptions 
need protection. In accordance with 
how the two fundamental questions 
are answered, one of three kinds of 
power protection devices can be 
used: those that condition incoming 
power to eliminate the transients and 
noise produced by lightning; those 
that provide only backup emergency 
power in case of blackout; or, those 
that provide both power condition- 
ing and backup power. 

Some engineers feel that a viable 
alternative for maintaining clean 
power is to install a dedicated line (a 
special circuit running directly from a 
primary distribution transformer to 
the sensitive electronic load). Howev- 
er, dedicated lines offer only limited 
protection. Although they can iso- 
late the sensitive load from noise and 
transients generated along other cir- 
cuits in the building, they do nothing 
to prevent problems such as light- 
ning-induced power effects that origi- 
nate outside the building. 

A variety of basic power protec- 
tion devices bought in hopes of pro- 
viding lightning protection for elec- 
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tronics include surge suppressors, 
passive filters, ultra-isolation trans- 
formers, and electronic tap chang- 
ers. While these simple devices do 
perform some selected power pro- 
tection functions, their limitations 
must be considered. 

Surge suppressors, for instance, 
can clip lightning-induced spikes at 
some absolute voltage level. Howev- 
er, these devices do not attenuate 
electromagnetic interference (EMI), 
making it possible for EMI to deterio- 
rate sensitive electronic devices; nor 

Figure 1. Ultra-Isolation Transformer. 
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do they compensate for voltage sags. 
Passive filters do a better job of 

noise reduction (although only at cer- 
tain frequencies), but they are typi- 
cally incapable of attenuating low 
frequency, high energy transients. A 
sufficiently forceful lightning-induced 
transient can blow up the device, cut- 
ting off all power to the electronic 
equipment. Also, these devices do 
nothing to counteract surges or sags. 

An isolation transformer, on the 
other hand, can provide reasonably 
good common-mode surge protec- 
tion and a fair amount of normal- 
mode surge protection, but cannot 
regulate voltage sags. Figure 1. 

The electronic tap changer, which 
is based on a multi-tapped transform- 
er combined with electronic sensing 
and switching, provides voltage reg- 
ulation by selective switching among 
taps in response to input voltage. 
Some of these units are relatively 
inexpensive, although tap changer 
design schemes typically provide in- 

sufficient inherent noise attenuation. 
Consequently, noise protection de- 
vices such as surge suppressors, line 
filters and filter capacitors are usual- 

ly provided at additional cost. These 
added devices still exhibit all of the 
limitations described earlier. Tap 
changers do not provide smooth, 
continuous adjustments of output 
voltage. Instead, they respond in 
steps typically ranging from +13% 
to +17% of nominal output voltage. 
Figure 2. 

As lightning protection devices, 
none of the above four designs is 
equipped to sufficiently protect 
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Figure 2. Electronic Tap Changer. 

correction of sudden voltage 
changes. Input line voltage fluctu- 
ations of +15% are reduced to 
+1/2% at the output. Ferroreson- 
ant regulators also provide current 
limiting for overloads or short-cir- 
cuits, and they inherently maintain 
output for brief power outages of up 
to 3ms. The ferroresonant regulator 
(Figure 3) protects against transtents, 
as well as the sags, brownouts and 
micro-faults typically caused by light- 
ning strokes. 

against the full range of lightning- 
induced power-line problems. For 
broader protection, users should 
consider more sophisticated regula- 
tors, power conditioners and unin- 
terruptible power systems (UPS). 

The ferroresonant regulator, also 
known as the constant voltage trans- 
former, provides regulation for loads 
ranging from 15VA to 15, 000VA. A 
complete static regulator, the ferror- 
esonant regulator offers continuous 
readjustment of output voltage and 
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EMI/RFI noise 
can create havoc 
in sensitive electronic 
equipment, and in the 
case of many MIL-Spec applications, 
is forbidden. McLean Engineering 
has shielded packaged blowers and fans that 
can move cooling air into your enclosure while 
leaving the noise behind. Our engineers literally wrote 
the book on high efficiency, EMI/RFI shielded cooling, 
and we' re ready now to pass on a powerful block of 
knowledge, and products, to you. Call us! 
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ELECTRONICS 
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70A Washington Road, Princeton Junction, N J 08550 ~ 609-799-0100. 

West Coast: Air Cooling Technology, 533 Constitution Avenue 
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Model LS-240 — 240 watts — VA capacity — $549 
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Back-up time: 11 min. full load, 27 min. '/2 load, 43 min. '/s load; multiple-AC 

outlets, 3-staged transient protection; 4-staged RFI/EMI filter; sealed 

rechargeable internal battery, master control switch; test switch, external fuses; 
detachable 6' cord; external DC connectors for mobil use and extended hold-up 

time, many more excluswe features. 

INCREASE PROFITS  GOOD DEALER MARGINS 
SEND FOR DEALER PACKET 

Call or Write 
6584 Ruch Rd, Dept ITM88 800-524-0400 
Bethlehem, PA 18017 
REPS. TERRITORIES AVAILABLE 215-837-0700 

Circle Number 221 on Inquiry Card 

The electromagnetic regulator is a 
fast response static device for pro- 
tecting larger systems with higher 
power loads. The correction of sud- 
den voltage changes starts immedi- 
ately, and is completed in less than 
0. 1 second. Input line voltage fluctu- 
ations of +10% to — 20% are re- 
duced to +0. 05% at the output. 
This design is available in power rat- 
ings up to 300kVA, in single-phase 
or three-phase configuration. It 
should be noted that, like electronic 
tap changers, these regulators typi- 
cally provide little inherent noise pro- 
tection. Surge suppressors and line 
filters can be added for power-line 
noise attenuation. 

Power conditioners are an evolu- 
tionary advance above voltage regu- 
lators, providing excellent noise at- 
tenuation capabilities to computers, 
as well as voltage regulation. The 
portable micro/minicomputer regu- 
lator (MMR) represents a modifica- 
tion in ferroresonant regulator de- 
sign to provide state-of-the-art noise 
rejection of 120dB in common mode 
and 60dB in transverse mode. There 
is a nominal trade-off in voltage regu- 

Line In 

Regulated 
Output 

lation capabilities, however, as the 
MMR regulates input line variations 
of as much as +15% to within 
j13%. Additionally, the MMR will 

provide a minimum of 90% of n'omi- 

nal output voltage at 65% of rated 
input voltage. 

Where critical electronic equip- 
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Figure 3. Constant Voltage Transformer. 
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nanosecond rise time, or a droop as low as 1% per second. 
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Figure 4B. SPS, during AC Voltage Droop or Failure. 
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LOAO 

ment must be protected against deep 
brownouts, emergency backup pow- 
er may be necessary. This can be 
provided by either a UPS or a 
standby power source (SPS), al- 
though the range of other protective 
functions varies considerably be- 
tween the two. A review of the SPS 
and UPS design characteristics will 

help clarify their capabilities. 
The SPS — sometimes called an 

off-line UPS — consists of an invert- 
er, battery, battery-charger and a 
high-speed transfer switch. Under 
normal ac line conditions, the invert- 
er is at rest and the primary ac power 
feeds the critical load directly, or 
through optional filtering provided 
by the SPS. In the event of an ac 
voltage drop below a present trans- 
fer point (usually — 15% of nominal), 
the load is transferred to the invert- 
er, which will switch on the supply ac 
power converted from the battery. 
Figure 4. 

The choice of an SPS depends 
largely on how much switching time 
the equipment to be protected will 

tolerate. Some highly sensitive elec- 
tronics cannot tolerate the power 
lapses that occur during these 
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THE R8 8 EMI TRAINING INSTITUTE 
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ON EMI PRINCIPLES, PRACTICES, AND TEST METHODS. 
(Emphasis Is on Military EMI Standards and Documentation. ) 
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~ A "live-In" environment that provides plenty of opportunity for informal "one-on-one" sessions 

with the faculty and other participants. 
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switches. Some SPS designs, howev- 
er, incorporate high-speed transfer 
switches to help reduce these power 
lapses. These units offer switching 
times ranging between 4 and 10ms, 
which is an acceptable transfer time 
for most electronic devices. 

Like the electronic tap changer, 
the SPS provides only limited protec- 
tion from lightning-induced tran- 
sients or noise. To gain these capa- 
bilities, the SPS would need an addi- 
tional line filter and a surge arrestor, 
which may be offered as options with 
the SPS. 

For critical applications that will 

not tolerate the switching time of the 
SPS, and for those that need protec- 
tion against the full range of light- 
ning-induced power problems, in- 

cluding blackouts, a "true" on-line 
UPS is the only alternative. Serving 
continuously as a power conditioner, 
the true UPS maintains output volt- 

age within +13% of nominal despite 
line fluctuations of +15%, providing 
continuous protection against over- 
voltage conditions and brownouts. 
The on-line UPS also protects 
against both common- and trans- 
verse-mode noise, with attenuation 
of at least 140dB over a broad fre- 
quency range. 

Consisting of three major compo- 
nents — a rectifier/charger, a bat- 
tery, and an inverter — the standard 
on-line UPS, under normal operating 
conditions, converts commercial ac 
power to dc by use of the rectifier- 
/charger. The dc power charges the 
battery which runs the inverter sec- 
tion. The inverter then reshapes the 
dc power into ac, which supplies the 
critical load. Figure 5. 

When a drop in the ac line power 
causes output from the rectifier- 
/charger to decrease, the batteries 
automatically compensate for this 
drop and continue to provide dc 
power to the inverter. Since dc volt- 

age is always present at the inverter 
input, neither a time delay nor 
switching is involved in maintaining 
the constant supply of clean, uninter- 
rupted power. UPS operation contin- 
ues with no break, and the critical 
load experiences no loss of power. 
When line power is restored, the 
UPS returns to normal operations, 
and the battery is automatically re- 
charged by the rectifier/charger. 

An economical alternative for ob- 
taining backup power plus the bene- 
fits of conditioned power is to com- 
bine an SPS with a micro/minicom- 
puter regulator, placing the MMR 

downstream of the SPS. While the 
SPS/MMR combination does not of- 
fer the no-break power transfer pro- 
vided by a true UPS, the SPS/MMR 
combination can provide a cost sav- 
ings (as much as $350) for protecting 
equipment that can tolerate the SPS 
switch-over delay time. However, 
the SPS/MMR combination has a 
longer recharge time than the UPS 
(from 8 to 16 hours for the SPS com- 
pared to 90 minutes to 3 hours for 
the UPS, depending on the model) 
and requires manual restart. (The 
UPS restarts automatically. ) 

Power protection equipment is 
available to provide a range of func- 
tions from simple filtering to total 
protection against lightning. Ulti- 
mately, the selection will depend as 
much on the importance of the 

equipment as on the user's budget. 
In cases where backup power is not 
required, but broad range power 
conditioning is imperative, the micro- 
/minicomputer regulator is recom- 
mended for providing both voltage 
regulation and isolation from distur- 
bances. If protection against power 
failure is the only function needed, 
an off-line SPS can provide backup 
power economically to maintain con- 
tinuous operation. But, if the equip- 
ment is performing a critical function 
and must remain on-line continuous- 
ly, the extra cost of providing maxi- 
mum protection with an on-line UPS 
should be weighed against all the ex- 
penses and liabilities that will be in- 

curred if the unit is completely shut 
down or damaged by power prob- 
lems. ~ 
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